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1 [bookmark: _Toc504713888]Summary
During the MBS SWG on August 4, 2022 the following was discussed and agreed according to the report in S4-220931:
Joint SA4/SA3 discussion on 5MBS security 16:30- 17:30 CEST (in context of the SA3 Reply LS on Security architecture for 5G multicast/broadcast services (S4-220786 (S3-221158))).
Qi presents S4-220786
This is a postponed LS from the last meeting.
Richard summarizes the main concerns:
1)	Do we need to have this discussion in SA4?
Discussion:
· Suresh: What is SA4 doing on security for MBS?
· Thorsten: 
· SA3 is re-using what was defined for MBMS
· Why is key management done by the MBSTF?
· There was also concern the MBSTF was consider user plane only, now it would interact with the UE, than there are scalability issues
· MBS system is not providing security. We rely on external DRM
· SA4 is thinking about security what needs to be done.
· Need to add APIs for security.
· Richard: on the scoping question
· We have object distribution and packet distribution, not specific RTP
· What is SA3 scope of security? RTP and FLUTE? Correct?
· Longhua:
· We focus on key management
· We came to conclusion to have control plane and user plane solution
· We believe that MBSTF based solution is good
· Thorsten:
· We have MSK and MTK in W.4.1.2
· We have streaming and packet distribution, but not streaming
· Thomas: RTP is supported, but not that we have an RTP proxy
· Norman:
· Still unclear what is the case here
· Thomas:
· On the positive side, we basically just missing a security mechanism packet distribution method
· Thomas: We identified that there is a misunderstanding on the functionalities of BM-SC and MBSTF/MBSF. SA3 considers MBSTF equal to BM-SC, whereas SA4 has 
Disposition:
1. We agree to formulate the questions on the distribution methods. Planning for Rel-18. SA4 will discuss this in the upcoming meeting and provide an LS to SA3.
2. On MBS Security, Qualcomm will provide a proposed LS from SA2 to SA3 with CC to SA4.

On 1)
· We need to discuss the issues on distribution methods and security related to those.
· We should check if we need a work item or some kind of discussion paper

On 2) a proposed LS was submitted to SA2.
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Answer 6:	Such designs were discussed during the study item phase in SA3. SA3 concluded that MBSF generates MSK while MBSTF generates MTK in control-plane procedure. As MBSTF is the anchor point for MBS traffic, it knows well about traffic information, which is beneficial for the key update. For the user-plane procedure, the security features are achieved in MBSTF.
and the corresponding procedures defined in TS 33.501 clause W.4.1.3. 

The current role of MBSTF in the existing architecture in TS 23.247 and the functional description of MBSTF defined in TS 23.247 clause 5.3.2.12 does not involve any interactions with the UE. In fact the statement in TS 33.501 clause 4.1.3: " MBSTF takes the role of the BM-SC in TS 33.246" is not inline with the SA2 assumption in the architecture for interworking with EPS (TS 23.247 clause 5.2) where "control plane" role of the BM-SC is understaken by MBSF and the "user plane" role as media and transport anchor by MBSTF. 

The text: "The UE authenticates to the MBSTF based on the GBA as in MBMS security (see TS 33.246 [102]) or based on the AKMA (see TS 33.535 [104])."

Would require the MBSTF to interface directly to UPF (N6) for unicast security signalling which is currently not supported in TS 23.247 architecture options. 

SA2 understands that the above comment may have signalling impacts for the security message exchanges in the interface between MBSF and MBSTF (Nmb2) that are too late to be addressed by SA3 and SA4 in rel.17, therefore recommends that for rel.17 the user-plane procedure is documented in Annex using "neutral" terms in terms of which NF defined in TS 23.247 can be collocated with. In practical deployments this security functionality can be collocated with either MBSF or MBSTF and can be up to the deployment choices of the PLMN. 

Taking the above into account SA2 has not updated TS 23.247 to update the functional descriptions and welcomes any feedback from SA3.

The LS basically proposes to not assign the security functions to MBSF. If SA3 agrees to this, SA4 should take this into account.
2 Proposal
Based on the discussion on this document, the following is proposed:
1) Discuss issue 1 during SA4#120-e and create an LS to SA3
2) On issue 2, await the decision by SA2 and SA3 before completing the security architecture 
3) Identify means how the issue can be addressed in Rel-17 and Rel-18 working procedures.
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