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1. Introduction
This document proposes a solution to one of FS_eiRTCW’s collaboration scenarios: Operator-Assistance for OTT’s WebRTC service. Call flows are also shown to clarify the possible interactions between the relevant functional entities. 
Generic Stage 2, which may be in the scope of GA4RTAR, should allow these examples.

A solution to another collaboration scenario under FS_eiRTCW, MNO’s own WebRTC services, is briefly mentioned in this document.
2. Solution Design Concepts

It is proposed to construct solutions in this study along the concepts described as follows:
1) Complying with the WebRTC standards and following the practical implementations in real deployments. 
2) Using IETF and 3GPP protocols where the WebRTC standards do not specify.
3) Using general-purpose 5G functions (e.g., EDGEAPP and Network Slice) and the associated protocols if available rather than newly creating RTC specific ones.
4) Using the same protocols as much as possible for the collaboration scenarios: MNO’s Operator-Assistance for OTT’s WebRTC services and MNO’s WebRTC services as an operator service. 
3. Major features concerned with WebRTC
3.1 Overview
These are the major features in each step of the communications with Operator-Assistance for OTT’s WebRTC services:
-
Discovery - procedures to discover the relevant functional entities

-
NAT traversal - ICE functions for communication through NAT/NAPT
-
Identifiers - Linkage between OTT ID and MNO ID
-
QoS enablement - information notified from the UE to the MNO for QoS control

3.2 Feature: Discovery of Functional Entities
A solution with the existing 5G functions is using EDGEAPP (Architecture for enabling Edge Applications) specified in SA6.

WebRTC applications on a UE can discover WebRTC functional entities (e.g., CSF, WSF, and WMCF) in an MNO network with the EDGEAPP enabler. CSF, WSF and WMCF are registered on EES (Edge Enabler Server) beforehand as EASs (Edge Application Server) with different service specific features (easFeats).
3.3 Feature: NAT traversal and ICE Functions
For NAT traversal, ICE is integrated in the WebRTC framework and JavaScript API so that ICE must be considered. However, ICE requires the network to support additional features. In this study, it is proposed to consider not using ICE functions if possible. 

Editor’s note: A possible solution is described in clause 4.7.2 of FS_eiRTCW permanent document [1].
3.4 Feature: Linkage of OTT ID and MNO ID

It is essential to make a linkage between OTT’s ID and MNO’s ID (e.g., GPSI or IMSI) for providing operator-assistance for OTT. The linkage must be verified by the MNO for charging and service conditions/restrictions management of MNO.
The CSF or WSF can obtain verified MNO’s ID of UEs from the EES with EDGEAPP APIs as an EAS. (API specifications of the function is under discussion in SA6 and CT3.)
Editor’s note: A solution for retrieving verified MNO’s ID is described in Clause 4.7.3 of FS_eiRTCW permanent document [1].
A solution for making the linkage between OTT’s ID and MNO’s ID (obtained via EDGEAPP APIs) is OAuth that is widely used in OTT applications.
3.5 Feature: QoS enablement - Information notified from the UE to the MNO for QoS control
In the WebRTC framework, the UE generates and accepts SDPs to exchange IP addresses/port numbers and QoS related information (e.g., bandwidth) for transmitting media. The SDPs are sent to or received from the signalling server of OTTs with their proprietary protocols.
A potential solution can implement an extra mechanism for QoS control. The UE notifies the SDPs to the MNO’s WSF in addition to the OTT’s signalling server. The MNO’s WSF can control the PCF based on the information in the SDP. In this mechanism, the role of MNO’s WSF is similar to the role of P-CSCF in IMS.
Note: Application’s QoS requirements may not be met if the application runs on the default PDU session. The use of Network Slice may be needed and for further study.
Note: Prior to the SDP generation, suggestions about available bandwidth from the MNO to the UE is an open issue.
4. Example Flow: Operator-Assist for OTT
4.1 General
This clause shows example flows. This flow can be applied to the collaboration scenario 3A described in FS_eiRTCW where a service provider (i.e., OTT) provides WebRTC services and an MNO assists the services. The WebRTC Signalling Server provided by the external service provider acts as the main signalling server, and the WSF deployed in MNO is complementary, only used for ID authentication and QoS control.
Note: “Web Service Entry Point” (in the figures) is a general entry point for the service, which acts as a portal website or an API endpoint of the service.
4.2 Part.1 UE connects to OTT’s server
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The UE connects to the OTT’s server (i.e., Service Provider’s server). This procedure and its protocols are proprietary to the OTT.
4.3 Part.2 UE discovers CSF with EDGEAPP API
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The UE discovers the CSF in the MNO with EDGEAPP APIs. 

4.4 Part.3 UE discovers OAuth Endpoints in CSF
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The UE discovers OAuth Endpoints in the CSF with RFC8414 procedures.
4.5 Part.4 OAuth

[image: image4.emf]WebRTC 

Signaling 

Server

PCF

Service Provider MNO

CSF

(EAS)

Web

Service

Entry Point

MCU or

SFU or

Peer UE

UE

(AC &

EEC)

WSF

(EAS)

WMCF

(EAS)

ECS EES

4-1. User 

confirmation for 

using Operator-

Assistance [App]

4-2. Authorization Request [App] <HTTPS>

4-7. Authorization Response (redirection) [App] <HTTPS>

4-8. Authorization screen Request [Web browser] <HTTPS>

4-9. Authorization screen Response [Web browser] <HTTPS>

4-3. Eees_UEIdentifier_Get <EDGE-3>

4-4. Process 

Request

4-5. Response to 4-3 <EDGE-3>

4-6. Check User 

subscription with 

network-verified UE-ID

OAuth2.0 Authorization 

Procedures (RFC6749 and 

RFC7636)

4-14. Access Token Notification Request [Web browser] <HTTPS>

4-15. Access Token Notification Response [Web browser] <HTTPS>

4-10. User 

confirmation for 

using Operator-

Assistance [Web 

browser]

4-16. Access Token Notification [App] <HTTPS>

4-11. Access Token Request [Web browser] <HTTPS>

4-13. Access Token Response (redirection) [Web browser] <HTTPS>

4-12. Issue Access 

Token


The UE starts OAuth 2.0 authorization procedures and gets an Access Token from the CSF (acting as an Authorization Endpoint and Token Endpoint of OAuth 2.0). Now the UE can use MNO’s QoS assistance with the access token. This authorization process does not have to be done each time until the token expires. Additionally, the process can be independently done in advance.
4.6 Part.5 UE discovers WSF and WMCF with EDGEAPP API
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The UE discovers the WSF and the WMCF with EDGEAPP API.
The CSF, WSF and WMCF are registered with each subtype of an EAS (Edge Application Server).
4.7 Part.6 UE establishes QoS media flows
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The UE requests TURN allocation and channel binding from the WMCF with OAuth access token (from 6-1 to 6-6), and builds a local SDP with the relaying address and port (6-7). Web browser’s WebRTC API will build an SDP, but “SDP munging” may be needed later because some browser does not include b= lines in SDP that is essential to controlling QoS.
With the local SDP, the UE requests MNO’s WSF (6-8) to control QoS, and the WSF requests the PCF to control QoS via N5 interface (6-9 and 6-10). The interworking procedure on the SDP at N5 interface will be the same as IMS P-CSCF’s procedure described in 3GPP TS 29.513.
The UE also sends the local SDP to OTT’s signalling server and receives the remote SDP (from 6-12 to 6-14). The UE tries hole punching and updates the local and remote SDPs (6-15 and 6-16).

With the updated local and remote SDPs, the UE requests MNO’s WSF to update QoS control (6-17). The WSF requests PCF to update QoS with N5 interface (6-18 and 6-19) and responds to the UE with success (6-20).

Finally, the UE can communicate with QoS (6-21).
5. Proposal

The proposal is to include sections 2 and 3 as an open issue "Consideration on potential solutions" in the PD without editor’s note, and to include section 4 in the Annex “WebRTC Signalling Flow Examples for potential solutions” in the PD of FS_eiRTCW.
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