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[bookmark: _Toc95152531][bookmark: _Toc95837573][bookmark: _Toc96002728][bookmark: _Toc96069369][bookmark: _Toc99490547][bookmark: _Toc102589854]4.4.1	General
This clause specifies the procedures used by internal UE entities, namely a UE Application and the associated Direct Data Collection Client, in support of UE data collection by the Direct Data Collection Client for subsequent reporting to the Data Collection AF.
As described in clause 4.2 of TS 26.531 [7], the UE Application shares relevant data with the Direct Data Collection Client via reference point R7 using the API specified in clause 8. In this release, such data sharing is enabled by UE Application configuration via R7 as specified in the subsequent clauses.
The Direct Data Collection Client is presumed to operate as a background service, and its functionality is invoked upon activation of the UE Application (whose role or task is domain-specific).
Each running instance of a UE Application compliant with the present document shall be associated with a dedicated instance of the Direct Data Collection Client, i.e., a separate logical data collection and reporting context exists for each pair of UE Application instance and Data Collection Client instance. If there are multiple UE Applications running concurrently on a UE, each UE Application requires a unique data collection and reporting context mapped to a separate Data Reporting Session at reference point R2.
4.4.2	Application registration procedure
Upon activation, the UE Application requests its UE data collection and reporting configuration from the Direct Data Collection Client by invoking the registerUeApplication method at reference point R7. The UE Application provides as input parameters its External Application Identifier, Application Service Provider identifier, and information on its callback listener (for receiving notifications from the Direct Data Collection Client). Using another input parameter, the UE Application also indicates its consent for the UE identity (i.e. GPSI) to be included in Data Reports sent to the Data Collection AF.
As a consequence, the Direct Data Collection Client establishes a new Data Reporting Session with the Data Collection AF using the procedure specified in clause 4.3.2.2. The Ndcaf_DataReporting_CreateSession invocation includes the GPSI of the UE (if consent is given by the UE Application) or otherwise the Direct Data Collection Client shall instead generate an opaque client reporting identifier that is globally unique and stable (e.g. a UUID) and include this in the invocation of the service operation.
If successful, the Direct Data Collection Client returns a UE data collection and reporting configuration to the UE Application based on the information returned by the Data Collection AF in the newly created Data Reporting Session resource. As indicated in TS 26.531 [7], a generic envelope containing that data collection and reporting configuration information is employed and its content, as indicated in table 4.6.3-1 of [7], is reporting domain-specific.
4.4.4	Data reporting procedure
The UE Application reports data to the Direct Data Collection Client by invoking the reportUeData method on the Direct Data Collection Client at reference point R7.
As a consequence, the Direct Data Collection Client may report the UE data provided by invoking the procedure specified in clause 4.3.3. Depending on the Data Reporting Configuration, the Direct Data Collection Client may instead store the UE data and forward it later.
4.4.5	Configuration update procedure
The Direct Data Collection Client notifies the UE Application of changes to the UE data collection and reporting configuration by sending a dataCollectionAndReporting‌Configuration‌Changed callback notification.
The UE Application responds by invoking the getDataCollectionAnd‌ReportingConfiguration method at reference point R7 to obtain the new configuration and acts upon it accordingly.
4.4.6	Procedure for changing consent to report the UE identifier
The UE Application can change its consent to reveal the GPSI of the UE in Data Reports sent to the Data Collection AF during the course of a data reporting session by invoking the setUserConsent method on the Direct Data Collection Client at reference point R7.
As a consequence, the Direct Data Collection Client shall destroy the current Data Reporting Session and create a new one that includes either the GPSI of the UE or the opaque client reporting identifier, according to whether consent is granted or withdrawn.
4.4.7	Procedure for changing the opaque client reporting identifier
The UE Application may reset the opaque client reporting identifier at any time by invoking the resetClientReporting‌Identifier method at reference point R7.
As a consequence, the Direct Data Reporting Client shall destroy the current Data Reporting Session. It shall generate a new opaque client reporting identifier (e.g. UUID) and shall include this value when invoking the procedure to create a replacement Data Reporting Session specified in clause 4.3.2.2.
4.4.8	Application deregistration procedure
Upon deactivation, the UE Application revokes its data collection and reporting context by invoking the deregisterUe‌Application method at reference point R7.
As a consequence, the Direct Data Collection Client shall destroy the Data Reporting Session using the procedure specified in clause 4.3.2.4 after first flushing any unreported UE data using the procedure specified in clause 4.3.3.
NEXT CHANGE
8	ClientUE Data Collection, Reporting and Notification API
8.1	Overview
This clause specifies the UE Data Collection, Reporting and Notification API used by internal UE entities, namely a UE Application and the associated Direct Data Collection Client, in support of UE data collection by the Direct Data Collection Client for subsequent reporting to the Data Collection AF, and related exchange of notifications.
As noted in clause 4.3 of TS 26.531 [7] this API is not used when the Direct Data Collection Client is embedded in the UE Application (i.e., Collaboration E according to clause A.6 of [7]). However, this clause can serve as guidance to the design of the internal APIs for a UE Application with an embedded Direct Data Collection Client.
The UE architecture depicting the overall interactions between the UE Application and the Direct Data Collection Client is shown in figure 8.1-1.


Figure 8.1‑1: UE architecture for data collection, reporting and notification via R7 API
8.2	Direct Data Collection Client state model
8.2.1	Overview
Figure 8.2.1-1 represents an informative Direct Data Collection Client state model in order to properly describe the methods invoked on the R7 API. Five different states as indicated in the diagram are described in table 8.2.1-1.


Figure 8.2.1-1: State model diagram
The depicted Direct Data Collection Client is dedicated to a corresponding UE Application and would correspond to a context-specific instance in the case where a single logical Direct Data Collection Client supports multiple UE Applications in the UE. The state model does not imply any implementation requirements for an instance of the Direct Data Collection Client, but rather is intended for use as a model to support the description of the R7 API.
State changes may occur as result of:
-	Registration or deregistration of the UE Application at the Direct Data Collection Client.
-	Data collection and reporting configuration request by the UE Application.
-	Data report received by the Direct Data Collection Client.
-	Notification received by the Direct Data Collection Client (e.g., of a busy condition at, or impending failure/crash of, the UE Application).
-	Timeout at the Direct Data Collection Client due to inactivity or prolonged busy state of the UE Application.
Table 8.2.1-1 defines the states of the Direct Data Collection Client.
Table 8.2.1-1: States of Direct Data Collection Client
	State
	Definition

	IDLE
	The Direct Data Collection Client has not yet registered a UE Application, or a previous registration has been revoked due to explicit deregistration request from that UE Application, or upon receiving notification of an impending fatal error condition at the UE Application, or upon local timer expiration due to inactivity or prolonged busy state of the UE Application.

	REGISTERED
	The Direct Data Collection Client has received valid registration from a UE Application. Having obtained the UE data collection and reporting configuration for that UE Application, it is now ready to provide the UE data collection and reporting configuration to the UE Application.

	READY
	The Direct Data Collection Client has received a valid request from and returns a UE data collection and reporting configuration to, the registered UE Application.

	ACTIVE
	The Direct Data Collection Client has received a UE data report, or a notification from the registered UE Application that the latter has recovered from a previously busy/stalled condition and is ready to send UE data reports to the Data Collection AF.

	BUSY
	The Direct Data Collection Client enters this state upon having received notification that its registered UE Application is in a temporarily busy state and unable to perform UE data reporting.



8.2.2	Direct Data Collection Client internal operations
This aspect is for further study.
8.2.3	Starting and stopping the Direct Data Collection Client
The Direct Data Collection Client (instance) shall be started (i.e., transition from IDLE to REGISTERED state) upon receiving a valid registration over R7 from a UE Application. Correspondingly, the Direct Data Collection Client shall be stopped (transition to IDLE state from one of several possible operating states) due to occurrence of one of the corresponding conditions as described in table 8.2.1-1.
8.3	Methods
8.3.1	Overview
Table 8.3.1-1 provides an overview of the methods and notifications defined for the UE Data Collection, Reporting and Notification API at reference point R7. Different types of method are indicated, namely:
1.	State change of the Direct Data Collection Client triggered by the UE Application action (registration or deregistration).
2.	Request from the UE Application to the Direct Data Collection Client for a UE data collection and reporting configuration.
3.	Acknowledgment and related response information returned by the Direct Data Collection Client to the UE Application for a successful UE Application registration event.
4.	Data report by the UE Application to the Direct Data Collection Client according to the previously obtained configuration.
5.	Notification from the UE Application to the Direct Data Collection Client.
Table 8.3.1-1: Methods invoked by the UE Application on the Direction Data Collection Client
	Method name
	Type
	Description

	registerUeApplication
	State change
	UE Application registers with the Direct Data Collection Client, including a callback listener for receiving event notifications.

	deregisterUeApplication
	State change
	UE Application deregisters with the Direct Data Collection Client.

	setUserConsent
	
	UE Application grants permission for the Direct Data Reporting Client to include the GPSI when creating Data Reporting Sessions.

	getDataCollectionAnd‌ReportingConfiguration
	Configuration request
	UE Application obtains its UE data collection and reporting configuration from the Direct Data Collection Client.

	reportUeData
	Data report
	UE Application reports collected UE data to the Direct Data Collection Client according to its configuration.

	resetClientReportingIdentifier
	
	UE Application requests that the Direct Data Collection Client generates a new opaque client reporting identifier for use in data reporting until further notice.
This requires any existing Data Reporting Session to be destroyed and a new one (including the replacement client reporting identifier) to be created.

	uEApplicationBusy
	Notification
	UE Application notifies the Direct Data Collection Client that it is temporarily unable to perform UE data collection and reporting due to a busy or stalled condition.

	impendingUeApplication‌Failure
	Notification
	UE Application notifies the Direct Data Collection Client of an impending fatal error condition that will cause abrupt shutdown of the UE Application. 



Table 8.3.1‑2 lists the different callback notifications from the Direct Data Collection Client to the UE Application.
Table 8.3.1-2: Notifications from the Direct Data Collection Client to the UE Application
	Callback notification name
	Description

	dataCollectionAndReporting‌Configuration‌Changed
	Direct Data Collection Client notifies the UE Application that the data collection and reporting configuration has changed.

	dataCollectionClientBusy
	Direct Data Collection Client notifies the UE Application that it is temporarily unable to support UE data collection and reporting due to a busy or stalled condition.

	impendingDataCollectionClient‌Failure
	Direct Data Collection Client notifies the UE Application of an impending fatal error condition that will cause abrupt shutdown of the Direct Data Collection Client.



NEXT CHANGE
[bookmark: _Toc102494898]9	Security and Access Control
Security and access control functionality associated with UE data collection, reporting and exposure are described in other clauses of the present document, namely:
1.	TLS-based authentication for HTTP/S operations associated with invocation of UE data collection, reporting and event exposure APIs is specified in clause 5.3.1.
2.	Cross-Origin Resource Sharing (CORS [10]) HTTP response headers pertaining to access control.
3.	Authentication or authorization by the Data Collection AF of network entities when invoking the UE data collection, reporting and event exposure APIs specified in clauses 6 and 7 including:
a)	Authentication of the Provisioning AF via use of the Authorization HTTP request header.
b)	Authorization of resource access requests using OAuth 2.0 [8] access tokens.
c)	Use of the authorizationURL property of the DataReportingConfiguration resource for authorizing subscription requests by consumer entities to event exposure services.
4.	Provisioning AF specification of Data Access Profiles associated with the Data Reporting Configuration resource, for controlling event exposure by the Data Collection AF to different event consumer entities is specified in clause 4.2.3.3.2.
END of CHANGES
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