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[bookmark: _Toc2086442][bookmark: _Toc100748099]4.3	PIN (Personal IoT Network) elementsoverview
“Personal IoT networks” (PINs) [3] are of a type of private network typically consisting of a user smartphone, wearables and home automation devices. These networks are very different to commercial IoT device, they are usually less rugged, most highly battery constrained and lifespan of the battery typically a couple of days or weeks. User plane traffic typically stays with a constrained environment, around the body or in the home i.e., within the PIN. Notifications can be received on smartphones that events have occurred within the PIN. A typical wearable PIN is depicted in Figure XXX.

[image: ]
Figure XXX: Wearable PINs (from [3])
One use case of [3] is called “Media share within PINs”. A sub-use case to be noted consists of watching a movie on a smartphone and then switching to watching the movie on AR glasses.
TR 22.859 [3] includes Potential Consolidated Requirements to be considered for 5GS evolution. These potential requirements include control plane requirements such as Device and Service Discovery, Privacy and Security, PIN Management and Charging. It also includes user plane type of potential requirements such as Gateway capability, Direct Communications, Connectivity and QoS.
According to Service requirements for the 5G system TS 22.261 [4], A Personal IoT Network (PIN) consists of PIN Elements that communicate using PIN Direct Connection or direct network connection and is managed locally (using a PIN Element with Management Capability). Examples of PINs include networks of wearables and smart home / smart office equipment.  Via a PIN Element with Gateway Capability, PIN Elements have access to the 5G network services and can communicate with PIN Elements that are not within range to use PIN Direct Connection. A PIN includes at least one PIN Element with Gateway Capability and at least one PIN Element with Management Capability.
Here are two important PIN Element definitions from [4]:
PIN Element with Gateway Capability: a UE PIN Element that has the ability to provide connectivity to and from the 5G network for other PIN Elements.
NOTE 5C:	A PIN Element can have both PIN management capability and Gateway Capability.
PIN Element with Management Capability: A PIN Element with capability to manage the PIN.
Service requirements for the 5G system TS 22.261 [4] include both control and user plane requirements such as:
· General: including user plane connectivity requirements such as “the 5G system shall support a data path not traversing the 5G network for intra-PIN communications via direct connections.” And “The communication path between PIN Elements may include licensed and unlicensed spectrum as well as 3GPP and non-3GPP access.”
· Gateways: including e.g. “The 5G system shall be able to support access to the 5G network and its services via at least one gateway (i.e. PIN Element with Gateway Capability […]) for authorised UEs and authorised non-3GPP devices in a PIN[…].”
· Operation without 5G core network connectivity: “The 5G system shall allow PIN Elements to communicate when there is no connectivity between a PIN Element with Gateway Capability and a 5G network.  For a Public Safety PIN licensed spectrum may be used for PIN direct communications otherwise unlicensed spectrum shall be used.”
· PIN element discovery: e.g. “The 5G system shall enable a UE or non-3GPP device in a  […] PIN to discover other UEs or non-3GPP devices within the same  […] PIN subject to access rights.” and PIN element capability discovery.
· Relay selection for PIN direct connection: “The 5G system shall support a mechanism for a PIN Element to select a relay for PIN direct connection that enables access to the target PIN Element.”
· Authentication, Privacy and Security: “The 5G system shall provide user privacy; location privacy, identity protection and communication confidentiality for non-3GPP devices and UEs that are using the PIN Element with Gateway Capability […].”
· QoS monitoring and control requirements don’t apply to PINs but to UEs in CPNs (Customer Premises Networks)
Editor's note:	Despite the lack of specific Stage 1 QoS requirements on PIN, Stage 2 includes a solution on QoS management for PINs: “Solution #11: Differentiated QoS between a PINE and 5GS when a PEGC is used for the relay”
· Charging: “The 5G system shall support charging data collection for data traffic to/from individual UEs in a […] PIN (i.e., UEs behind the PIN Element with Gateway Capability […])”
· PIN Creation and Management: “The 5G system shall support mechanisms for a network operator or authorized 3rd party (e.g., a PIN User) to create, remove and manage a PIN”
The Figure YYY shows the application architecture for enabling PINAPP (“Personal IoT Network Application”) as described in TS 23.700-78 [6]. 


Figure YYY: PINAPP architecture (from [6])

When considering the Type 3: 5G WireLess Tethered AR UE described in TR 26.998 [2], and the PIN architecture aspects described in 3GPP TR 23.700-88 [6] there is a functional mapping to PIN Element types. The WLAR UE consists of a 5G Phone and Tethered Glasses. The 5G Phone is a 3GPP UE which can act as a PEGC (PIN Element with Gateway Capability) and PEMC (PIN Element with Management Capability) while the Tethered Glasses is a PIN element. The 5G WireLess Tethered AR UE can then be considered a PIN.
Using the PIN architecture as basis for WLAR UEs would enable functionalities such as authorization, discovery and selection, management, communication between 5G Phone and AR Glasses, 5G Phone relay communication of AR Glasses with 5GS, and Policy and QoS traffic differentiation.
Editor's note:	Stage 2 work is ongoing in SA2 [45] and SA6 [56]. It is proposed to update this clause based on latest Stage 2 specification.
Editor's note:	It is currently documented in Stage 2 [45] that The PIN Elements assumes to use non-3GPP access (e.g. WIFI, Bluetooth) for direct communication. This is a limitation when considering the following Study Item objective: Defining different tethering architectures for AR Glasses including 5G sidelink and non-5G access based on existing 5G System functionalities.
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