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	First Change


2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System architecture for the 5G System (5GS)".
	[X]					DASH-IF, Specification of Live Media Ingest, https://dashif-documents.azurewebsites.net/Ingest/master/DASH-IF-Ingest.pdf
[Y]	Standard ECMA-262, 5.1 Edition / June 2011, ECMAScript Language Specification.
[Z]	IETF RFC 6234, US Secure Hash Algorithms (SHA and SHA-based HMAC and HKDF)


	Second Change


4.2.X Procedures for DASH Streaming Ingest 
4.2.X.1	Overview
DASH Streaming ingest as described in TS26.501 [X], clause X.X permits the ingest of a DASH Streaming Session. Relevant procedures are defined on 
-	M1d for provisioning the ingest
-	M2d for ingesting the content
-	M3d for setting up the resources
The procedures document how a 5GMSd-aware Application Provider get access to the media distribution services offered by the 5GMSd Service Provider. The 5GMSd-aware Application Provider creates a Provisioning and Ingest session in and can start ingesting media into the assigned Media AS, which will then distribute it based on the created Distribution configuration. The API is designed to match the functionality of public CDNs.
4.2.X.2	M1d Procedures
These procedures are used by the 5GMSd-aware Application Provider and the 5GMSd AF on M1d to provision for a DASH Streaming Ingest. 
4.2.X.2.1 Create Ingest<details tbd>
This procedure is used by the application provider to provision a new Provisioning session. The application provider shall use the HTTP POST method for this purpose. Upon successful creation, the resource Id of the newly created Provisioning session shall be returned in the body of the reply. 
If the ingest uses the Push method, i.e. the Pull attribute is set to False, then the Path and EntryPoint shall not be provided and are read-only. The TargetDomain is assigned by the Ingest Media AF and is read-only.
4.2.X.2.2 Get Ingest Properties
This procedure is used by the application provider to obtain the properties of the Provisioning session from the Media AF. The application provider uses the GET method for this purpose.
4.2.X.2.3 Update Ingest Properties
The update operation is invoked by the application provider to update the Provisioning Session. All available parameters, except the Origin and Target domains, may be updated. The application provider shall use the HTTP PATH or HTTP PUT for the update operation.
4.2.X.2.4 Delete Ingest
This operation is requested by the application provider to end the Provisioning session and the related distribution. The AF will release any associated resources, purge any cached data, and delete any corresponding configurations. The Media AF shall use the HTTP Delete method for this purpose.
4.2.X.3	M3d Procedures
These procedures are used by the 5GMSd AF on M3d to setup the resources. The procedures are not defined in this specification.
<details tbd>
4.2.X.4	M2d Procedures
These procedures are used by the 5GMSd-aware Application Provider and the 5GMSd AS on M2d to ingest content. These procedures depend on the selected Ingest Protocol and are described in section 5.X.4.
<details tbd>
5.X	5GMSd IngestProvisioning API
[bookmark: _Toc11247364]5.x.1	Overview
5.x.2	Data Model
The Provision Object for DASH Ingest is provided below:
	Name
	Type
	Cardinality
	Description

	Origin
	Object
	1 .. 1
	Describes the origin that will be used to ingest the content for distribution.

	Name
	string
	1 .. 1
	A name associated with this origin

	Path
	string
	1 .. 1
	The relative path which will be used to address the media resources. This Path is provided by the Ingest receiver endpointMedia AF in the case of Push. 

	Pull
	boolean
	1 .. 1
	Indicates whether to use Pull or Push for ingesting the content.

	Protocol
	string
	1 .. 1
	Identifier of the ingest protocol. The set of supported protocols are defined in clause 5.4.2.3.

	EntryPoint
	string
	
	An entry point to ingest the content. The semantics of the entry point are dependent on the selected Protocol. In case of Push (Pull flag is set to False), this parameter is returned by the Provisioning AF to the content provider and provides the entry point for pushing the content. In case of Pull (Pull flag is set to True), the EntryPoint shall be provided by the origin to the Media AF to indicate the location from which content is to be pulled. The URL shall be used as the base URL, in the case of Pull. A request received by the Media AS is mapped to a URL using the provided base URL to fetch the content from the origin server.  

	Cache
	[Object]
	1 .. 1
	Defines the Cache configuration for the content of this Distribution.

	Pattern
	string
	
	A pattern that will be used to match the object’s URL to the Cache settings. The pattern shall be defined as a regular expression as specified by [Y].

	OriginCacheHeaders
	boolean
	
	Indicates whether to apply the cache directives for the object at ingest to the distribution. This is only applicable if the Ingest protocol is HTTP.

	CacheDirectives
	Object
	
	If the cache directives are not inherited from the origin, this provides instructions on how to cache the content that matches the pattern. 

	no-cache
	boolean
	
	If set to true, this indicates that the objects that match this pattern are not be cached.

	HTTP-Method-Filter
	[string]
	
	The methods to which the Cache rules apply. The filter shall be provided as a regular expression as specified in [Y].

	Status-Code-Filter
	[integer]
	
	The status codes to which the Cache rules apply. The filter shall be provided as a regular expression as specified in [Y].

	CDN_TTL
	[integer]
	
	The TTL value to set to the objects that match the pattern and the other filters.

	Configuration
	Object
	1 .. 1
	Specifies the distribution method and configuration for the ingested content

	ContentPreparation
	Object
	0..1
	Defines the requested content preparation. A set of templates for content preparation may be provided for selection. 

		mimeType
	string
	
	This field provides the MIME type of the content preparation description document. If the MIME type is not understood, the Media AF shall reject the provisioning request. 

		content
	string
	
	This field provides the content preparation description document. The document shall be Base64 encoded. 

	TargetDomain
	string
	1
	The target domain name, which will be used to access the content from the CDN. This will replace the domain name of the 

	OriginDomain
	string
	1
	The origin domain that is redirected to the target domain. This domain name can be exposed to the UEs instead of the target domain.

	GeoFencing
	Object
	0..1
	Limit access to the content to the indicated geographic areas.

	URLSignature
	Object
	0..1
	Defines the URL signing scheme. Only correctly signed and valid URLs will be allowed to access the content. 

		pattern
	string
	
	A pattern that shall be used to match the object’s URL for which URL signing is activated. An object of which the URL does not match this pattern will not be URL signed. The pattern shall be defined as a regular expression as specified by [Y].

	tokenName
	string
	
	The name of the query parameter that carries the token.

	passphraseName
	string
	
	The name of the query parameter that carries the passphrase.

	passphrase
	string
	
	The shared secret between the eMAS and the MAS for this Distribution.

	ttlName
	string
	
	The name of the query parameter that carries the TTL field.

	UseIPAddress
	boolean
	
	If set to true, the IP address of the UE is matched to the IP address in the signature. Access to the object is only allowed when they match.

	ipAddressName
	string
	
	The name of the query parameter that carries the IP address of the client.

		Certificate
	Object
	
	When content is distributed using TLS, the certificate for the Origin Domain is shared with the Media AFS.



[bookmark: _Toc11247374]5.x.3	Resource structure
The Ingest and Distribution API is accessible through this URL paths:
{apiRoot}/3gpp-dashingest/v1/

The following operations and the corresponding HTTP methods are supported:
	Operation
	Resource URI
	HTTP Method
	Description

	Create a new DistributionProvisioning Session
	provisioningtbd
	POST
	This is used to create a new Distribution resource.

	Fetch Distribution ConfigurationProvisioning Session
	provisioning/{resource-id}
	GET
	This operation is used to read the distribution configuration.

	Update DistributionProvisioning Session
	provisioning/{resource-id}
	PUT/PATCH
	This operation is used to update the distribution configuration.

	Delete Provisioning SessionDistribution
	provisioning/{resource-id}
	DELETE
	This operation is used to delete an existing Distribution.

	Purge Cache
	provisioning/{resource-id}/purge
	POST
	This operation is used to invalidate some or all cached objects of this Distribution.

	Fetch list of supported protocols
	protocols
	GET
	This operation is used to retrieve a list of supported Ingest Protocols. 

	Create a new Content Preparation Template
	preparation-templates
	POST
	This operation is used to create a new Content Preparation Template that defines how the ingested content is to be prepared for distribution.

	Create a new Certificate
	certificates
	POST
	This operation is used to add a new certificate that is used for the distribution of the content of a Distribution using TLS. 



5.X.4	Operations
5.X.4.1	Overview
In this clause, we define the behaviour that is expected from the distribution when the Ingestion Configuration is defined. The main operations that are performed affect the caching and purging of cached content as well as the processing for media preparation and at the edge. 
5.X.4.2	Caching
The Provisioning Sessionmay specify caching rules that will be applied during the distribution of the objects. The distribution shall use the Pattern in the Cache object to determine which caching directives apply to that object. In case an object’s URL matches more than one Cache object, the first match shall apply. In case no Cache object is identified as a match, the Media AF shall apply default caching directives based on the object type. The OriginCacheHeaders flag may only be set to true if the Ingest protocol is based on HTTP and the Ingest mode is Pull. If the OriginCacheHeaders flag is set to true, then the CacheDirectives object shall not be present.
If a cache directive shall either indicate a “no-cache” request or a request for the CDN to cache it for “CDN-TTL” seconds. The “CDN-TTL” is applicable based on the time of ingest. For an HTTP-based ingest, this corresponds to the Date header field in the HTTP request/response that carries the object. At the time t_ingest + CDN-TTL, the object is considered as stale and should not be served from the cache. The Ingest Media AS shall compensate for any synchronization skew between the origin and its own clock. This can be for instance done by using the max-stale cache directive. 
The CDN-TTL value may be signalled by the CDN using the Expires, max-age or s-maxage directives. 
When distributing the object using HTTP, a “no-cache” request may be translated into a “no-cache” and “no-store” Cache-Control directive and/or a “max-age=0” Cache-Control directive. 
By default, all origin HTTP header fields shall be assumed as not forwarded by the CDN, unless specified by the flag Origin CacheHeaders. 

5.X.4.3	Purging
The application provider may performs a Purge operation on a particular Provisioning Sessionto invalidate some or all cached objects of that Provisioning Session. The pattern parameter in the body of the request shall be provided and shall contain a regular expression that matches the URLs of the objects that the application provider wants to purge from the cache.
The Ingest Media AF shall immediately invalidate all matching objects in the CDN by declaring them as stale. Any request for a purged object will trigger the fetching and caching of the newer version from the origin in case of a Pull-based ingest. For Push-based Ingest, the request shall be responded to by a 404 HTTP response, unless a new version of the object is pushed by the origin. 
5.X.4.4	Processing
The ContentPreparation object shall include a content-type element that provides the MIME type of that document. If the format of the ContentPreparation document is not understood, the creation of the Ingest shall fail with error code 501. If the Ingest Media AF fails at provisioning the required resources based on the ContentPreparation document, it shall fail with a status code of 503.
5.X.4.5	URL Signing
The URL signing procedure allows the content provider to prevent deep linking and unauthorized access to the data. It works by embedding a signature of a set of query parameters of the URL into the URL query part itself. The Media AS verifies the signature before allowing access to the distributed media data. Both the Media AS(s) used in the distribution and the origin use a shared secret that is encoded as part of the query parameter hash but not shared with the end client.
If UseIPAddress is set to True, then the signature and query part of the URL shall contain the client IP address. The parameter name shall then be provided by ipAddressName.
The shared secret shall be provided in the request as a string of length between 6 and 50 characters. The parameter name for the passphrase shall be provided by passphraseName. 
The expiry time of the signed URL shall be indicated by the parameter with the name provided in ttlName. 
The token shall be provided in the URL as a query parameter with the name given by tokenName. The token shall be the SHA512 encoding of the query part of the URL, including the passphrase as follows:
The query part shall be set as: configuration[ttlName]=ttl_value&configuration[ipAddressName]=client_ip_address
The token shall be calculated as: 
token=SHA512(configuration[ttlName]=ttl_value&configuration[ipAddressName]=client_ip_address&configuration[‘passphraseName]=passphrase)
Finally, the final URL query part is composed as follows:
query= configuration[ttlName]=ttl_value&configuration[ipAddressName]=client_ip_address&configuration[tokenName]=token
The order of the parameters as used for the creation of the token shall be:
1. TTL: expiry time of the signed URL
2. ipAddress: if the UseIPAddress flag is set to true, otherwise it is not present
3. passphrase: The shared passphrase
The Media AS shall use the SHA512 as defined in [Z] as the hash algorithm for creating the token.
5.X.54	Media Ingest Interface
This specification defines a single DASH Ingest protocol, the “dash-if-ingest” as specified by [8]. The Pull flag of the Origin element shall be set to false, indicating that a Push-based protocol is used. The entry point element shall be set to the URL that will be used to upload the DASH segments and MPD. The entry point URL shall not contain a path. The path for the URL is provided by the Path element.







