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**** First Change ****
[bookmark: _Toc521060130]4.1	General
As shown in Figure 4-1, the reference point between Content Provider and BM-SC is called the xMB interface. Using the xMB reference point, content provider can invoke procedures supported by BM-SC(s) to setup and manage MBMS user service from BM-SC to the MBMS clients. BM-SC defines an endpoint with all supported procedures on the xMB interface, which can then be converted to SGmb procedures for the interface between BM-SC and MBMS GW (not depicted). 


Figure 4-1: The xMB reference model
The BM-SC may forward the received content for unicast delivery for appropriate functions (e.g., MBMS user service fallback).
The control plane (xMB-C) may be optionally terminated by an SCEF, which exposes the same or a different interface to content providers. The exposed API by SCEF is not specified in the present document.
The content provider may optionally exchange application level information like service metadata (e.g. serviceIds or URL(s) of USD(s) or other service identifier(s)) directly with the application.
The BM-SC may support CAPIF [10]. When CAPIF is supported, then
-	the BM-SC shall support the CAPIF API provider domain functions (i.e. CAPIF-2/2e (xMB), CAPIF-3, CAPIF-4 and CAPIF-5 as specified in TS 23.222 [10]) 
-	the BM-SC xMB authentication and authorization functions (as defined in Clause 5.2) are replaced by CAPIF equivalent core domain functions
Editor's note: CAPIF-1/1e stage 3 is still under development and the BM-SC requirements may still evolve. 
The CAPIF and associated API provider domain functions are specified in TS 23.222 [10]. 

**** Next Change ****
[bookmark: _Toc521060134]5.2	Authentication and Authorization
[bookmark: _Toc521060135]5.2.1	Introduction
The content provider and the BM-SC shall follow the procedures in this clause for authentication and authorization over the xMB. 
When the content provider (API invoker) uses CAPIF to discover the BM-SC (xMB provider) and to interact with the BM-SC, then the xMB security procedures (as defined in this clauses) are replaced by CAPIF-1 / CAPIF-1e [10] security procedures.	Comment by Thorsten Lohmar: Ffs. Or is it better to reference SA3?
Before provisioning of services at the BM-SC, the content provider has to be authenticated and authorized to perform service management functions using xMB. If the content provider wants to modify or remove the provisioned services, it can do so by using a valid access token. 
The content provider may have multiple and different end-points for xMB-C and xMB-U. Each connection may have different entitlements based on the roles assigned to the requesting connecting party.
While authentication is performed based on standard (D)TLS connection and certificate exchange, authorization is performed using either the "domain-based" or "user-based" mode as described in clause 5.2.3. 
In the user-based mode, fine-grained authorization shall be performed prior to any transaction to allow the BM-SC to check the access rights of the content provider user (either a human or a machine). Such authorization procedure, if successful, shall result in the creation of an "access token" that the server will return to the content provider for subsequent requests made on the xMB interface. 
In the domain-based mode, additional authorization steps shall not be performed. Users within a content provider domain are not further separated.
[bookmark: _Toc521060136]5.2.2	Authentication Procedure
The authentication procedure is used by the content provider and the BM-SC to authenticate each other. The content provider shall be authenticated with the BM-SC when the content provider wants to provision new services or manage existing services. Similarly, the BM-SC shall be authenticated by the content provider when the BM-SC needs to send reports and notifications to the content provider. Authentication is also required for all user plane procedures.
Figure 5-2 shows the authentication procedure used between the content provider and the BM-SC.


Figure 5-2: Authentication Procedure
1. The content provider and the BM-SC authenticate each other for performing service management and status reporting and notification respectively. During this authentication step, the content provider and BM-SC exchange their X.509 certificates using TLS as defined in TS 33.310 [5] and independently verify the validity of each others certificate.
2. The TLS connection is established.
[bookmark: _Toc521060137]5.2.3	Authorization Procedure
Before using any of the MBMS xMB procedure, the Content Provider shall first use the following authorization procedure the retrieve its authorization. After successful authorization based on the content provider's representative's credentials, operations such as service and session creation within the granted permissions become possible.
In this version of the specification, the BM-SC shall support at least one of the two following modes of authorization: domain-based or user-based.
Upon a successful authentication procedure, the absence of an access token provided to the content provider in response to an authorization request is an indication that the BM-SC only supports domain-based authorization, based on the previously-established (D)TLS connection between the Content Provider server and the BM-SC. This means that the same access rights to service or session resource requests across the xMB interface will be granted at the level of the business entity represented by the sender, independent of the end-user representative of that entity or administrative domain submitting the request. This requires the network operator to have already created and provided a unique certificate for storage by the BM-SC. If the certificate of the content provider is not contained in the BM-SC, then the authorization procedure shall fail.
Presence of an access token in the authorization response is an indication that the BM-SC supports user-based authorization, i.e., fine-grained authorization at the end-user representative level, of xMB resource requests. In this case, the content provider representative shall include this access token in each subsequent resource request made on xMB.
NOTE 1:	It is up to the BM-SC to decide whether it supports domain-based or user-based authorization.
NOTE 2:	In Figure 5-3 and subsequent clauses on Service Management and Session Management procedures and the associated message sequence diagrams, it is assumed that user-based authorization is supported by the BM-SC.
Figure 5-3 shows the procedure for content provider authorization by the BM-SC.


Figure 5-3: Authorization Procedure

1)	If the content provider's representative is not in possession of a valid access token, it shall connect to the BM-SC using the authenticated TLS connection and perform the authorization procedure to retrieve the access token. 
2)	The BM-SC checks the credentials of the content provider and upon successful verification it will generate an access token that will be returned to the content provider. The link between the access token and the entitlement is outside of the scope of the specification.
3)	The content provider may then use the access token on subsequent calls to the xMB interface. 

**** Last Change ****
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