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Conditional and Dynamic Policies for Application Instances
6.4.1
Service Description and new issues

Mobile Operators are offering more and more special services within a data plan subscription. For example, that some 3rd party services will be charged differently, when a certain policy is followed. An example might be a video pre-loading service, which result in lower data volume cost, when the download bitrate remains below a certain threshold. Another example might be a video on demand preload service, which follows different reception rules than other traffic to the same user. 

An important aspect here is the dynamicity of selecting different policies. The policy should not be applied to all traffic between the application and the content provider back-end. Only some selected traffic is being policed and different policies may be possible. For example, browsing the content catalogue of the content provider should not be policed, while the policy should be active when pre-load the content in background. 

Note, the application is still elastic and capable of adapting to different link bitrates. 

Today’s solutions often require the provision of IP addresses to allow identification of eligible traffic for policing. The disadvantage of such static detection schemes is that all content on that server is eligible to the same policy rule.
The 3rd party content provider may have different agreements with the different national mobile network operators. Integration effort on the content provider side should be minimized. Deployment of operator specific servers should be avoided.

It can be generally said, that content providers start collaborating with mobile network operators to offer a new type of service on top of the IP connectivity service. Procedures to on-board new content providers should be very efficient and highly automated. Preferably, a “self-on-boarding” procedure should be possible so that a content provider can leverage the new “different charging policy” services. The 3rd party content provider may prefer to use the same application server instances for different policies and for different MNOs (i.e. dynamic, flexible and fast policy activation is needed).

Many applications are executed potentially simultaneously on the UE. These applications may also interact with some servers, thus, use the 3GPP radio interface (Uu) for communication. Even the application of one content provider may execute multiple application service instances simultaneously. For example, the user may watch a video stream at the same time as a VOD pre-loading service is executing. These application service instances may be very dynamic.

In today’s CDN architectures, CDN Edge Media Delivery functions are often realized as very simple and stateless HTTP servers or HTTP reverse proxies. There is often the strategy to separate static content from simple CDN Edges and more dynamic content (like personalized recommendations or comments) from different CDN nodes.

In order to activate a certain policy for a video preloading or a video streaming service, the 5G Core needs to identify the traffic flow or flows for the policy. To continue supporting simple and stateless HTTP servers, a basic approach would be to trigger the policy for a certain service instance from the client application side.

It is here assumed that the media service is operated within a single network slice.
6.4.2
Potential Architecture enhancement

The architecture from Clause 5.1.1 has been extended (and simplified) by an additional user plane function for the Application to Network Interactions for policy activation (ANIF). The function is responsible to activate different policies for traffic flows.

This function provides a user plane end-point for interacting with the application. The function is located on N6 reference point. The function could be controlled by the mobile operator (trusted function outside of the Core Network) and could therefore be authorized to communicate directly with PCF or other functions. Alternatively, the function could be controlled by the 3rd party content provider, thus, needs to interact with the NEF.The application from the UE side may interact with ANIF to activate or deactive a policy for a certain traffic flow. The ANIF includes an Application Function (AF), which allows the ANIF to interact with e.g. the Policy Control Function (PCF), directly or via NEF.

A content provider may have loaded one or more policies for this application. The Application may then dynamically active / deactivate policies for a given flow. 
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Figure X: Extended Architecture
Figure X depicts media plane functions for 3GP DASH (cf. TS 26.247), which includes a CDN Edge (for scaling), the DASH Server (Content hosting) and the Content Provider (which includes media creation). The content provider can have a Service Level Agreement (SLA) with the MNO. 
6.4.3
Example procedure for VoD Preloading case
Considered Architecture (additional functions compared to architecture):

PLC: Preload Client provides means to decide on preloading of a certain VoD asset. Note, the MNO is not aware about the actual VoD item, i.e. privacy is ensured.

Edge Media Delivery: EMD hosts the different VOD assests for pre-loading. The EMD may be a simple HTTP Server or an HTTP Reverse Proxy (maybe with CDN like token access).

ANIF: Application Network Interaction Function authorizes application policy requests. An application may have the choice for different policies and the application decides based on a need bases, which policy to activate for the upcoming transaction.

Cont Op: The 3rd Party Operator, which offers the content for pre-loading. Different policies may allow the operator to select a different data tariff. 
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Precondition:

1: The Content Operator agrees with a network operator to use different policies for content delivery. The UE application of the Content Provider (called UE application afterwards) could have a list of possible policies for different use-cases. Application level signalling (out of scope here) may provision the UE applications with the policy possibilities.

When a user selects to pre-load a VoD asset

2: The UE application of the content provider understands that a VoD asset should be fetched e.g. within a certain time frame. The UE application sends a Policy Activation Request for a certain policy to ANIF. 

3: The ANIF function notifies the UPF/PCF about the selected policy

4: The ANIF function sends a response, indicating that the policy request was granted and expiration information of the policy.

5: The UE application sends a request for the VoD asset. 

6: The UE application receives a positive respons, indicating the start of the download procedure. The download procedure may take some time.

7: The UE application client has received the full VoD asset. Note, the asset might be fully encrypted due to copy right reasons.

6.4.4
Example procedure for Audio PodCast case (changing priority)
Another example is a PodCast example. In case of audio PodCast, a client fetches a stream syndication file (once or periodic), which describes a sequence of additional audio media assets. The client downloads each audio file (using 3gp file format) and starts playing it, once a first file is loaded. 
This example assumes a podcast client, which is just downloading the needed audio file some short time in advance. The client is fetching here the next audio file, while a first audio file is playing. Thus, the download of the next audio file needs to finish, while the first file is playing (i.e. download deadline). 
The podcast client leverages a different download policy, which decreases the traffic priority (called here “Lower than best effort”) in order to save transmission resources.
Considered Architecture (additional functions compared to architecture):

PC: Podcast Client decides, which audio file should be downloaded next and at what time the download should be completed at latest. 
Edge Media Delivery: EMD hosts the different audio files for downloading. The EMD may be a simple HTTP Server or an HTTP Reverse Proxy (maybe with CDN like token access).

ANIF: Application Network Interaction Function authorizes application policy requests. A client may have the choice for different policies and the client decides based on a need bases, which policy to activate for the upcoming transaction.

Cont Op: The 3rd Party Operator, which offers the audio podcast feed. Different policies may allow the operator to select a different data tariff.
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 Precondition:

1: The Content Operator agrees with a network operator to use different policies for content delivery. The UE application of the Content Provider (called UE application afterwards) could have a list of possible policies for different use-cases. Application level signalling (out of scope here) may provision the UE applications with the policy possibilities.

When a user selects to pre-load an audio file (which should be fetched until a certain deadline)
2: The Podcast client understands that the audio file should be fetched within a certain time frame. The client sends a Policy Activation Request for a certain policy to ANIF. 

3: The ANIF function notifies the UPF/PCF about the selected policy

4: The ANIF function sends a response, indicating that the policy request was granted and expiration information of the policy.

5: The UE application sends a request for the audio file. 

6: The UE application receives a positive response, indicating the start of the download procedure. The download procedure will take some time.

7: The podcast client detects the risk, that the audio file cannot be downloaded in time. In steps 8 to 10, the podcast client increases the priority by interacting with ANIF.
11: The podcast client has received the full audio file. 

6.4.5
Example procedure for a FLUS session with QoS

Another example can be a live uplink video case, leveraging the FLUS framework. With ANIF, the FLUS source can interact with an ANIF function to get temporarily either different traffic treatment. The call flow would look very similar to the previous examples.
6.4.6
Relation to other SA4 Network Assistance Functions
The ANIF concept adds media related transansactions with a UE based client and a new network function. TS 26.247 already includes similar type of transactions in the “Server and Network Assistance DASH” (SAND) section (Clause 13). Here, the DASH Player can interact with a DASH aware Network element (DANE) for assistance. TS 26.247 supports for Network Assistence (e.g. for rate recommendations), Proxy Caching, Consistent QoE/QoS and Multi-Network Access support. Functions like network assistance can be of benefit for other media services like progressive download or FLUS as well.
6.4.7
Suggestion Conclusion

The Application to Network Interaction concept (ANIF) introduces the possibility that a media client can interact with the system in order to change the delivery policy. It has been identified, that the new policy related function can leverage similar interaction concepts such as Network Assistance for DASH. 
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Figure 1: Suggested Architecture
It is suggested to identify common network assistance functions, which are relevant for several media services such as 3GP DASH, 3GP Progressive Download, FLUS, etc. 
Common functions might be rate recommendations (SAND Network Assistance, cf. TS 26.247, clause 13.6) or also dynamic policy configuration (introduced here). The new 5G Network Assistance Functions should contain identified common function. A component in the UE (independently wheather FLUS or 3GP DASH or 3GP progressive download) can access Network Assistance Functions via this API. 
Summary of proposals
1: It is proposed to define a new Network Assistance API, which includes Dynamic Policy Control functions

2: It is proposed to review the 3GP DASH specification for common SAND Network Assistance functions.

�Should be moved elsewhere
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