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1 Introduction

A requirement of a multicast service is to be able to securely transmit data to a given set of users. In order to achieve this, there needs to be a method of authentication, key distribution and data protection for a multicast service. The AKA protocol (TS 33.102) is used to both authenticate a user and agree on keys to be used between that user and the network. These keys are subsequently used to provide protection of traffic between the network and the UE.

During the SA3-SA4 joint meeting in Sophia, it was agreed that security functions applicable to the BMSC were missing from SA4 specifications. Thus this contribution defines the security framework for the Broadcast-Multicast Services (BM-SC). It is based on the drafted text of S4-040527 and provides a logical description of the security information, functions and protocols for BM-SC.

2 Discussion   

Figure 1 depicts the MBMS user service architecture showing MBMS related entities involved in providing an MBMS user services.
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Figure 1: MBMS network architecture model

MBMS User Service architecture is based on a MBMS receiver on the UE side and a BM-SC on the network side.

The use of the Gmb and Gi interface in providing IP multicast traffic and managing MBMS bearer sessions are detailed in 23.246.

Details about the BM-SC functional entities are given in figure 2
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Figure 2: BM-SC functional entities

[Editor’s note: The http, WAP interaction between the MBMS UE and the User Service Discovery / Announcement function in figure 2 is for further discussion]
The Gmb-Proxy function relays the Gmb protocol between the Session and Transmission function and the GGSN.  

The Session and Transmission function is further subdivided into the MBMS Delivery functions and the Post-delivery functions.

The Security function is also further subdivided into the Authentication & Authorisation function, the Key Management & Distribution function and the Traffic Protection function.

The BM-SC and UE can exchange service and content related information either over point-to-point bearers or MBMS bearers whenever suitable. To that end the following MBMS procedures are recommended:

· User Service Discovery / Advertisement providing service description material to be presented to the end-user as well as application parameters used in providing service content to the end-user

· MBMS-based delivery of data/content from the BM-SC to the UE over IP multicast.

· User authentication to grant access to an MBMS User Service.
· Key distribution procedures whereby the BM-SC distributed key material required to access service data and delivered content.

· Procedures for protection of the actual MBMS content.
· Point-to-point repair for download delivery method used to complement missing data using point-to-point sessions.

· Delivery verification and reception statistics collection procedures.

Content Provider / Multicast Broadcast Source
The Content Provider/ Multicast Broadcast Source may use one or more MBMS Delivery Methods to offer services via broadcast- or multicast bearer services at a time. A MBMS User Service may use one or several MBMS delivery methods simultaneously. The Content Provider/Multicast Broadcast Source may also be a 3rd Party Content Provider/Multicast Broadcast Source. 

The Content Provider/Multicast Broadcast Source function can reside within the operator’s network or may be provided from outside the operator’s network. The Content Provider/Multicast Broadcast Source can also configure the Session and Transmission functions (e.g. delivery or post-delivery). The interface between the Content Provider/Multicast Broadcast Source and the BM-SC is out of scope of this specification.

MBMS Session and Transmission Function
The MBMS Session and Transmission function transfers the actual MBMS session data to the group of MBMS UEs. The MBMS Session and Transmission function interacts with the Gmb Proxy function to activate and release the MBMS transmission resources. 

The function contains the MBMS delivery methods, which use the MBMS bearer service for distribution of content. Further this function contains a set of Post-Delivery Functions, which are invoked by the UE after the MBMS data transmission. 

The post-delivery functions may support a set of physical interfaces for load distribution.

The use of post-delivery functions is optional. The session and transmission functions indicate the use of Post-Delivery functions to the UEs. 

MBMS Security Function

If access to the BM-SC is subscription based, then the content shall be encrypted so that only the authorized users can view/process the content. When the user wants to join (or leave) an MBMS user service or to perform post delivery procedures (e.g point to point repair service), it will use HTTP digest authentication for authentication and authorisation. 

The traffic for a particular MBMS service may require some protection depending on the sensitivity of the data being transmitted. This protection will be either confidentiality and integrity or just confidentiality. The protection is applied end-to-end between the BM-SC and the UEs and will be based on a symmetric key shared between the BM-SC and the UEs that are currently accessing the service.

The BM-SC is responsible for the generation and distribution of the MBMS keys (MSK, MTK) to the UE. A UE has the ability to request a key when it does not have the relevant key to decrypt the data. This request may also be initiated by a message from the BM-SC to indicate that a new key is available.
[Note: Methods of confidentiality protecting MBMS downloads (e.g XML Signatures, DCF…) are still ffs]  

MBMS UE
The MBMS UE hosts the MBMS User Services receiver function. The MBMS receiver function may receive data from several MBMS User Services simultaneously. The MBMS UE can receive data, belonging to one MBMS User Service from several MBMS Bearer Services simultaneously. The MBMS receiver function uses interactive bearers for user service initiation / termination, user service discovery and post delivery procedures.

Before a user can access an MBMS User service, the UE needs to share GBA-keys (MUK, MRK) with the BM-SC. If no valid GBA-keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network. as described in 33.220. The BM-SC will act as a NAF according to TS 33.220. The UE is also responsible for receiving or fetching keys for the multicast service from the BM-SC (MSK, MTK) and also using those keys to decrypt the MBMS data that is received.
Gmb Proxy
The BM-SC Proxy and Transport function relays the Gmb protocol and may fill-in the MBMS bearer service oriented attributes. The BM-SC Proxy and Transport function is described in 23.246. 

[Editor’s note: SA2 is currently discussing the Gmb Proxy in the architecture]
3 Proposal

We propose that SA4 discusses the proposed functional blocks required to be included in the BMSC and, if agreed, to include the above sections into the specifications.
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