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1 Introduction

In accordance to the FLUS reference architecture as shown in Tdoc S4h170021 [1] and core scenarios as depicted in Tdoc S4h170002 [2], there can be two basic deployment configurations for the Live Uplink Streaming Service (or ‘FLUS Service’) from a media source endpoint (FLUS Source) to a media destination endpoint (FLUS Sink): 
a) End-to-end media delivery from the FLUS Source to one or more FLUS Sinks represented by UEs on which the media content is rendered;
b) Upstream-only media delivery from the FLUS Source to a FLUS Sink acting as an ingest server.
The e2e FLUS Service is expected to be provided by a mobile network operator, and is mainly based on MTSI and its associated mechanisms for the control plane and media plane functions. The control plane employs IMS-based procedures for session establishment and QoS control functions, and complies with IMS-associated security mechanisms. The media (user) plane is based on (S)RTP for media delivery, with potential enhancements to the MTSI service defined to meet unique service requirements of the FLUS work item such as delivery of as immersive media/VR user experience. In addition, relative to MTSI, this service may be more relaxed regarding e2e latency but require much higher data rates. The FLUS technical specification, TS 26.238 [3], is expected to define the functionality of both the FLUS Source and FLUS Sink. 
The uplink-only FLUS Service may be operated by a 3rd-party content provider which provides the streaming service application and may additionally provide and operate an ingest server as the FLUS Sink. Alternatively, the ingest server is provided and operated by a mobile operator, in a configuration whereby the FLUS Source uploads the media, via streaming delivery, to an operator-controlled server instead of sending it directly to destination UE(s). In the event of 3rd-party provided and controlled service application and ingest server, it is assumed that the 3rd-party content provider wishes to rely on 3GPP specifications and associated mobile network operation for providing service enhancements such as guaranteed QoS for the uplink media delivery. In this case, the control plane procedures between the FLUS Source and FLUS Sink, including the establishment of the media plane functionality, is expected to operate in accordance to a RESTful Network API to be defined in TS 26.238 [3].
This document describes the envisioned security architecture and associated procedures for the control and media (user) planes for the MTSI- and IMS-based FLUS Service for both the end-to-end and upstream-only configurations. As the FLUS service is expected to be offered over 4G and 5G networks, the relevant 3GPP security specifications for both the 4G system (E-UTRAN and EPC) and 5G system (NG-RAN and 5GC) associated with IP-based services delivery using IMS are referenced. Additional control plane functionality associated with the MTSI- and IMS-based FLUS Service delivery, namely session establishment and QoS control are described in the companion document S4h170003 [4].
2 Security of IMS Control Plane and Media Plane
2.2 General

The IMS security architecture, as copied from TS 33.203 [5], and marked to highlight the IMS control plane and IMS media plane portions, is shown in Figure 1 below.
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Figure 1: The IMS security architecture (copied from TS 33.203 [5])
The numbered circles in the diagram represent a set of security associations (SA), established between IMS network entities, for use in the protection of IMS signaling protocols. The SAs between the UE and the IP Multimedia core network subsystem (IM CN SS), such as 1 and 2, support access security. The SAs between different IM CN SS entities (e.g., 4/5 between P-CSCF and S-CSCF, or 3 between S-CSCF and HSS (Home Subscriber Server) support core network security. Figure 2 is another architecture diagram, taken from TS 33.203 [5], that shows the mapping of the above security associations to the reference points as defined in TS 33.210 [6], and marked to delineate the IMS control plane and IMS media plane portions.
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Figure 2: IMS security architecture in relation to Network Domain Security, cf. TS 33.210 [6]
As the diagrams above show, IMS control plane security must encompass protection of both the access and core network related IMS signaling – i.e., the SIP signaling between the UE and the P-CSCF related to UE access to the IM CN, and SIP signaling between IM CN SS nodes (over the Zb-reference point).
IMS media plane security is specified in TS 33.328 [7]. The related network architecture corresponds to the portions marked as “IMS Media Plane” in Figures 1 and 2. Specifically, the IMS media plane comprises (S)RTP-based streaming media sent by the FLUS Source and received by either the ingest server or destination UE as the FLUS Sink. In the example of E-UTRAN and EPC, the (S)RTP-based media stream is carried sequentially by the bearer services offering IP transport from the UE to eNB, eNB to S-GW, and S-GW to P-GW. From the MTSI- and IMS-based FLUS Service perspective, it can be seen from Figures 3(a), which is derived from Fig. 13.3-1 in TS 36.300 [8], that the IMS media plane maps logically to the combination of the EPS Bearer service, comprising the concatenation of a) the Radio Bearer, S1 Bearer and S5/S8 Bearer services, and b) an intra- or inter-operator packet data network bearer service between the P-GW and the Ingest Server (the latter acting as an IMS Application Server (AS)). Figure 3(a) represents the end-to-end (UE-to-UE) FLUS Service deployment configuration, whereas Figure 3(b) depicts the upstream-only (UE-to-server) deployment configuration.
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Figure 3: IMS Media Plane based on 4G Bearer Service Model, FLUS e2e Configuration
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Figure 4: IMS Media Plane based on 4G Bearer Service Model, FLUS Upstream-only Configuration
2.3 IM Access Security
Security functions pertaining to access-related SIP signaling shall include authentication of the IM-subscriber (during UE registration with the S-CSCF), and may include confidentiality protection and integrity protection between the UE and P-CSCF. The former security procedure corresponds to SA #1 in Figure 1, and involves mutual authentication between the subscriber, as represented by the ISIM (IM Services Identity Module) in the UE, and whereby the HSS delegates the subscriber authentication task to the S‑CSCF. The IMS authentication shall be based on IMS AKA (Authentication and Key Agreement) procedures as described in clause 6.1 of TS 33.203 [5]. The latter procedure, performed between the SIP UA (User Agent) and the P-CSCF, corresponds to SA #2 in Figure 1. The (optional) confidentiality protection and integrity protection of SIP signaling shall employ IPsec ESP as defined by RFC 4303 [9], as described in clauses 6.2 and 6.3, respectively, of [5].
2.4 IM Core Network Security

As shown in Figures 1 and 2, IM core network security pertains to protecting the SIP signaling message exchanges among IM CN SS entities: i.e., P-CSCF to S-CSCF, S-CSCF to HSS, and if applicable (in roaming scenarios), P-CSCF to I-CSCF, I-CSCF to S-CSCF and I-CSCF to HSS. These SIP signaling messages are delivered across the Zb-interface as shown in Figure 2, and correspond to the SAs numbered 3, 4 and 5 in Figure 1. IM CN signaling security is within the scope of network domain security at the IP network layer, or NDS/IP, as specified in TS 33.210 [6]. The NDS/IP architecture, copied from [6], is shown below in Figure 5. Its basic concept is to provide hope-by-hop security, whereby the security service available to the endpoints of a given hop is determined by the IPsec security association (SA) negotiated by the associated endpoints. Like IMS access security, IM core network security is based on IPsec’s ESP security protocol as defined by RFC 4303 [9] and whereby integrity protection/message authentication and anti-replay protection are mandatory for use. The NDS/IP key management and distribution architecture is based on the IKEv2 protocol as defined in RFC 7296 [10]. Should the IMS signaling be required to traverse IP security domain boundaries, Security Gateways (SEGs), located at each side of the boundary, are required to protect the associated communications over the Za-interface.
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Figure 5: Network Domain Security Architecture Applicable to IMS Core Network
2.5 Media Plane Security
As indicated in clause 2.1, IMS media plane security for RTP is specified by TS 33.328 [7], and for which one of two essentially independent key management solution options can be selected for use. The first, referred to as SDES, is based on RFC 4568 [11] and provides a simple key management protocol for media streams which are to be secured by use of SRTP as specified by RFC 3711 [12]. SDES defines a Session Description Protocol or SDP (as defined by RFC 4566 [13]) cryptographic attribute for unicast media streams. The attribute conveys a cryptographic key and additional security configuration parameters for a unicast media stream in either a single message or by a roundtrip exchange. The first solution supports either e2ae (end-to-access-edge, i.e. from UE to P-CSCF) or e2e media protection, and relies on the security of the IMS infrastructure, particularly on SIP signaling security as discussed in clause 2.2 and 2.3. The second solution provides e2e protection, independent of the signaling and transport network. It is based on use of a Key Management Service (KMS) and a ticket concept. The security offered is anchored by the KMS including the functionality used for user authentication and key generation.
3 Proposal
It is proposed that Clause 2 of this contribution be agreed for inclusion in the FLUS Permanent Document.  
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