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1 Use Cases on DASH Authentication
1.1 Client Authentication
1.1.1 General Description
Content and service providers, in order to protect their copyright and fulfill their licensing obligations, often need to restrict access to content and limit viewing times. Client authentication is commonly used to control access to a specific resource and also identify content as not intended for a certain group of users. For example, authentication keys for certain types of restricted material, such as copyrighted material, or pay-per-view content, may be distributed only to authorized users. As another example, rating information (G, PG, etc.) may be provided for parental control. In such settings, a client-specific authentication key can be delivered to the intended users, and only the users with the correct authentication key information would be allowed to access the content. Player programs may be developed with certain modes that allow and/or prohibit play of DASH content as identified by such authentication keys. 
1.1.2 Use Case 1
Alice has a DASH-capable client application that allows her watch DASH-formatted content. She is subscribed to Operator BestCoverage Telecom’s PSS-based mobile streaming service. She is interested in watching movie “A Dash through the Clouds”, which is available in DASH format. The operator is restricting access to the movie only to authorized users and employs 3GPP-based authentication mechanisms for this purpose. Since Alice is already subscribed to the mobile streaming service, her client is authenticated and she enjoys the movie.    

1.1.3 Use Case 2
Alice and Bob both have DASH-capable client applications that allow them watch DASH-formatted content. They are both subscribed to Operator BestCoverage Telecom’s PSS-based mobile streaming service. Bob has paid for the ‘premium streaming’ plan while Alice preferred the cheaper ‘basic streaming’ plan. They are both interested in watching movie “A Dash through the Clouds”. The movie is available in DASH format at different bitrates / resolutions. Due to Bob’s premium plan subscription, his client application is able to access and receive streams at all bitrates / resolutions offered by the service (by choosing at a given time the best one given the link bandwidth and device capabilities). Alice’s client application is restricted from accessing the highest bitrates / resolutions due to her basic subscription, and it can only receive streams from a limited set of the available bitrates / resolutions.    
1.1.4 Use Case 3
Operator BestCoverage Telecom has recently invested significantly into its infrastructure and is looking for new business opportunities to increase its service revenues by focusing on the third-party content distribution value chain. Particularly, it wishes to leverage its information systems and network equipment (e.g. Home Subscriber Subsystem or HSS) that contain valuable user information including authentication keys, user identities and user service profiles. Such information enables performing a number of control functions including user authentication, authorization of user access to services and billing on behalf of third-party content providers. It has recently signed a security/authentication related service level agreement (SLA) with DASH content provider MyDASH to distribute its DASH-formatted content by fulfilling user authentication and authorization on behalf of MyDASH over its 3GPP Generic Authentication Architecture (GAA). MyDASH hosts a tiered subscription service and requires enforcement of content-specific access restrictions for client authentication. 
1.1.5 Gap Analysis 
3GPP defines the Generic Authentication Architecture (GAA) [1] as a solution for authentication and key agreement between the client and the services on the Internet or in the cellular operators’ network. The main idea is that GAA is an authentication service provided by the cellular network operator which allows the client and the service to authenticate each other. GAA could be leveraged to enable application functions in the network and on the user side to establish shared keys. In this way, 3GPP provides the means for "bootstrapping of application security" to authenticate the subscriber by defining a Generic Bootstrapping Architecture (GBA) based on Authentication and Key Agreement (AKA) protocol. GAA provides fresh key material for clients and servers that require shared secret based authentication, and signs certificates for those applications which require asymmetric authentication. The BSF (Bootstrapping Server Function) is used for authorizing the user for content and access to the user credentials. The BSF has an interface with the HSS. The UE runs AKA with the HSS via the BSF. From the resulting (CK=cipher key, IK=integrity key), a session key is derived in BSF and UE. An application server (called Network Application Function (NAF) in TS 33.220 [1]) can fetch this session key from the BSF together with subscriber profile information. In this way, the application server (acting as NAF) and the UE share a secret key that can subsequently be used for application security, in particular to authenticate UE and NAF at the start of the application session (possibly also for integrity and/or confidentiality protection although that might not be strictly in the scope of GAA). 
The 3GPP GBA-based authentication architecture for a DASH application is depicted in Figure 1. Among other protocols, HTTPS or HTTP over Transport Layer Security (TLS) (or HTTP/TLS) may be used to secure the application session between the UE and the application server. An authentication proxy, as defined in [2], may serve as the TLS end point to authenticate the UE using the means of GAA (e.g., acting as the NAF).
The execution of media-specific (e.g., at representation or adaptation set levels of MPD) authentication procedures can be enabled to realize the above use cases. In other words, for different subscription policies (that may correspond to specific authentication keys), clients would be authenticated to receive the various DASH components (representations, adaptations sets, etc.) differently. As such, the keys (called Ks_NAF) provided to the NAF would not only be user specific, but could also be specific to the DASH components to be accessed. This may be enabled through the use of the GAA if HSS/HLR is already assumed to store media-specific authentication credentials. Otherwise, DASH-based optimizations may also be possible via downloading of media-specific authentication rules and user credentials by the NAF from an external entity (instead of the HSS). This would also help to reduce the load on the HSS, which may be challenged by network authentication procedures during overload scenarios. At the DASH level, these different approaches may be coupled with suitable content formats including: (i) creation and storage of separate MPDs that correspond to different authentication credentials (i.e., in case HSS/HLR already stores media-specific authentication credentials), and (ii) signalling of content-specific authentication information as part of the MPD or media segments (i.e., in case HSS is challenged due to overload). Other solutions are also possible.
[image: image1.png]SLF

Dz

HSS

Zh =T

BSF

zZn'

Home network iUntrustedi Visited network
inetwork

HTTP

UE

Server

DASH
MPD

Zn

Ll nNar

Zn-Proxy = HTTP Proxy
=T Ua
HTTP/HTTPS
interface
J





Figure 1 - 3GPP GBA-based authentication architecture for a DASH application
A well-known approach relevant for DASH toward restricting access to content and enable user authentication is URL signing [3]-[4]. There are several well-known deployments of this approach. For instance, Cisco Internet Streamer CDS 2.2 provides the infrastructure to sign and validate content URLs, restricting access to some users and limiting viewing times. One of the easiest ways to restrict content access to a particular user is to embed, within the content URL, the client IP address of the user for whom the content access was authorized. Similarly, to ensure that the content expires after a predetermined time, an expiry timestamp could be embedded. These values can then be validated against the actual client sending the request and the current time at the service engine serving the request. If either of the two validations fail, the request is rejected. However, because any of these strings in the URL could potentially be edited manually and circumvented by any knowledgeable user, it is important to generate and attach a signature to the URL. This can be achieved by attaching a keyed hash to the URL, using a secret key shared only between the signer and the validating component. The URL signing and validation is supported across all CDS protocol engines; Windows Media Engine, Movie Streamer Engine, Flash Media Streaming Engine, and Web Engine.
As another example, [3] provides a description of use of URL signing in China Mobile deployments:

CSP usually need to restrict access to content to protect the copyright. To fulfill this requirement, a usually used method is to embed the UE's IP address and a timestamp within the URL, and then validated by the content server. Because URL is inherently open, it can be modified manually, shared with unauthorized users, or continue to access beyond the time limit. Therefore a good way is to attach an encrypted signature to the URL, which is signed for a particular user. Once receiving the HTTP request, the content server could validate the signature with the authorization parameters extracting from the request URL as inputs. Only if the computation result matches with the signature in the request URL, the user's request has legitimate access to the content.

The authorization parameters must be agreed upon between the URL signer and validating entity (e.g., source IP address, MSISDN provided by NSP's Internet Gateway, allotted timestamp or time period). The following is an example of URL signing rules used for the Mobile Video Service in China Mobile.

protocol://<host>:<port>/<path>/<filename>?<param1>=<value1>&...&<paramN>=<valueN>&<hash>=<hash>

Example1:

rtsp://video.example.com/test.3gp?msisdn=13888888888&ip=10.25.113.32 &key=D832AC16CC54615E313723538AF6F278

Example2:

http://video.example.com/test.mov?msisdn=13888888888&timestamp=20120301122549&ip=10.5.7.34&key=5E313T23538AF6F234E96M3X53EA9H46
To generate the signature and validate the URL, it relies on a set of secret keys that share between the URL signer and validating entity. There are two types of URL signing. 

· Symmetric key URL signing: the same key is adopted for both signature generation and validation; 

· Asymmetric key URL signing: a key pair consisting of a public key and private key is adopted, where the private key is used for signing and the public key is used for validation

Further work in collaboration with SA3 is expected to address these use cases and identify any potential impact on the 3GPP DASH specifications in the form of any normative specification as well as relevant deployment guidelines. It is also important to note that 3GPP relevance of these DASH authentication use cases can be seen under the PSS security requirements in TS 22.233 and 26.233, and particularly: “The user shall be able to use the PSS in a secure manner. Mechanisms shall be provided to ensure that the media objects are only sent to and accessed by the intended end-user(s). PSS shall support end-to-end security (e.g. between the server and the Streaming client).”
1.2 Segment and URL Authentication

1.2.1 General Description
During delivery of DASH (sub)segments, it is possible that the DASH content is intercepted and unauthorized alterations to the (sub)segments take place. This is possible even if the content protection mechanisms are in place through encryption to prevent potential eavesdropping. For protection against such interception, cryptographic methods are needed for the client to verify the integrity of the received DASH (sub)segments. 

If the URL mapping of the desired DASH segments in the MPD is incorrect, the user may receive an unexpected data stream. Incorrect mappings may be introduced through various elements in the content distribution system used to deliver the content from the content source to the end user. It is therefore desirable to bind a URL and the content that it represents, ensuring that the intended content gets delivered to the users and there are mechanisms to validate that the intended content is accessed by the client(s).
1.2.2 Use Case 4
Operator BestCoverage Telecom has recently signed a service level agreement (SLA) with DASH content provider MyDASH to distribute/resell its DASH-formatted content. The operator plans to use the DASH-formatted content from MyDASH to offer various new services to its clients and wants to ensure integrity of the content and associated metadata toward a consistent user experience. Even though the operator believes that it has made the right investments to its infrastructure to ensure security, it also wishes to provision against the potential intrusions to during DASH content delivery from MyDASH. It has therefore made sure to include a provision that commits MyDASH to a specified level of content delivery accuracy, as well as penalty provisions if the specified level of accuracy is not achieved. In response, MyDASH has decided to enable authentication mechanisms for the operator to validate the integrity of the delivered content and MPD.
1.2.3 Use Case 5
Operator BestCoverage Telecom has recently signed service level agreements (SLA) with several DASH content providers to distribute/resell their DASH-formatted content. The operator plans to use these DASH-formatted contents to offer various new PSS-based streaming services to its clients and wants to ensure integrity of the content and associated metadata toward a consistent user experience. In particular, the operator plans to employ service via stream splicing to create media mashups, combining content from multiple sources.  A common example here is advertisement insertion, for both VoD and live streams, among other possible media mashups. Such schemes which employ dynamic MPD generation or rewriting must be cognizant of segment URLs and other metadata which should not be modified or removed.  Improper modification of these URLs or other metadata may cause playback interruptions, and in the case of unplayed advertisements, may result in loss of revenue for content providers and operator.

1.2.4 Gap Analysis
To address the use cases on the segment authentication aspect, digital signatures may be employed for all DASH segment types in order to verify the origin and content authenticity. This framework can work by calculating a signature of an unencrypted (sub)segment, and storing the value externally accessible through respective URLs. As an example, the MPD interface may provide URL information to retrieve the keys and signatures, using HTTP or HTTPS. Upon receiving the MPD and the segment, the client can retrieve the signature and the key via the URLs, calculate the signature locally on the unencrypted (sub)segment, and decide to reject the (sub)segment in case of a mismatch. It should be noted that such a segment-based authentication approach for DASH would serve as complementary to transport-level security / authentication to be achieved via the use of HTTPS (HTTP/TLS).
Communication of validation keys for authentication of URLs through signatures indicative of a content source can allow the DASH client to check the validity of the MPD URLs and ensure the content is received from the expected source. This would allow the client to retrieve the URL signatures, and then calculate them locally based on the URLs in the received MPD and corresponding authentication key, and reject the corresponding content in case of a mismatch. Such content URL validation information (signatures, authentication keys, etc.) or their locations (URLs) may be signalled as part of the MPD or media segments. The framework works by calculating a signature of a segment URL, and storing the value externally along with the signature verification/authentication keys. The MPD interface provides URL templates to retrieve these, using HTTP or HTTPS. The client retrieves the signatures and authentication keys, then calculates them locally on a given segment URL, and can reject the URL in case of a mismatch. 
2 Proposal
It is proposed to adopt the use cases in Sections 1 of this contribution into TR 26.938 of the IS_DASH study item. 
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