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1. Introduction
For many premium streaming services, content providers desire protection of the service against illegal duplication and distribution. This is achieved by deploying Digital Rights Management mechanisms. Basic components are encrypted data formats (file formats and stream formats), and key management mechanisms for secure delivery of the corresponding decryption keys. The PSS specification includes, in Annex K, an extension that specifies its use in conjunction with Open Mobile Alliance DRM 2.0. It was defined at a time when no suitable encrypted extension of RTP was available. Hence, Annex K defines such an extension. Meanwhile however, encrypted extensions of RTP have been defined in other bodies, and have now gained considerable acceptance in the marketplace, and are deployed. In contrast, the encrypted extension of RTP as defined in Annex K is not in use anywhere. It seems appropriate to acknowledge that Annex K in its current form is de facto obsolete. This proposal discusses an update of Annex K, re-using protected RTP extensions that are based on a widely accepted standard.
2. Protected PSS Streaming – Annex K, “Digital Rights Management Extensions”
PSS includes “Digital rights management extensions” in Annex K. It specifies extensions to support Open Mobile Alliance (OMA) digital rights management (DRM) version 2. Annex K consists of the following components:

· an RTP payload format that enables confidentiality protection of individual RTP payloads used in a streaming session, in section K.1. The MIME type of this payload format is specified in section K.1.4.1

· SDP signaling for the protected RTP payload format, in sections K.1.4.2 and K.1.4.3
· the necessary key management and protocol support for the optional integrity protection of RTP payloads using SRTP between streaming server and client. This is defined in section K.2
· an extension of the 3GP file format to support protected streaming, in section K.2.4
3. Discussion
3.1 Issues with Annex K
Annex K has several shortcomings, and specifically the following two:

· Obsoleteness of the defined protected payload format: Annex K It was defined at a time when no suitable other protected RTP payload format was available. Meanwhile however, protected RTP extensions have been defined elsewhere that provide a similar functionality as Annex K, but have gained considerable acceptance in standards and deployments. Specifically, ISMACryp 2.0 [1] is used for protected streaming in DVB-H IPDC and in OMA BCAST. It is used in deployments e.g. for Mobile TV based on DVB-H IPDC in Italy, with support in handsets.  
· Binding to one specific DRM system: at the time when Annex K was developed, there was only one mature standardized and open DRM system available; OMA DRM 2.0. Hence, Annex K ties protected PSS to the key management of OMA DRM 2.0. In the meantime however, there are several other open DRM standards available, including OMA DRM 2.1, OMA BCAST Smartcard Profile, and Marlin Broadband. PSS would gain if it could be combined with the key management of any DRM system. There is no technical or other necessity to bind PSS to one specific DRM system.
4. Proposal
Ericsson believes that PSS Annex K in its current form is obsolete. On the other hand, protected streaming is still required in the marketplace. It is proposed to define a new Annex that complements or replaces Annex K. The new annex would define

· use of ISMACryp 2.0 [1] as encrypted RTP payload format

· associated SDP signaling

· requirements on key transport using DRM key management systems for combination with the new annex
· informative examples of DRM systems that can be combined with the new annex

It is suggested that SA4 discusses and agrees this proposal.
After discussion at the MBS and Video Ad hoc meeting it was agreed to introduce a text proposal into the Permanent Document for “PSS and MBMS Extensions” for which the latest version at the time of writing is v0.0.3 contained in Tdoc S4-090706. The proposed text should be inserted in the currently empty Clause 3 on “3
Other Technical Enhancements”:
--------------
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Other Technical Enhancements

· A new PSS TS 26.234 annex that complements or replaces Annex K shall be defined. The new annex shall define:
· use of ISMACryp 2.0 [“ISMA Encryption and Authentication, Version 2.0”] as encrypted RTP payload format;
· associated SDP signaling;
· requirements on key transport using DRM key management systems for combination with the new annex;
· informative examples of DRM systems that can be combined with the new annex;
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