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1. Introduction
The draft solution for Key Issue #3 C-Plane signalling protocol is described in FS_eiRTCW Permanent Document v800. This pseudo-CR proposes a solution for Key Issue #3 C-Plane signalling protocol which is incorporated in TR 26.930.
2. Reason for Change
The solution for C-Plane signalling protocol needs to be incorporated in TR 26.930 based on the agreement in FS_eiRTCW PD with modification.
3. Proposal
It is proposed to agree on the following changes to 3GPP TR 26.930.
The following modifications from PD are included
-	Addition of terminology in clause 3.1 (i.e., Terms)
-	Modification of the wording to keep consistency between Terms definition and descriptions.
-	Clarification of the basic principle of the RESEPCT.
-	Modification of some individual key name and definition.
-	Addition of clause for describing SDP metadata
-	Addition of clause for describing Response code
-	Addition of clause for describing Originating ID and verification using signature verification and attestation information
-	Addition of clause for describing signalling procedures
-	Addition of clause for describing state machine
-	Addition of clause for describing SDP
* * * 1st Change * * * *
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* * * 2nd Change * * * *
3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Service provider (SP): An RTC application provider who provides RTC services with its own network. SP owns resources and functionalities within its network, and SP's network is connected to operator network via NNI.
Content Provider (CP): An RTC application provider who provide RTC services partially using operator's functionalities. CP connects to the operator network via UNI (RTC-4s/4m) as a WebRTC endpoint in order to use the operator's MF and WSF for the service specific content delivery.
User Equipment (UE): It indicates the user equipment and servers acting as user equipment such as a content server of a content provider. User equipment includes an WebRTC endpoint supporting eiRTCW signalling protocol.
WebRTC Endpoint: Either a WebRTC browser or a WebRTC non-browser. It conforms to the protocol specification.
WebRTC Browser (also called a "WebRTC User Agent" or "WebRTC UA"): Something that conforms to both the protocol specification and the JavaScript API specification (W3C WebRTC 1.0 [44]).
WebRTC Non-Browser: Something that conforms to the protocol specification but does not claim to implement the JavaScript API. This can also be called a "WebRTC device" or "WebRTC native application".
RESPECT endpoint: A UE and RTC AS functionality supporting RESPECT protocol. RTC Aware Application on the UE or CP acting as UE, RTC AS for C-Plane signalling (i.e., WSF and IWF) that comply with RESPECT protocol are RESPECT endpoints. When distinction between UE/CP (acting as UE) and RTC AS is required, RESPECT endpoint (UE) or RESPECT endpoint (AS) is used respectively in this document.
RESPECT client: A RESPECT endpoint which acts as an WebSocket client. 
RESPECT server: A RESPECT endpoint which acts as an WebSocket server.
RTC user: An RTC service user who connects to the RTC service by using RESPECT endpoint.
RTC resource: A media which a media session is connected to. Media service such as conference room, media content for distribution and RESPECT endpoint are example of RTC resource.
Originating UE: A RESPECT client on the UE which sends Media session set up request over the UNI.
Terminating UE: A RESPECT client on the UE which receives Media session set up request over the UNI.
Originating RTC network: A network which sends Media session set up request to another network (i.e., other operator network or SP network) over the NNI.
Terminating RTC network: A network which receives Media session set up request from another network (i.e., other operator network or SP network) over the NNI.
For the purposes of the present document, the following terms and definitions given in IETF RFC 6455 [20] apply:
-	WebSocket client
-	WebSocket server
* * * 3rd Change * * * *
3.3	Abbrevieations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
ASWF	Application Supporting Web Function
CP	Content Provider
CSF	Conference Supporting Function
IBCF	Interconnection Border Control Function
IWF	Inter-working Function
MF	Media Function
NNI	Network to Network Interface
RESPECT	REaltime&REality media Setup Protocol, Extensible and CompacT
SEPP	Security Edge Protection Proxy
SP	Service Provider
TGF	Transport Gateway Function
UNI	User to Network Interface
WMCF	WebRTC Media Centre Function
WNMGF	WebRTC NNI Media Gateway Function
WNSGF	WebRTC NNI Signalling Gateway Function
WSF	WebRTC Signalling Function

* * * 4th Change * * * *
6.4	Solution #3: C-Plane signalling protocol
Editor’s note: Description will be added.
6.4.1	Solution description
This solution addresses key issue #3.
This clause describes a control plane signalling protocol for WebRTC-based immersive RTC session management supporting inter-operator connection (i.e., collaboration scenario 4 in 3GPP TS 26.506 [10]) based on the architecture described in clause 6.2 and functional requirements for C-Plane in clause 6.3. This protocol is also applicable to collaboration scenario 3 since collaboration scenario 4 is an extension of collaboration scenario 3.
[bookmark: _Hlk152249442]The C-Plane signalling protocol for eiRTCW is named as RESPECT (REaltime&REality media Setup Protocol, Extensible and CompacT).
6.4.2	Overview
6.4.2.1	General
The eiRTCW signalling protocol RESPECT is signalling protocol which intended for various media session control  on the following interfaces, as described in the motivation (clause 4.2)in clause 4.2.:
This clause describes the concept and target architecture/interface of RESPECT.
-	UNI: The interface between operator network and UE (e.g., smart phone, content server of the Content Provider).
-	NNI: The interface between the two different operator networks, or that between operator network and service provider network.
The eiRTCW signalling protocol supports following connection pattern.
-	UE (user and content provider) - operator network (User to Network interface)
-	operator network - operator network (Network to Network interface)
-	operator network – service provider network (Network to Network interface)
[image: ]
Figure 6.4.2.1-1:	High-level network model and interfaces of eiRTCW (Figure 4.2-1)
A UE and a Content Provider can set up a media session by using eiRTCW signalling protocol for session control on the UNI. Figure 6.4.2.1-1 shows the high-level network model indicating above interfaces and media sessions established via eiRTCW functional entities (which described in clause 6.2) by using eiRTCW signalling protocol.
There are following benefits to using eiRTCW signalling protocol.
-	A UE (including the equipment of Content Provider) which is compliant with the eiRTCW signalling protocol can connect to any Operator Network which complies with the eiRTCW signalling protocol and set up a media session with the media resources (including UEs) in the Operator Network, based on the same signalling requirement.
-	A UE (including the equipment of Content Provider) which is compliant with the eiRTCW signalling protocol can connect to services provided by other Operator Network or service provider network via NNI, based on the same signalling requirement.
-	Content Providers can set up an operator assisted media session (e.g., media session with QoS) with UEs connected to the Operator Network via the NNI, by connecting to the operator network via the NNI.
-	Service Providers can set up an operator assisted media session (e.g., media session with QoS) with UEs connected to the Operator Network via the NNI, by connecting to the operator network via the NNI.
6.4.2.2	Basic connection model
6.4.2.2.1	General
This clause describes basic connection model for RESPECT design.
6.4.2.2.2	Trapezoid model
RESPECT is designed as trapezoid model as shown in Figure 6.4.2.2.2-1.


Figure 6.4.2.2.2-1:	Basic trapezoid model of eiRTCW
WebRTC Signalling Function (WSF) and Media Function (MF) in the network are responsible for providing reliable high-quality RTC services.
WSF terminates all signalling messages from WebRTC endpoints and other WSFs. This behaviour is equivalent to the behaviours of a back-to-back user agent (B2BUA) in SIP specified in IETF RFC3261 [RFC3261]. By manipulating all signalling messages, the WSF fully manages the connection and provides QoS interacting with 5GC and MF.
[bookmark: _Hlk131117844][bookmark: _Hlk131117816]MF involves all media/data paths of endpoints excluding when a direct media session is established between the WebRTC endpoints. The MF can control and monitor all media/data sessions.
6.4.2.2.3	Client-Server model
RESPECT adopts client-server model between two entities (i.e., between a RESPECT client and a RESPECT server). Figure 6.4.2.2.3-1 shows an example between a WebRTC endpoint which supports RESPECT and a WSF which supports RESPECT. The WebRTC endpoint on the UE only sees a single entity (i.e., a WSF in the network). The WSF takes care of everything behind the server toward the final RESPECT endpoint which the media session is connected to. It is same for the case between RESPECT endpoints in the network.


Figure 6.4.2.2.3-1:	Example of Client – server model for RESPECT design
The benefits brought by the model is simplification of the protocol between two entities (e.g., client and server) rather than among three and more (e.g., two endpoints and servers). For example;
-	All request/response messages are defined between two RESPECT endpoints (i.e., WebRTC endpoints on the UE and WSF in the network). The WebRTC endpoint on the UE does not need to care the transaction behind the connected WSF.
-	Signalling message routing is completed by the network without terminal involvement (i.e., routing information (which is included in SIP messages) does not appear in the message between the endpoint and the server).
-	The endpoint/application specific characteristics (e.g., capabilities and services) can be converted/terminated by the network server.
6.4.2.3	Supported media session connection pattern
For U-Plane control, RESPECT supports the following media session connection patterns described in clause 6.2.4 need to be supported.
6.4.2.4	Target architecture and interfaces
6.4.2.4.1	General
This clause describes the architecture and the interfaces which RESPECT is applied as a C-Plane signalling protocol.
6.4.2.4.2	Architecture
RESPECT is expected to be applied as a C-Plane signalling protocol supporting collaboration scenario 3 and collaboration scenario 4 on the RTC general architecture enhanced for eiRTCW described in clause 6.2.8.
6.4.2.4.3	Interfaces
RESPECT is expected to be applied on C-Plane signalling interfaces (i.e., RTC-4s and RTC-Ys) on the RTC general architecture enhanced for eiRTCW described in clause 6.2.8.
RESPECT is expected to be used for media session control on U-Plane interfaces (i.e., RTC-4m and RTC-Ym) on the RTC general architecture enhanced for eiRTCW described in clause 6.2.8.
6.4.2.5	Protocol stack
The protocol stack of C-Plane interface is described in clause 6.3.3.4.
The protocol stack of U-Plane interface is described in clause 6.5.3.
6.4.3	High level features
6.4.3.1	General
This clause describes the high level functionality and features which are required to be considered for realizing eiRTCW services by RESPECT.
1)	C-Plane transport management
Signalling messages are exchanged over the WebSocket connection as described in clause 6.3.3. The principle for WebSocket connection management for RESPECT needs to be considered to fulfil the functional requirements for transport of signalling message described in clause 6.3.2.3.
2)	Media session control and management 
RESPECT has following concepts for media session control and management.
i)	Control session:
Control session is a path for RESPECT message on the secure WebSocket between directory connected RESPECT endpoints (e.g., between RESPECT client on the UE and RESPECT server in the network, between RESPECT client and RESPECT server in the network). Each control session is managed independently.
ii)	Media session:
Media session is the concept for management of media transported on U-Plane transport (including real-time media stream such as audio/video and data channel). Media session is identified by media session ID.
3)	Supported method
Following methods are required to be supported to fulfil the functional requirements for C-Plane as described in clause 6.3.2 to enable the RTC media session control and flexible use by RTC applications.
i)	Authentication
This method is used by the RESPECT client to get authenticated by the WSF. To enable the RESPECT client to send / receive signalling messages other than the signalling messages for authentication, the RESPECT client needs be authenticated by the WSF. 
ii)	Media session control (set up / update / disconnect)
The following methods are used by the RESPECT endpoint to control media session(s).
-	Media session set up
-	Media session update (modification)
-	Media session disconnection
iii)	Information query
This method provides the alternative to the information queries instead of using RTC MSH and RTC AF via RTC-5 interface. The RESPECT client is allowed to send an information query request to the WSF for getting information (e.g., STUN/TURN server address) from the network.
iv)	application specific method
Application specific method(s) is required to be applicable. The application specific method is required to be distinguished from the 3gpp specified method and guaranteed the uniqueness between any applications.
4)	Message routeing
To establish the media session with the RTC resource which the user indicated to, WSF is required to support a message routeing mechanism. This mechanism intends to determine the next hop of the RESPECT message is sent to.
5)	Identification of users and media resourcesty
The identities used for RESPECT are required to be defined for media session set up with appropriate media resource.
6)	QoS control
The WSF is responsible for the QoS control of media sessions (i.e., U-Plane traffic). The WSF is required to interact with the 5GC (i.e., PCF or NEF) to reserve resources for a media session according to 3GPP TS 23.501 [TS23.501], 3GPP TS 23.502 [TS23.502], 3GPP TS 23.503 [TS23.503]. The WSF is required to support the functionality to interact with MF to enforce IP packet flow control (e.g., Gate control, traffic policing, QoS packet marking).
NOTE:	The WSF determines the QoS policy for the media session, based on the media session related information (e.g., User subscription, media type, SDP information) and operator policy.
7)	Error handling
RESPECT is request-response message base protocol. Then, following aspects on the error handling are required to be considered (not exhaustive).
i)	Error on the request processing
i)	The mechanism to indicate the details of the error.
ii)	The behaviour of the entity when receives the error indication.
ii)	Timeout of the process (transaction)
8)	Feature negotiation
To support the use of application specific features, a feature negotiation mechanism is required to be supported in the signalling message.
9)	Other features
The following features are requested to be considered for realizing signalling protocol.
i)	WSF discovery
An RESPECT client is required to be able to find a WSF where RESPECT messages are sent to. This mechanism is described in Key Issue #6 and Solution #6.
ii)	Verification of user identities
To protect users from malicious call and spoofing, verification of the originating RTC user is required to be supported. This mechanism is described in Key Issue #10 and Solution #10.
iii)	IMS interworking
An RESPECT client is required to be able to find a WSF where RESPECT messages are sent to. This mechanism is described in Key Issue #6 and Solution #6.

Editor’s Note: Details of supported timer is FFS.
6.4.4	Transport of signalling massage
6.4.4.1	General
The signalling massage is required to be sent over secure WebSocket connection which specified as one of the transport protocol for C-Plane in 3GPP TS 26.113 [TS26113]. The WebSocket URI is required to be consistent with the URI structure specified in clause 5.5 of 3GPP TS 26.113 [TS26113] and clause 6.11.5.2 in this document.
Origin header field is not required to be set in an HTTP request. If an Origin header field is included in the HTTP request, WebSocket server ignores the Origin header field.
6.4.4.2	WebSocket connection establishment
There are three patterns to establish WebSocket connection between RESPECT endpoints.
-	UNI (Between a RESPECT client (UE) and a RESPECT server (WSF)):
An RESPECT client (UE) is required to initiate and establish a WebSocket connection with a RESPECT server (WSF) according to IETF RFC 6455 [RFC6455].
-	NNI (Between RESPECT endpoints (IWFs)):
WebSocket connection is required to be applied between IWFs according to IETF RFC 6455 [RFC455]. How to establish and keep the WebSocket connection is determined based on inter-operator agreement.
-	Internal interface in the operator (i.e., Between RESPECT endpoints in the operator network:
WebSocket connection is required to be applied between RESPECT endpoints in the operator network (i.e., between WSFs, between a WSF and an IWF) according to IETF RFC 6455 [RFC6455]. How to establish and keep the WebSocket connection is determined based on operator policy.
Only one WebSocket connection is established between the RESPECT endpoints on the UNI (i.e., RESPECT client (UE) and RESPECT server (WSF)). When multiple RESPECT clients act as independent UE, each RESPECT client (UE) is able to establish one WebSocket connection (e.g., multiple web-browser windows are opened and Java script applications on the web-browser act as independent UE). The number of WebSocket connection between RESPECT endpoints on the NNI (i.e., IWFs) is determined by the inter-operator agreement.
A RESPECT endpoint is allowed to send a RESPECT request on a WebSocket connection, regardless of whether the RESPECT endpoint initiated the WebSocket connection or not.
A RESPECT endpoint is allowed to send multiple requests for different purpose (e.g., establish/modify different media session, use different service) in parallel on the single WebSocket connection.
If the RESPECT client re-establishes the WebSocket connection with the RESPECT server after the unexpected closure of WebSocket connection, the RESPECT client is required to process the WebSocket connection establishment procedure according to the closure reason, the information received from RESPECT server.
6.4.4.3	WebSocket connection keep alive
The Ping frame and Pong frame specified in IETF RFC 6455 [RFC6455] are used for WebSocket connection keep alive. The RESPECT endpoint is required to support Ping frame and Pong frame. The RESPECT server is required to send a Ping frame to the WebSocket client on the WebSocket connection. Upon receipt of a Ping frame, the RESPECT endpoint is required to send a pong frame to the RESPECT endpoint which sent the ping frame immediately.
The RESPECT client (UE) is allowed to send a Ping frame to the RESPECT server on the WebSocket connection. To prevent congestion in the network, the interval of sending Ping frame is required to be greater than 10 seconds.
6.4.4.4	WebSocket connection closure
When the RESPECT client detects the failure of sending/receiving signalling message to/from the other RESPECT server (e.g., due to loss of IP connectivity), the RESPECT endpoint needs to close the WebSocket connection according to IETF RFC 6455 [RFC6455].
When the RESPECT server detects the following events, the RESPECT server needs to close the WebSocket connection according to IETF RFC 6455 [RFC6455].
-	Expiration of authentication period
-	Failure of application level keep alive
-	Server internal error
6.4.4.5	Error handling
6.4.4.5.1	General
This clause describes error handling of WebSocket connection set up.
6.4.4.5.2	Protocol version error
Editor’s Note: Needs to be completed.
6.4.4.5.3	Consideration of congestion control
Editor’s Note: Needs to be completed.
6.4.5	RESPECT (eiRTCW signalling protocol)
6.4.5.1	General
This clause describes the details of RESPECT specification.
AsyncAPI [AsyncAPI] is required to be used as Interface Definition Language (IDL) for the eiRTCW signalling interfaces.
6.4.5.2	Basic protocol principle
6.4.5.2.1	General
RESPECT is message-exchange-based protocol. The method of RESPECT consists of a request message and a response message to the request message. When the RESPECT endpoint receives a request, the RESPECT endpoint is required to send a response to the received request. The request message and a response message are required to be terminated between directly connected RESPECT endpoints (e.g., RESPECT client (UE) and RESPECT server (WSF)). When the request needs to be sent to the RESPECT endpoints(s) behind the RESPECT endpoint which receives the request for further interaction, the RESPECT endpoint is required to:
-	generate a request corresponding to the received request based on the received information, and
-	send the generated request to the appropriate RESPECT endpoint.
When a request message needs further interaction with a RESPECT endpoint behind the RESPECT endpoint which receives the request, the RESPECT endpoint identifies the RESPECT endpoint based on the registered binding information.
NOTE: The binding information is the combination of RTC user ID and control session.
6.4.5.2.2	Control session management
6.4.5.2.3	Media session management
6.4.5.2.4	Transaction management
RESPECT is message transaction base protocol. RESPECT transaction consists of a single request and a response corresponding to the request over the direct WeSocket connection between RESPECT endpoints.
The pair of a request and a response corresponding to the request is identified as transaction by transaction identifier (ID). Therefore, all eiRTCW signalling protocol message is required to include Transaction ID which is unique on the WebSocket connection between the eiRTCW entities. Transaction ID is generated when the eiRTCW entity creates a new request message and required to be set into the request. The response corresponding to the request is required to include the same transaction ID of the corresponding request.
If the eiRTCW entity received two or more request which has same transaction ID of the first received request, these requests are processed as the re-transmission of the first received request.
Editor’s Note: How to detects the failure is FFS.
6.4.5.2.5	SDP offer/answer principle
RESPECT applies SDP offer/answer for exchange of media session information and media capability negotiation. Media session(s) between RESPECt endpoints is established/modified by SDP offer/answer negotiation. There are several SDP offer/answer negotiation patterns for media session set up:
-	A RESPECT endpoint establishes a media session with a media resource which provides a service content (e.g., Metaverse)
-	A RESPECT endpoint establishes a media session with other RESPECT endpoint for 1-to-1 by-directional communication like telephony service.
Regarding the first pattern, there is a possible requirement that a RESPECT endpoint in an operator/service provider network needs to send SDP offer of an active content to the RESPECT endpoint which initiates the session set up procedure. On the other hand, regarding the second pattern, the RESPECT endpoint which initiates the session set up procedure is recommended to include its media capability information in the session set up request. Therefore, a RESPECT endpoint: 
-	is not allowed to include an SDP offer in the session set up request so that the RESPECT endpoint in the network can send an SDP offer in the subsequent RESPECT message.
-	is recommended to include a media description equal to an SDP offer in the media session set up request. In this protocol, the media description is defined as [pre-SDP-offer]. [pre-SDP-offer] is not allowed to be set as the SDP offer in local (i.e., the RESPECT endpoint is not allowed to use the media description for setLocalDescription) till the eiRTCW client receives an SDP answer corresponding to the [pre-SDP-offer]. When the RESPECT endpoint receives an SDP offer from the WSF in the media session set up procedure, the RESPECT endpoint is required to discard the [pre-SDP-offer] information, create an SDP answer to the received SDP offer and send it to the WSF.
A metadata for supplementary information of the SDP is available for SDP offer (including [pre-SDP-offer]). This metadata is allowed to include following information as SDP metadata:
-	media description
-	stream identifier:		indicates the corresponding media stream id in the SDP offer.
-	connection target of the media stream:		indicates the handling of the media stream.
-	preferred style of the content:		indicates the preferred style for displaying the content.
-	media source information
-	display text:		indicates a text as a display name related to the media source.
-	display image:		indicates the an image for display (URL of the content).
-	media resource identity:		indicates the media resource identity of the media stream.
6.4.5.2.6	Feature Negotiation
RESPECT provides feature negotiation mechanism in a request-response exchange.
A RESPECT endpoint is allowed to indicate the supported feature(s) information to other RESPECT endpoint in a request or a response.
A RESPECT endpoint is allowed to require the use of the feature(s) for the service by including the required feature(s) information in the request. The RESPECT endpoint which receives the request requiring the use of the feature is allowed to accept or reject the required feature(s). If the RESPECT endpoint rejects the required feature(s) due to non-support of the feature, the RESPECT endpoint is required to indicate the feature(s) which is not supported by the RESPECT endpoint in the response corresponding to the received request.
A RESPECT endpoint is allowed to require the use of a feature(s) for the service by including the required feature(s) information in the response. A RESPECT endpoint is not allowed to require the feature(s) which is not indicated in the supported feature information of the corresponding request.
6.4.5.3	Protocol usage on UNI/NNI
6.4.5.3.1	General
RESPECT uses control session and media session for media session control and management as described in clause 6.4.5.2.2 and clause 6.4.5.2.3. This clause describes the usage of these sessions at the UNI and NNI.
6.4.5.3.2	UNI
Editor’s Note: Needs to be completed.
[image: ]
Figure 6.4.5.3.2-1:	Control Sessions and Media Session over UNI
6.4.5.3.3	NNI
Editor’s Note: Needs to be completed.
[image: ]
Figure 6.4.5.3.3-1:	Control Sessions and Media Session over NNI
6.4.5.4	Protocol and version identification
The protocol name and the protocol version is required to be included in the WebSocket URI path as specified in 3GPP TS 26.113 [TS26113] as follows.
{protocolRoot}/<protocolName>/<protocolVersion>
The WebSocket URI of the present version of RESPECT is required be set as follows:
-	<protocolName> is set to "3gpp-respect"
-	<protocolVersion> is set to "v1"
NOTE:	{protocolRoot} is set as specified in 3GPP TS 26.113 [TS26113] (i.e., wss schema is used)
The present version of RESPECT, the Sec-WebSocket-Protocol header field with "3gpp-respect.v1" subprotocol identifier is required to be included in the HTTP upgrade request.
NOTE: IANA registration is required for new subprotocol identifier in normative phase.
6.4.5.3	RESPECT messages
6.4.5.3.1	General
RESPECT is defined as a text-based protocol and use the UTF-8 charset (IETF RFC 3629 [RFC3629]). Each line in a RESPECT message is required to be terminated by carriage-return line-feed sequence (CRLF). The JavaScript Object Notation (JSON) format described in IETF RFC 8259 [RFC8259] is required to be used for encoding/decoding a payload of RESPECT message. Then default content type is required to be "application/json".
6.4.5.3.2	Signalling message definition
6.4.5.3.3.1	General
The RESPECT message is either a request or a response to the request. Request is a RESPECT message sent from a RESPECT endpoint to the other RESPECT endpoint, for the purpose of invoking a particular operation corresponding to an indicated method. Response is a RESPECT message sent from a RESPECT endpoint to the RESPECT endpoint which sent the request triggering the response, for indicating the result of the corresponding request prosessing. Both RESPECT client a RESPECT server is allowed to send requests.
Editor’s Note: The definition of "request" and "response" need to be described.
All RESPECT message is required to include following information elements as the first level key of the message. These keys are specified as common key.
-	Message type ("msgType")
-	Method type ("method")
-	Transaction ID ("transactionId")
A RESPECT message is allowed to include individual keys described in clause 6.4.5.3.4.3.
A RESPECT message is allowed to include application specific keys which are not specified for RESPECT. Application specific keys are required to be used as described in clause 6.4.5.3.4.4.
An RESPECT endpoint is allowed to ignore any keys which are not used by the RESPECT endpoint, unless the key is required to be processed.
The length of key name is required to be less than/equal to 64 octets. The keys are allowed to appear in any order in RESPECT message. The string of key name and value in RESPECT messages are required to be case-sensitive unless the key name and value are specified in IETF RFC 8259 [27] or RESPECT specification.
NOTE:	The purpose of supporting application specific key is to enable RESPECT endpoint to use application specific capability between directly connected RESPECT endpoints. Application specific key is not intended for end-to-end operation.
6.4.5.3.3.2	Request
Message type ("msgType") key of the message is set to "request".
If the RESPECT endpoint is pending status (i.e., the RESPECT endpoint has not received a response to the request which the RESPECT endpoint sent, the RESPECT endpoint is allowed to send new request (not resending of the request in pending status). For UNI, the maximum number of requests in pending status is specified by the operator policy. For NNI, the maximum number of requests in pending status is specified by the bilateral agreement between operators.
A pair of request and response which has same transaction ID ("transactionId") is called transaction. 
6.4.5.3.3.3	Response
Message type ("msgType") key of the message is set to "response". Method type ("method") key and Transaction ID ("transactionId") key are set to same value of the keys in the corresponding request.
Result of the request processing ("success") key is required to be set into the response. When the Result of the request processing ("success") key is set to "false", Error details ("problemDetails") key is required to be set into the response. When "success" key is set to "true", the response is called successful response. When "success" key is set to "false", the response is called error response.
The RESPECT is not required to send responses in sequential order of receiving request. The RESPECT endpoint which sent requests is required to be able to receive response in any order.
A single response is required to be sent to a single request. If the RESPECT endpoint receives multiple response which has same Transaction ID ("transactionId") key to the request, the RESPECT endpoint is required to process only the first response.
If the Transaction ID ("transactionId") of the received response is not match with the request in pending status, the response is required to be ignored.
6.4.5.3.3	Supported methods
6.4.5.3.3.1	General
RESPECT supports the methods as shown in Table 6.4.5.3.3.1-1. Each method consists of a single request and a response to the request. RESPECT endpoint is required to support all methods described in Table 6.4.5.3.3.1-1.
Table 6.4.5.3.3.1-1: Supported methods description
	Method
	Description

	auth
	A method for requesting authentication.

	msetup
	A method for requesting initiation of media session set up.

	mupdate
	A method for requesting media session status update (modification).

	mdisc
	A method for requesting media session disconnection.

	getinfo
	A method for retreaving information.



6.4.5.3.3.2	Authentication method ("auth")
Authentication method ("auth") is used by RESPECT client (UE) to request authentication of the RESPECT client (UE) to the RESPECT server (WSF) over the UNI. Over the NNI, Authentication method is used by RESPECT endpoint (other operator network or SP network) to RESPECT endpoint (operator network).
When the authentication request is successfully processed, RESPECT client (UE) is authenticated and the binding information (the combination of RTC user ID and control session) is registered to the database in the network.
Applicable keys in the request / response of Authentication method ("auth") are described in clause A.4.
6.4.5.3.3.3	Media session set up method ("msetup")
Media session set up method ("msetup") is used for requesting media session set up.
A RESPECT client (UE) which sends Media session set up request over the UNI is called originating RTC UE. A RESPECT client (UE) which receives Media session set up request over the UNI is called terminating RTC UE. A network which sends Media session set up request over the NNI as a RESPECT endpoint is called as originating RTC network. A network which receives Media session set up request over the NNI as a RESPECT endpoint is called as terminating RTC network.
Applicable keys in the request / response of Media session set up method ("msetup") are described in clause A.4.
6.4.5.3.3.4	Media session update method ("mupdate")
Media session update method ("mupdate") is used for requesting modification of an existing media session.
The RESPECT endpoint which receives Media session update ("mupdate") request is required to check the received keys which need to be processed for the requested modification. The following keys are used for modification of the media session.
-	Offer/answer ("offerDesc"/"answerDesc")
-	Media session state ("mediaSessionState")
-	Originating ID ("preferredOid” / "AssertedOid") / Terminating ID ("preferredTid" / "assertedTid")
Application specific key is also applicable for the target of Media session update method ("mupdate").
If the RESPECT endpoint sent/received Media session setup request ("msetup") or Media session update request ("mupdate") and the RESPECT endpoint has not received/sent a response to the corresponding request, the media session (identified by Media session ID) is in the pending status. The RESPECT endpoint is not allowed to send a new Media session update request for the media session in pending status. If, a race condition is caused by crossover of requests, the RESPECT endpoint is required to ignore the Media session update request ("mupdate") and send 491 (Request Pending) response to the request.
If the RESPECT endpoint receives an error response to the Media session update request ("mupdate"), the media session update is failed and the existing media session is not modified.
Applicable keys in the request / response of Media session update method ("mupdate") are described in clause A.4.
6.4.5.3.3.5	Media session disconnect method ("mdisc")
Media session disconnect method ("mdisc") is used for requesting release of the media session.
The RESPECT endpoint is allowed to send Media session disconnect request ("mdisc") to the media session in pending status, if Media session ID ("mediaSessionId") is assigned for the media session. The followings are example situation.
-	The RTC operator network is allowed to send a Media session disconnect request ("mdisc") for media session disconnection when the RTC operator network sent a Media session set up request ("msetup") or Media session update request ("mupdate") including Media session ID ("mediaSessionId") key to a RESPECT endpoint and has not received a response to the request from the RESPECT endpoint.
-	The RESPECT client (UE) is allowed to send a Media session disconnect request ("mdisc") for media session disconnection when the RESPECT endpoint sent a Media session update request ("mupdate") including Media session ID ("mediaSessionId") key to a RESPECT server (WSF) and has not received a response to the request from the RESPECT server (WSF).
Applicable keys in the request / response of Media session disconnect method ("mdisc") are described in clause A.4.
6.4.5.3.3.6	Information query method ("getinfo")
Information query method ("getinfo") is used for getting information (e.g., STUN/TURN server address) from the operator network. The queried information is indicated by Requested information list ("resourcesReq") key.
This method provides the alternative to the information queries on RTC-5 interface.
Applicable keys in the request / response of Information query method ("getinfo") are described in clause A.4.
6.4.5.3.4	Keys (information elements) included in RESPECT messages
6.4.5.3.4.1	General
This clause defines the information elements included in a signalling message as a JSON key. Information Elements are categorised as following key types.
-	Common key
An information element which is required to be set into all RESPECT messages.
-	Individual key
An information element which is required to be set into a RESPECT message based on the individual requirement (e.g., type of message, type of method, selected capability, etc.).
-	Application specific key
An information element which is specific to an application. RESPECT allows to use application specific method and application specific keys for flexibility.
[bookmark: _Hlk488929525]NOTE:	As a convention, data types in the present specification are written with an upper-case letter in the beginning. Parameters are written with a lower-case letter in the beginning. As an exception, data types that are also defined in AsyncAPI [AsyncAPI] can use a lower-case case letter in the beginning for consistency.
6.4.5.3.4.2	Common key
6.4.5.3.4.2.1	General
Common key is an information element which is required to be set into all RESPECT messages. This clause describes common keys.
6.4.5.3.4.2.2	Message type ("msgType")
This key indicates the message type of RESPECT massage. If the message is request, then "msgType" key is set to "request". Otherwise (i.e., the message is response), "msgType" key is set to "response".
The data type of "msgType" key is "enum". The applicable values are "request" or "response". If the RESPECT endpoint receives a RESPECT message includes other value, the RESPECT endpoint is required to discord the received message.
6.4.5.3.4.2.3	Method type ("method")
This key indicates the method type of RESPECT message. The method supported by RESPECT is defined in Table 6.4.5.3.3.1-1 of this document.
The data type of "method" key is "string". The value is required to be set to the value of "Method" column of Table 6.4.5.3.3.1-1. 
The supported methods are possibly extended in future releases. However, the method of RESPECT message is not allowed to include "." in method name.
RESPECT allows to send application specific methods for immersive RTC applications. The application specific method name is required to include reverse order of the internet domain which owned by the operator or the SP who provide the RTC service, before the application specific method (e.g., com.example.specificMethod). This rule enables to avoid confliction of method name.
6.4.5.3.4.2.4	Transaction ID ("transactionId")
This key indicates the transaction ID of the RESPECT message. The pair of a request and a response corresponding to the request is identified as transaction by transaction identifier (ID).
The RESPECT endpoint which sends new request is required to generate a transaction ID and set the transaction ID to the "transactionId" key of the request.
The data type of "transactionId" key is required to be 64-bit unsigned integer and unique for all transactions on the WebSocket connection. Transaction ID is not allowed to be reused for another transaction on the WebSocket connection. To avoid collision of Transaction ID among different transactions, RESPECT endpoint is required to generate a Transaction ID as follows:
i)	at the UNI
-	the RESPECT client (UE) is required to generate even-numbered transaction ID. Transaction ID for an initial request on the control session is required to be set to "0".
-	the RESPECT server (WSF in the network) is required to generate odd-numbered transaction ID. Transaction ID for an initial request on a control session is required to be set to "1".
ii)	at the NNI
-	the RESPECT client is required to generate even-numbered transaction ID. Transaction ID for an initial request on the control session is required to be set to "0".
-	the RESPECT server is required to generate odd-numbered transaction ID. Transaction ID for an initial request on a control session is required to be set to "1".
iii)	Transaction ID is incremented by "2", when the transaction ID is issued for a new transaction on the WebSocket connection.
iv)	If the bit-field of transaction ID crosses 64-bit boundary, the value is wraparound to initial value (i.e., "0" or "1")
6.4.5.3.4.3	Individual key
6.4.5.3.4.3.1	General
Individual key is an information element which is required to be set into a RESPECT message based on the individual requirement (e.g., type of message, type of method, selected capability, etc.). This clause describes individual keys.
6.4.5.3.4.3.2	Result of the request processing ("success")
This key indicates the result of the request processing. The data type of "success" key is Boolean. When the request is successfully processed, the "success" key is set to "true", otherwise, set to "false". When "success" key is set to "true", the response is called successful response. When "success" key is set to "false", the response is called error response.
6.4.5.3.4.3.3	Error details ("problemDetails")
This key indicates the detailed information of the failure reason.
Error responses are required to include "problemDetails" key which indicates the factor of the error. "mdisc" request is allowed to include "problemDetails" key to indicate the reason for disconnection of the session.
The data type of "problemDetails" key is "object" according to Problem Details JSON Object (IETF RFC 7807 [RTC7807]). "status" sub-key is required to be set. Other sub-keys are allowed to be set.
6.4.5.3.4.3.4	Required extensional capability ("requiredExtension")
This key indicates the extended feature(s) which is required to process the RESPECT message at the received RESPECT endpoint.
When this key is included in the request, the indicated feature is required to be applied for processing the request. When this key is included in the response, the indicated feature is required to be applied for processing the response. When the request includes the "requiredExtension" key, the response other than the error response which includes the "problemDetails" key set to Bad Extension is implicitly treated as the indicated feature in the corresponding request is required, even if the response does not include the "requiredExtension" key.
The data type of "requiredExtension" key is "array". Only "string" data type values indicating extended feature are allowed to be set into "requirdExtension" key. If the array of "requiredExtension" key does not has the element, "requiredExtension" key is not allowed to be set in the RESPECT message.
6.4.5.3.4.3.5	Unsupported extensional capability ("unsupportedExtension")
This key indicates the extended feature(s) which is not supported by the RESPECT endpoint.
When the RESPECT endpoint receives the "requiredExtension" key including extended feature(s) which the RESPECT endpoint does not support, the RESPECT endpoint includes the "unsupportedExtension" key including unsupported extended feature(s) in the response corresponding to the request.
The data type of "unsupportedExtension" key is "array". Only "string" data type values indicating extended feature are allowed to be set into "unsupportedExtension" key. If the array of "unsupportedExtension" key does not has the element, "unsupportedExtension" key is not allowed to be set in the RESPECT message.
6.4.5.3.4.3.6	Supported extensional capability ("supportedExtension")
This key indicates the extended feature(s) which is supported by the RESPECT endpoint.
The data type of "supportedExtension" key is "array". Only "string" data type values indicating extended feature are allowed to be set into "supportedExtension" key. If the array of "supportedExtension" key does not has the element, "supportedExtension" key is not allowed to be set in the RESPECT message.
6.4.5.3.4.3.7	Retry restriction timer ("retryAfter")
RESPECT endpoints in the operator network at the UNI, RESPECT endpoints in the operator network and RESPECT endpoints SP network at the NNI are allowed to include the "Retry-After" key in the top of the error response which includes the "problemDetails" key set to Bad Gateway, Service Unavailable or Server Time-out. The value of the "Retry-After" indicates how long the RESPECT endpoints is required to wait before sending a RESPECT message. The RESPECT endpoint which received the response which include "Retry-After" is not allowed to send any new RESPECT message on the control session (excluding a pending response to a received request.).
AT the UNI, RESPECT endpoint (on UEs) is not allowed to send the "Retry-After" key in the response.
The data type of "Retry-After" key is 32-bit "number". The value means seconds.
6.4.5.3.4.3.8	Target of redirection ("location")
This key indicates the preferred target resource for redirecting the request.
When RESPECT endpoints (in the operator network) send an error response which includes the "problemDetails" key set to 307 (Temporary Redirect) or 308 (Permanent Redirect), the response is required to include "location" key.
The data type of "location" key is "string". The value target RTC resource ID for redirecting the request.
6.4.5.3.4.3.9	RTC user ID ("rtdUserId")
RTC user ID is set into this key.
The data type of "rtcUserId" key is "string". The format of the value is URI format defined in IETF RFC 3986 [RFC3986].
The URI scheme is "3gpp-respect-v1" for RESPECT version 1. The host part is set to the internet domain which owned by the operator or the SP who provide the RTC service to the user.
If this key is set to "auth" request, the RESPECT client set the RTC user ID which is used to authentication of the RESPECT client.
6.4.5.3.4.3.10	Authentication type ("authType")
This key indicates the type of authentication in the "auth" request.
The data type of "authType" key is "string". The value is required to be set to one of "Basic", "Digest" and "Bearer", according to HTTP "auth-scheme" (IETF RFC 9110 [RFC9110]). The value is case-insensitive.
NOTE: The values are possibly extended in future releases.
6.4.5.3.4.3.11	Authentication information ("authorization")
This key indicates the authentication information in the "auth" request.
The data type of "authorization" key is "string". The value is required to be set according to HTTP "credential" (IETF RFC 9110 [RFC9110]). The value is case-insensitive.
Therefore, "auth-scheme" is set to the same value of "authType" key in the request and the following "token68" or "auth-params" is set to the value according the type of authentication of "authType" key (e.g., JWT).
6.4.5.3.4.3.12	Authentication and media session retention timer ("disconnectTtl")
This key indicates the duration which the network keeps the authentication status and media session state related to the RESPECT endpoints, if the WebSocket connection is disconnected.
Editor’s Note: The detailed definition of this key needs to be described.
6.4.5.3.4.3.13	Credential for restoration ("webrtcRequthCredential")
Editor’s Note: The detailed definition of this key needs to be described.
6.4.5.3.4.3.14	Authentication challenge ("wwwAuthenticate")
This key is used for indicating the information related to authentication from the RESPECT server to the RESPECT client.
In the case of Digest authentication (i.e., "Digest" is set to "authType" key of the "auth" reqeust), RESPECT server is required to request the RESPECT client to send the "auth" request again, based on the authentication information provided by eiRTCW server. This key is included in the 401 error response for indicating authentication information from RESPECT server to RESPECT client.
The data type of "wwwAuthenticate" key is "object". The value is encoded according to HTTP WWW-Authenticate header field (IETF RFC 9110 [RFC9110]). The "authScheme" sub-key of "wwwAuthenticate" key is corresponding to "scheme" of WWW-Authenticate header field.
6.4.5.3.4.3.15	Duration of the authentication ("expires")
This key indicates the expiration time duration that the RESPECT client is authenticated. When the timer is expired, the RESPECT client is de-authenticated and transitions to unauthenticated status. To keep being authenticated, the RESPECT client is required to send "auth" request and be re-authenticated during the indicated expiration time duration in the "expires" key.
This key is set into the "auth" response when the authentication is successfully processed.
The data type of "expires" key is "number" and the value is unsigned 64-bit integer. The value means seconds.
6.4.5.3.4.3.16	Destination ID ("dId")
This key indicates the destination of the entity which is requested to connect the media session. "msetup" request is required to include this key. "mupdate" request is allowed to include this key.
The applicable URI scheme for RESPECT version 1 in "uri" field is "3gpp-respect-v1" for native RTC resources. The host part is set to the internet domain which owned by the operator or the SP who provide the RTC service to the user. The userinfo part is assigned by the operator or the SP who provide the RTC service to the user.
If the target of the media session is an RTC resource in the network, the URI (i.e., RTC resource ID) of the RTC resource is set into the "uri" field of the "dId" key. If the target of the media session is a RESPECT endpoint, the RTC user ID of the RESPECT endpoint is set into the "uri" field of the "dId" key. If the target of the media session is an IMS UE, the telephone number of the IMS UE is set into the "tn" field of the "dId" key
Editor’s Note: Needs to be completed.
6.4.5.3.4.3.17	Media session ID ("mediaSessionId")
This key indicates the media session ID used for identification of a media session over a control session. This key is always set in the RESPECT message related to media session (i.e., request and response of "msetup", "mupdate" and "mdisc"). Uniqueness of the media session ID is guaranteed per control session where the media session is established. 
The data type of this key is "string". The length of this key is required to be less than/equal to 128 octets.
When sending an "msetup" request over an established control session, the RESPECT endpoints need to newly generates the media session ID and set the generated media session ID into "mediaSessionId" key.
When receiving the "msetup" request for the media session, the RESPECT endpoints need to set the same media session ID as with that of the request into "mediaSessionId" key of an "msetup" response.
When sending a subsequent RESPECT request (i.e., "mupdate" and "mdisc" request), the RESPECT endpoints need to set the media session ID which is targeted media session of the request.
When receiving the subsequent RESPECT request for the media session, the RESPECT endpoints need to set the same media session ID as with that of the request into "mediaSessionId" key of a response.
6.4.5.3.4.3.18	Media session state ("mediaSessionState")
Editor’s Note: The detailed definition of this key needs to be described.
6.4.5.3.4.3.19	offer/answer for media session ("preOfferDesc” / "offerDesc" / "answerDesc")
Editor’s Note: The detailed definition of this key needs to be described.
6.4.5.3.4.3.20	Originating ID ("oId")
Originating ID ("oId") key is allowed to be included in the "msetup" and "mupdate" request/response. This key is used for conveying the originating ID (i.e., the RTC user ID of the originating RTC user) to the target RESPECT endpoint of the request. The data type of the "oId" key is "object". The "oId" key has following 4 sub-keys.
-	"user"
-	"network"
-	"privacy"
-	"passport"
"user" sub-key is used for indicating the originating ID and display name which is/are set by RTC user. The data type of "user" sub-key is "object".
"network" sub-key is used for indicating the network asserted originating ID and display name which is/are set by the RESPECT endpoint (AS). The data type of "network" sub-key is "object".
The "user" sub-key and "network" sub-key have following 3 fields.
-	"uri"
-	"tn"
-	"displayName"
The data type of "uri", "tn" and "displayName" fields are "string". The value of the fields are set as follows.
"uri": RTC user ID
"tn": telephone number (global number digits excluding "+")
"displayName": display name of the RTC user
"privacy" sub-key is used for indicating the privacy setting of the originating ID requested by the RTC user. The datqa type of "privacy" sub-key is "array(string)". The following value is applicable to indicate privacy setting.
"id": This value indicates the originating ID and display name in the "network" sub-key is required to be removed when the RESPECT message is sent to the RESPECT entity outside the trust domain. If the parameter is set, the RESPECT endpoint (UE) is not allowed to include "user" sub-key in the "oId" key.
"passport" sub-key is used for conveying the signature of originating ID, to verify the originating ID in the terminating RTC network. The data type of "passport" sub-key is "object". The "passport" sub-key has following 4 fields.
-	"identity"
-	"info"
-	"alg"
-	"ppt"
"identity" field includes PASSporT generated as specified in IETF RFC 8225 [x6] and IETF RFC 8588 [x7]. Only full form PASSporT is allowed to be included in the "identity" field. When the PASSporT is created, PASSporT header and PASSporT payload are set as follows, and PASSporT sigunature is created using these header and payload according to IETF RFC 8825 [x6].
<PASSporT header>
-	"typ" is required to be set to "passport" as specified in IETF RFC 8225 [x6]
-	"alg" is required to be set to the cryptographic algorithm for the signature part. In this version of the RESPECT, "alg" is required to be set to "ES256".
-	"x5u" is required to be set to the URI referring to the resource for the X.509 public key certificate corresponding to the key used to generate the PASSporT signature.
-	"ppt" is required to be set to "shaken" as specified in IETF RFC 8588 [x7].
<PASSporT payload>
-	"attest" is required to be set to the attestation level as specified in IETF RFC 8588 [x7]. In this version of the RESPECT, "attest" claim is required to be set to "A" since every RTC user ID is authenticated by the operator or the SP.
-	"dest" is required to be set to the same value of the "dId" key of the "msetup" request.
-	"iat" is required to be set to the date and time of issuance of the PASSporT signature as specified in IETF RFC 8225 [x7]
-	"orig" is required to be set to the same value of the "tn" or "uri" of the "network" sub-key in the "oId" key of the request.
-	"origid" is required to be set to the UUID as specified in IETF RFC 8588 [x7]. How to generate the UUID and the granularity of the "origid" is determined by the operator.
-	"mky" is not allowed to be used.
"info" field is required to be included in the "passport" sub-key. "info" field is used for indicating the URI referring to the resource for the X.509 public key certificate corresponding to the key used to generate the PASSporT signature as same as the "info" parameter specified IETF RFC 8224 [x5].
"alg" field is allowed to be included in the "passport" sub-key. "alg" field is used for indicating the encryption algorithms of used to generate the PASSporT signature as same as the "alg" parameter specified IETF RFC 8224 [x5].
"ppt" field is allowed to be included in the "passport" sub-key. "ppt" field is used for indicating the required PASSporT extension need to be supported for verification as same as the "alg" parameter specified IETF RFC 8224 [x5].
6.4.5.3.4.3.21	Requested information list ("resourcesReq") / Information list ("resourcesRes")
"getinfo" request is allowed to include "resourcesReq" key. The data type of "resourcesReq" key is "array". Only "string" data which indicates the item name of the requested information is allowed to be set into the allay.
"getinfo" response is allowed to include "resourcesRes" key. The data type of "resourcesRes" key is "object". The sub-key of the "resourcesRes" key consists of a key which is the item name of the requested information and a value representing the information. If the information is not available, the sub-key corresponding to the information is not included in the "resourceRes" key.
The applicable information is defined in clause A.x.x. The string representing the item name of the information is required to start from "/". The application specific item name of the information is allowed to be used. To avoid the confliction with other item names, the application specific item name is required to include reverse order of the internet domain which owned by the operator or the SP who provide the RTC service, before the application specific item name (e.g., /com.example/net/conf/appSpecificItem). This rule enables to avoid confliction of key name. The internet domain part of the item name is required to be lower-case letter. The data type of application specific item is allowed to be any data type.
6.4.5.3.4.3.22	Updated key list ("updatedKeys")
The application specific key name is required to include reverse order of the internet domain which owned by the operator or the SP who provide the RTC service, before the application specific key (e.g., com.example.specificKey). This rule enables to avoid confliction of key name.
6.4.5.3.4.3.23	User data ("userData")
Editor’s Note: The detailed definition of this key needs to be described.
6.4.5.3.4.3.23	Called party ID ("cId")
This key indicates the RTC user ID or RTC resource ID which is used as destination ID. The data type of "cId" key is "object".
Editor’s Note: The detailed definition of this key needs to be described.
6.4.5.3.4.4	Application specific key
6.4.5.3.4.4.1	General
RESPECT allows to use application specific keys for flexibility.
The application specific key name is required to include reverse order of the internet domain which owned by the operator or the SP who provide the RTC service, before the application specific key (e.g., com.example.specificKey). This rule enables to avoid confliction of key name.
The data type of application specific Key is specified by the application.
6.4.5.3.5	SDP meta data
6.4.5.3.5.1	General
Editor’s Note: Needs to be completed.
6.4.5.3.5.2	SDP meta data ("sdpMetadata")
Editor’s Note: Needs to be completed.
6.4.5.3.5.3	Participant information description ("participantDesc")
Editor’s Note: Needs to be completed.
6.4.5.3.5.4	SDP handling preference ("sdpHandlingPref")
Editor’s Note: Needs to be completed.
6.4.5.3.6	Response code
6.4.5.3.6.1	General
Editor’s Note: Needs to be completed.
6.4.5.3.7	Originating ID and verification using signature verification and attestation information
6.4.5.3.7.1	General
This clause describes the following feature of RESPECT.
-	handling of the originating ID
-	originating ID verification using signature verification and attestation information
6.4.5.3.7.2		Handling of originating ID
6.4.5.3.7.2.1	General
This clause describes the handling of originating ID.
6.4.5.3.7.2.2	User indicated originating ID
RESPECT endpoint (UE) is allowed to include an originating ID and display name in the "user" sub-key of the "oId" key in the "msetup" request when the RESPECT endpoint (UE) initiates the "msetup" request.
When the RESPECT endpoint (AS) receives the "msetup" request, the RESPECT endpoint (AS) is required to copy the "user" sub-key of the "oId" key in the received "msetup" request into the "user" sub-key of the "oId" key in the sending "msetup" request.
6.4.5.3.7.2.3	Network asserted originating ID
The RESPECT endpoint (UE) is not allowed to include an originating ID and display name in the "network" sub-key of the "oId" key in the "msetup" request.
The RESPECT endpoint (AS) is allowed to include a network asserted originating ID and display name in the "network" sub-key of the "oId" key when the RESPECT endpoint (AS) send an "msetup" request message.
NOTE:	RESPECT endpoint (AS) is expected to be able to retrieve the originating ID (i.e., RTC user Identity of the originating RESPECT endpoint (UE)) from the ASWF.
6.4.5.3.7.2.4	Privacy
The RESPECT endpoint (UE) is allowed to include privacy indication information in the "privacy" sub-key of the "oId" key in the "msetup" request when the RESPECT endpoint (UE) initiates the "msetup" request. The privacy indication information is set as described in clause 5.4.5.3.4.20.
When the RESPECT endpoint (AS) receives the "msetup" request, the RESPECT endpoint (AS) is required to copy the "privacy" sub-key of the "oId" key in the received "msetup" request to the "privacy" sub-key of the "oId" key in the "msetup" request which sent to another RESPECT endpoint in the trust domain.
If the "privacy" sub-key includes "id", the RESPECT endpoint (AS) is required to remove the "network" sub-key from the "oId" key in the "msetup" request which sent to another RESPECT endpoint, when the "msetup" request is sent to the RESPECT endpoint outside the trust domain. In other words, the RESPECT endpoint (AS) is not allowed to include "oId" key in the "msetup" request, when the "msetup" request is sent out to the RESPECT endpoint outside the trust domain.
When the "msetup" request is sent to the RESPECT endpoint outside the trust domain, the "privacy" sub-key is removed from the "oId" key in the "msetup" request.
6.4.5.3.7.3		Originating ID verification using signature verification and attestation information
6.4.5.3.7.3.1	General
RESPECT support the Originating ID verification using signature verification and attestation information. This clause describes the procedure for the originating ID verification using signature verification and attestation information.
6.4.5.3.7.3.2	Signing for the originating ID
The RESPECT endpoint (AS) in the originating RTC network is allowed to include PASSporT in the "identity" field of the "passport" sub-key of the "oId" key in the request which sent to the RESPECT endpoint in the trust domain. The PASSporT is generated as described in clause 6.4.5.3.4.3.20.
6.4.5.3.7.3.3	Verification of the originating ID
The RESPECT endpoint (AS) in the terminating RTC network is allowed to use the PASSporT in the "identity" field of the "passport" sub-key of the "oId" key in the received request for verification of originating ID in the "network" sub-key.
When the "msetup" request is sent to the RESPECT endpoint outside the trust domain, the RESPECT endpoint (AS) in the terminating RTC network is required to remove the "passport" sub-key of the "oId" key in the request.
6.4.5.4	Signalling procedures (RTC endpoint based)
6.4.5.4.1	General
This clause describes the signalling procedures for RESPECT endpoints.
In this clause, RESPECT endpoint is described as follows.
-	RESPECT endpoint (UE):	UE, originating UE, terminating UE
-	RESPECT endpoint (WSF):	WSF
-	RESPECT endpoint (IWF):	IWF
6.4.5.4.2	Procedures at the UE
6.4.5.4.2.1	General
This clause describes the following signalling procedures for UE.
-	Authentication
-	Media session set up
-	Media session update
-	Media session disconnection
-	Information query
All the RESPECT messages are required to be sent over the control session (i.e., secure WebSocket connection). The UE is required to connect a secure WebSocket connection with the WSF as described in clause 4.3.3. The UE is able to discover the appropriate WSF by using WSF discovery mechanism as described in clause 6.7.
When the secure WebSocket connection is closed, the authentication of the UE is invalidated and the corresponding binding information is deregistered from the database in the network, as same as expiration of the authentication period ("expires"). The UE is allowed to close the secure WebSocket connection for the above purpose, however, the UE is recommended to release all the media session by "mdisc" method before closing the secure WebSocket connection.
Setting of common keys are snipped from the procedure since the setting of common keys are obvious as described in clause 6.4.5.3.4.
6.4.5.4.2.2	Authentication
6.4.5.4.2.2.1	General
To enable the RESPECT signalling, the UE is required to be authenticated by the WSF and the binding information is registered to the database in the operator network.
This clause describes the following signalling procedures for authentication.
-	initial authentication
-	re-authentication
NOTE:	All UEs which has control session with the WSF is required to be authenticated by the WSF. If the UE finishes all the communication using the RESPECT based RTC application, the UE can close the control session instead of de-authentication of the authentication. Therefore de-authentication procedure is not described.
The "auth" method is allowed to use following mechanisms.
-	Bearer authentication
-	Basic authentication
-	Digest authentication
NOTE:	Only the procedure for bearer authentication is described in this TR.
6.4.5.4.2.2.2	Initial authentication
6.4.5.4.2.2.2.1	General
This clause describes the signalling procedures for initial authentication.
6.4.5.4.2.2.2.2	Initial authentication using bearer authentication
The UE is required to send "auth" request to the WSF on the control session. On sending an "auth" request, the "auth" request is 
-	required to include individual keys as follows.
a)	"rtcUserId": set the RTC user ID which is requested to be authenticated
b)	"authType": set to "bearer"
c)	"authorization": "auth-scheme" is set to "bearer". The "token68" or "auth-params" is set to the token for authentication if the RTC user ID.
Upon receiving the successful "auth" response, the UE is required to store the validity period of the authentication included in the "expires" key in the received response.
6.4.5.4.2.2.2	Re-authentication
6.4.5.4.2.2.2.1	General
This clause describes the signalling procedures for re-authentication.
6.4.5.4.2.2.2.2	Re-authentication using bearer authentication
If the RTC user need to keep the UE authenticated, the UE is required to send "auth" request to the WSF on the control session before the expirationof the validity period of the authentication. On sending an "auth" request, the "auth" request is 
-	required to include individual keys as follows.
a)	"rtcUserId": set the RTC user ID which is requested to be authenticated
b)	"authType": set to "bearer"
c)	"authorization": "auth-scheme" is set to "bearer". The "token68" or "auth-params" is set to the token for authentication if the RTC user ID.
NOTE:	The toke for authentication of the RTC user ID is required to be the latest version of the token, if the token is update during the varidity period.
Upon receiving the successful "auth" response, the UE is required to store the validity period of the authentication included in the "expires" key in the received response.
6.4.5.4.2.3	Media session set up
6.4.5.4.2.3.1	General
This clause describes the signalling procedures for media session set up.
6.4.5.4.2.3.2	Media session set up (originating side)
When the UE initiates the media session set up, the UE acting as an originating UE. To set up the media session, the UE is required to send an "msetup" request to the WSF. The "msetup" request is
-	required to include individual keys as follows.
a)	"dId": set RTC user ID or RTC resource ID as the destination of the "msetup" request.
b)	"mediaSessionId": set the media session ID as described in clause 6.4.5.3.4.3.17.
-	recommended to include individual keys as follows.
a)	"preOfferDesc": "sdp" key is required to include complete SDP description. "metaData" is recommended to be included.
-	allowed to include other optional individual keys.
Upon receiving the successful response to the "msetup" request, the UE is required to:
i.	verify the validity of the received "msetup" request.
ii.	if the verification is successful, check the destination ("dId" key) of the "msetup" request. Otherwise, send 400 (Bad Request) response and skip the rest of authentication process.
iii.	if the "dId" key includes:
a.	the RTC resource ID of the RTC resource under the WSF controls,
1)	send a successful response corresponding to the "msetup" request to the UE. The successful response is 
-	required to include individual keys as follows.
a)	"success": set to "true"; and
b)	"mediaSessionId": set the same media session ID included in the received "msetup" request.
2)	interact with the RTC resource to set up the media session between the UE and the RTC resource.
3)	when the RTC resource becomes available for the media session, send the "mupdate" request to the UE. The "mupdate" request is:
-	required to include individual keys as follows.
b)	"mediaSessionId": the same media session ID included in the "msetup" request.
c)	"OfferDesc": set the copy of the "sdp" key based on the information indicated by the RTC resource. Set the copy of the "metaData", if indicated by the RTC resource.
-	allowed to include individual keys as follows.
b.	the RTC user ID of the UE connected to the WSF,
1)	the WSF is required to send an "msetup" request to the terminating UE indicated by "dId". The "msetup" request is
-	required to include individual keys as follows.
a)	"dId": set the same RTC user ID included in the received "msetup" request.
b)	"mediaSessionId": set new media session ID generated by the WSF as described in clause 6.4.5.3.4.3.17.
c)	"offerDesc": set the copy of the "sdp" key included in the received "msetup" request. If the MF is involved in the media session, some parts of the SDP description are modified. Set the copy of the "metaData", if included in the "preOfferDesc" in the received "msetup" request.
-	allowed to include other optional individual keys.
c.	the RTC user ID of the UE connected to other WSF or the RTC resource ID of the RTC resource under other WSF control in the RTC network,
1)	the WSF is required to send an "msetup" request to the WSF responsible for the UE/RTC resource indentified by "dId". The "msetup" request is
-	required to include individual keys as follows.
a)	"dId": set the same value included in the "dId" key in the received "msetup" request.
b)	"mediaSessionId": set new media session ID generated by the WSF as described in clause 6.4.5.3.4.3.17.
c)	"preOfferDesc": set the copy of the "sdp" key included in the received "msetup" request. If the MF is involved in the media session, some parts of the SDP description are modified. Set the copy of the "metaData", if included in the "preOfferDesc" in the received "msetup" request.
-	allowed to include other optional individual keys.
d.	the RTC user ID of the UE connected to other WSF or the RTC resource ID of the RTC resource under other WSF control in other RTC network (i.e., other operator or SP),
1)	the WSF is required to send an "msetup" request to the IWF responsible for the connection to the terminating RTC network indicated by "dId". The "msetup" request is
-	required to include individual keys as follows.
a)	"dId": set the same value included in the "dId" key in the received "msetup" request.
b)	"mediaSessionId": set new media session ID generated by the WSF as described in clause 6.4.5.3.4.3.17.
c)	"preOfferDesc": set the copy of the "sdp" key included in the received "msetup" request. If the MF is involved in the media session, some parts of the SDP description are modified. Set the copy of the "metaData", if included in the "preOfferDesc" in the received "msetup" request.
-	allowed to include other optional individual keys.
Editor’s Note: Needs to be completed.
6.4.5.4.3	Procedures at the WSF
6.4.5.4.3.1	General
This clause describes the following signalling procedures for WSF.
-	Authentication
-	Media session set up
-	Media session update
-	Media session disconnection
-	Information query
6.4.5.4.3.2	Authentication
6.4.5.4.3.2.1	General
The WSF is responsible for the authentication of the RTC user ID and the registration of the binding information to the database in the operator network.
This clause describes the signalling procedures for authentication.
6.4.5.4.3.2.2	Initial authentication
6.4.5.4.3.2.2.1	General
This clause describes the signalling procedures for initial authentication. 
6.4.5.4.3.2.2.2	Authentication using bearer authentication
When the WSF receives an "auth" request, the WSF is required to:
i.	verify the validity of the received "auth" request.
ii.	if the verification is successful, verify the token included in the "authorization" key. Otherwise, send 400 (Bad Request) response and skip the rest of authentication process. The 400 response is
-	is required to include individual keys as follows:
a)	"success": set to "false"; and
b)	"problemDetails": set the appropriate value according to clause 6.4.5.3.4.3.3.
NOTE:	WSF can interact with the CP using service control APIs as described in Solution 5 for the authentication of the RTC user ID.
iii.	if the verification of the token is successful (i.e., authentication of the RTC user ID is passed),
1)	store the binding information of the authenticated RTC user ID into the database in the network, and
2)	send the successful response to the RESPECT endpoint (UE). The successful response is
-	required to include individual keys as follows.
a)	"success": set to "true"; and
b)	"expires": set the validity period of the authentication, based on the operator policy.
iv.	else if the verification is failed, send 403 (Forbidden) response.
6.4.5.4.3.2.3	Re-authentication
6.4.5.4.3.2.3.1	General
This clause describes the signalling procedures for initial authentication. Re-authentication procedure is performed by the initial authentication procedures as described in clause 6.5.4.3.2.2 and subclauses.
6.4.5.4.2.3	Media session set up
6.4.5.4.2.3.1	General
This clause describes the signalling procedures for media session set up.
6.4.5.4.2.2.2	Media session set up (originating side)
Editor’s Note: Needs to be completed.
6.4.5.4.4	Procedures at the IWF
6.4.5.4.4.1	General
This clause describes the following signalling procedures for IWF.
-	Media session set up
-	Media session update
-	Media session disconnection
Editor’s Note: Needs to be completed.

6.4.5.5	State machine
6.4.5.5.1	General
This clause describes the state machine of RESPECT.
6.4.6	SDP
[bookmark: tsgNames][bookmark: startOfAnnexes]6.4.6.1	General
RESPECT applies SDP for describing multimedia sessions. This clause describes the usage of SDP for RESPECT.
The SDP description in the RESPECT message is required to comply with SDP specification (IET RFC 8866 [x1]) and JSEP specification (IETF RFC 8829 [34]).
6.4.6.2	Session-Level Section
6.4.6.2.1	General
This clause describes the usage of session-level section of the session description.
"v=" line (protocol version), "o=" line (origin), "s=" line (session name), "a=group" line (group attribute) which is set to "BUNDLE", "a=ice-ufrag" line and "a=ice-pwd" line is allowed to be included as Session-Level Section of the session description.
Other lines are ignored if the received network does not allow to use the line(s) at the UNI. The support of other lines are based on by-lateral agreements at the NNI.
6.4.6.2.2	Protocol Version ("v=")
The "v=" line (protocol version) is required to be set to "0" in accordance with IETF RFC 8866 [18].
6.4.6.2.3	Origin ("o=")
The "o=" line (origin) is required to be set as described in IETF RFC 8866 [18] and IETF RFC 8829 [34].
"username" part is required to be set to "-" as described in clause 5.2 of IETF RFC 8866 [18].
"sess-id" is required to be set to the UTC timestamp as described in clause 5.2 of IETF RFC 8866 [18] or a 64-bit quantity with the highest bit set to zero and the remaining 63 bits being cryptographically random as described in clause 5.2.1 of IETF RFC 8829 [34].
"nettype", "addrtype" and "unicast-address" are recommended to set to "IN IP4 0.0.0.0" as described in IETF RFC 8829 [34].
6.4.6.2.4	Session Name ("s=")
The "s=" line (session name) is required to be set to " " (single space) or "-" as described in clause 5.3 of IETF RFC 8866 [18].
6.4.6.2.5	Time Active ("t=")
The "t=" line (time active) is recommended to be set to "0 0"as described in clause 5.2.1 of IETF RFC 8829 [34].
6.4.6.2.6	Group Attribute ("a=group")
The "a=group" line (group attribute) which is set to "BUNDLE" is required to include the mid identifiers of each "m=" section as described in SDP grouping framework specification (IETF RFC 5888 [x1]) and BUNDLE mechanism (IETF RFC 8859 [x2] and IETF RFC 9143 [x3]).
All media descriptions in the SDP description are required to be treated as the target of the BUNDLE mechanism.
6.4.6.2.7	"ice-ufrag" and "ice-pwd" attributes
The "a=ufrag" line is required to contain fragment of ICE username as described in IETF RFC 8839 [x2]. The "a=ice-pwd" line is required to contain ICE password as described in IETF RFC 8839 [x2]. These values of the attributes are used for ICE mechanism as specified in IETF RFC 8445 [29].
6.4.6.3	Media description
6.4.6.3.1	General
This clause describes the usage of media description of the session description.
6.4.6.3.2	Media description ("m=")
6.4.6.3.2.1	General
Editor’s Note: Needs to be completed.
6.4.6.3.2.2	Audio and video
Editor’s Note: Needs to be completed.
6.4.6.3.2.3	Data channel
Editor’s Note: Needs to be completed.
6.4.6.3.2.4	Disabling and (re-)enabling the media description
Editor’s Note: Needs to be completed.
6.4.6.3.2.5	Media descriptionの一部不使用
Editor’s Note: Needs to be completed.
6.4.6.3.3	Connection Information ("c=")
Editor’s Note: Needs to be completed.
6.4.6.3.4	Media Stream Identification Attribute ("a=mid")
Editor’s Note: Needs to be completed.
6.4.6.3.5	"candidate" Attribute ("a=candidate")
Editor’s Note: Needs to be completed.
6.4.6.3.6	"ice-lite" Attribute ("a=ice-lite")
Editor’s Note: Needs to be completed.
6.4.6.3.7	Attribute ("a=ice-options")
Editor’s Note: Needs to be completed.
6.4.6.3.8	"ice-ufrag" and "ice-pwd" attributes ("a=ice-ufrag"/"a=ice-pwd")
Editor’s Note: Needs to be completed.
6.4.6.3.9	Attribute ("a=extmap")
Editor’s Note: Needs to be completed.
6.4.6.3.10	Attribute ("a=bundle-only")
Editor’s Note: Needs to be completed.


* * * End of Changes * * * *
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