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1. [bookmark: _Toc504713888]Introduction
One of the stated objectives of the EVEX work item is to to enable and devise mechanisms for controlling access to the collected UE application data by consumers of the AF event exposure service. Text is currently present in TS 26.531 indicating that the Data Collection AF is responsible for ensuring that access to UE data is controlled according to the rules indicated in its provisioning state, and an Editor’s Notes states the intention to provide high level definition of access controls pertaining to differential exposure of collected data in reports to different parties. This document discusses different aspects of such functionality.
1. Discussion
The ASP, as provider of the media streaming service should be able to control the access by consumer entities to collected event data from the Data Collection AF. The ASP, via the R1 reference point, may define different Access Levels to event information for different consumers. A given Access Level comprises the set of accessible events and the corresponding access granularity for each of these events.
The access granularity is determined by the aggregation function that is applied to the data along the two data aggregation dimensions: 
· Time: period of time over which the aggregation function is applied defines the aggregation period.
· User: group of users over which the aggregation function is applied defines the aggregation group.
Note that a different aggregation function may be applied to each dimension separately.
Aggregation Group corresponds to the permissible identification of the one or more UEs over which an event report, exposed by the Data Collection AF and possibly associated with an Aggregation Period, is allowed to be provided to the service consumer.
Aggregation Period specifies the time interval for which an event report, exposed by the Data Collection AF to the service consumer and possibly associated with an Aggregation Group, shall be computed. Depending on the associated Aggregation Group (e.g., an individual UE vs. a group of UEs), an Aggregation Period instance may be defined as a portion of or the entire duration for either an individual media streaming session or for multiple media streaming sessions

The allowed aggregation functions are:
· COUNT: the number of observed events
· AVG: the average of the values of the event
· MAX: the maximal observed value of the event
· MIN: the minimal observed value of the event
· SUM: the sum of the values of the event
· NONE: no aggregation is applied, and all values of the event are returned
The aggregation period and the aggregation group granularity are either defined by the DC AF or by the DC AF and the ASP together. For instance, the DC AF may offer the unit and the ASP may select the appropriate value. For the time dimension, the unit could be: minute, hour, day, and week. For the group dimension, the unit could be: geographical area (LocationArea5G [1]), group ids (ExtGroupId), UE ids (GPSI).
The type of the Aggregation Function to be applied is event type dependent. For example, assuming the event to be media playback rebuffering occurrences. In this case, the allowed Aggregation Function parameters (None, Count, Mean) for each dimension are as indicated in the table below:
Aggregation Function by aggregation dimensions
	Aggregation Period/ Aggregation Group
	None
	Count
	Mean

	None
	Detailed report per occurrence per user and time instant.
	Total number of occurrences by group over time.
	Average number of occurrences among all groups over time. 

	Count
	Number of occurrences per user over each period of time.
	Total number of occurrences by group and period of time.
	Average number of occurrences among all groups over a specific period of time.

	Mean
	Average number of occurrences per user over the lifetime. 
	Total number of occurrences by group averaged over the lifetime.
	Average number of occurrences for all groups and for the lifetime.



An illustrative example on reporting the count of event incidences by user groups over various time periods is depicted by the following scatter plot in Figure below:
[image: Calendar
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Figure: Example aggregation for rebuffering occurrence events 
The following figure provides an alternative illustration of the joint aggregation along both time and user dimensions for media streaming session duration events.


Aggregation dimensioning by Aggregation Group and Aggregation Time
Multiple Access Levels may then be defined based on these access limitations as shown in the following table.
	Access Level
	Description

	1
	No restriction in Aggregation Function by Aggregation Group or Aggregation Period.
Example: Assuming that the exposure type is DASH Representation switch events of a 3GP-DASH downlink media streaming service. The AF event exposure service consumer is able to acquire, for each UE, all information of all Representation switch events as they occur, Specifically, the value for both Aggregation Group and Aggregation Period is “ALL”. In addition, the event consumer has access to all aggregated reporting data as defined for Access Levels 2 and 3.

	2
	No restriction in Aggregation Function by Aggregation Group, but restriction is imposed on Aggregation Function by Aggregation Period corresponding to a specified time interval.
Example: Assume that the exposure type is DASH Representation switch events. Here, although the exposure service consumer is able to acquire information on Representation switch events by all UEs as these events occur, that information is limited to the Representation switch incidents during a specified time interval from t1 to t2. Specifically, the value for Aggregation Group is “ALL” and the value for Aggregation Period is <t1, t2>.  In addition, the event consumer has access to all aggregated reporting data as defined for Access Level 3.

	3
	Restrictions are imposed in Aggregation Function by both Aggregation Group and Aggregation Period.
Example: Assume that the exposure type is DASH Representation switch events. Furthermore, assume that the constraint set in Aggregation Group is by a group of UEs, and the constraint set in Aggregation Period corresponds to a specified time interval. Here, the exposure service consumer is able to acquire aggregated information on Representation switch events by those UEs belonging to the External Group as these events occur, and that information is further limited to the Representation switch incidents during a specific time interval from t1 to t2. Specifically, the value for Aggregation Group is given by an exterGroupId as defined in TS 29.517 [1], and the value for Aggregation Period is <t1, t2>.



The authorization to an access level maybe granted by the ASP or the Data Collection AF on behalf of the ASP. An authorization procedure, e.g. using OAuth 2.0, that allows third party authorization whereby the Data Collection AF will direct the requests to the ASP for authorization, may also be possible. In such scenario, an authorization URL is associated with each access level. The DC AF will respond by redirecting the consumer to the authorization URL and if authorization is successful, an access token is granted to the consumer. The DC AF may verify the validity of the access token by contacting the ASP prior to granting access.
1. Proposal
We propose to agree on the principles for the restricted access levels as detailed in section 2 and to start defining the functionality normatively.
1. References
[1]	3GPP TS 29.517, 5G System; Application Function Event Exposure Service;
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