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================================== First change =================================
4.2.3.1      Direct Data Collection
The picture below illustrates the steps involved in Direct Data Collection.
[image: Diagram, timeline

Description automatically generated]
1. The UE Application is provisioned and configured by the ASP. This may happen during design, at install and while in use using ASP proprietary methods.
2. Based on the configuration data the UE Application configures the Direct Data Collection Client with information regarding what data it can provide, Application ID and information enabling the verification of the authenticity of the UE Application as well as information on what Data Collection AF to use (in form of a FQDN).
3. The Direct Data Collection Client uses the FQDN to initialise a secure connection setup to the Data Collection AF
4. The secure connecting is set up.
5. As part of setting up the secure connection the Direct Collection Client verifies (using the certificate presented by the Data Collection AF during the TLS setup) that the identity of the Data Collection AF matches the FQDN.
NOTE: The Direct Data Collection Client may forward the certificate to the UE Application (which may contact the ASP server) for further verification.
6. The Direct Data Collection Client provides the information on data that can be reported, Application ID as well as the information enabling the Data Collection AF to verify the authenticity of the UE Application to the Data Collection AF.
7. In response to this the Data Collection AF provides further configuration to the Direct Data Collection Client.
8. This configuration (or parts thereof) may optionally be provided to the UE Application

Then, whenever a condition for reporting is met the following happens:

9. Optionally the Direct Data Collection Client fetches data from the UE Application (the UE Application may have been configured to provide the data when the condition is met)
10. The UE Application provides the data to the Direct Data Collection Client.
11. The Direct Data Collection Client provides the data to the Data Collection AF.
12. The Data Collection AF responds, potentially with an updated configuration
13. Optionally the updated configuration, if any, is forwarded to the UE Application
The exchanges between the Direct Data Collection Client and the Data Collection AF are all using https request-response over the secure connection established in steps 3, 4, 5. 
ALTERNATIVE
[image: Timeline

Description automatically generated]
1. The UE Application is provisioned and configured by the ASP. This may happen during design, at install and while in use using ASP proprietary methods.
2. Based on the configuration data the UE Application configures the Direct Data Collection Client with information regarding what data it can provide, Application ID and information enabling the verification of the authenticity of the UE Application as well as information on what Data Collection AF to use (in form of a FQDN).
3. The Direct Data Collection Client uses the FQDN to send a https request to the Data Collection AF with information on data that can be reported, Application ID as well as the information enabling the Data Collection AF to verify the authenticity of the UE Application in the message body
4. The secure connecting is set up, and as part of that the identity of the Data Collection AF is verified using the X.509 certificate presented by the Data Collection AF according to RFC5280.
NOTE: The Direct Data Collection Client may forward the certificate to the UE Application (which may contact the ASP server) for further verification.
5. The Data Collection AF uses the information regarding identity of the UE Application provided to verify its authenticity and verifies that it is authorized to deliver data
NOTE: The Data Collection AF may establish contact with the ASP to verify the UE Application’s claims
6. In response to this the Data Collection AF provides, in a https response, further configuration to the Direct Data Collection Client, e.g, what data (out of the data it can provide) to provide, if any, condition(s) for providing, time to check for updated configuration.
7. This configuration (or parts thereof) may optionally be provided to the UE Application

Then, whenever a condition for reporting is met the following happens:

8. Optionally the Direct Data Collection Client fetches data from the UE Application (the UE Application may have been configured to provide the data when the condition is met)
9. The UE Application provides the data to the Direct Data Collection Client.
10. The Direct Data Collection Client provides the data to the Data Collection AF.
11. The Data Collection AF responds, potentially with an updated configuration
	
12. [bookmark: _Toc80279419]Optionally the updated configuration, if any, is forwarded to the UE Application
================================== Next change =================================
[bookmark: _Toc80279426]4.3.2	Configuration of Direct Data Reporting Collection Client
The UE Application configures the Direct Data Collection Client by providing:
· Application ID
· Information allowing the Data Collection AF to verify the authenticity of the UE Application
· What data that can be provided to the Data Collection AF (may be subject to user consent)
· FQDN of the Data Collection AF to use
The UE Application may at any time update this configuration of the Direct Data Collection Client.
As a result of receiving this configuration from the UE Application the Direct Data Collection Client initiates the communication with the Data Collection AF identified by the FQDN and provides Application ID, information allowing verification of authenticity and the data that can be provided. 
In response to this the Data Collection AF further configures the Direct Data Reporting Client by responding with information covering:
· What data (of the available data set) the Direct Data Collection Client is to provide to the Data Collection AF, if any
· Condition(s) for reporting (e.g. a frequency of reporting, threshold, do not report, or other)
· Condition for probing the Data Collection AF for updated configuration
Depending on the implementation the Direct Data Collection Client may forward (parts of) this information to the UE Application as discussed in section 4.2.3.1.
[bookmark: _Toc80279427]4.3.3	Direct data reporting
Whenever a condition for reporting is met, the Direct Data Reporting Client either fetches, or receives, new data to report from the UE Application and then issues an http post to the Data Collection AF with the data object. 
In response to this the Data Collection AF may update the configuration of the Direct Data Reporting Client by responding with information covering:
· What data (of the available data set) the Direct Data Collection Client is to provide to the Data Collection AF, if any
· Condition(s) for reporting (e.g. a frequency of reporting, threshold, do not report, or other)
· Condition for probing the Data Collection AF for updated configuration
Depending on the implementation the Direct Data Collection Client may forward (parts of) this information to the UE Application.

[bookmark: _Toc80279428]================================== Next change =================================
[bookmark: _Toc80279429]4.4.1	General
This clause specifies the procedures used by internal UE entities, namely a UE Application and the associated Direct Data Collection Client, in support of UE data collection by the Direct DC-Client for subsequent reporting to the DC-AF.
This section describes the procedures when a stand-alone Direct Data Collection Client is used. In cases when the Direct Data Collection Client is embedded in the UE Application this communication is internal in the UE Application and thus not in scope of standardization.
4.4.2	Configuration
The UE Application is provisioned with the following data by the ASP (i.e. the provider of the UE Application):
· Application ID
· Information allowing the Data Collection AF to verify the authenticity of the UE Application
· What data that can be provided to the Data Collection AF (may be subject to user consent)
· FQDN of the Data Collection AF to use
When appropriate (e.g. after installation, or at first use for some time) the UE Application provides this information to the Direct Data Collection Client, which in turn provides it to the Data Collection AF as outlined in section 4.3.2.
The UE Application, if still using network resources, also sends the information above if the data it is able to provide changes or if the information for authenticity verification (e.g. new token) is updated. 
4.4.3	Data reporting
The UE Application provides data to the Direct Data Collection Client, either according to the information provided from the Direct Data Collection Client (in this case the UE Application is responsible for detecting when a condition for reporting is met) or on request from the Direct Data Collection Client, see section 4.2.3.1.
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