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[bookmark: _Toc63784936]FIRST CHANGE
[bookmark: _Toc75447839][bookmark: _Toc2086438][bookmark: _Toc2086440]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System architecture for the 5G System (5GS)".
[3]	3GPP TS 23.502: "Procedures for the 5G System (5GS)".
[4]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[5]	3GPP TS 29.517: "5G System; Application Function Event Exposure Service; Stage 3".
[6]	3GPP TS 29.532: "Data Collection and Reporting; Protocols and Formats".
NEXT CHANGE
3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1], TS 23.501 [2], TS 23.502 [3], TS 23.288 [4], TS 29.517 [5] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
direct reporting: method of sending a data report from the Data Collection Client to the Data Collection AF
indirect reporting: method of sending a data report from a UE Application to the Data Collection AF via an external Application Service Provider server
NEXT CHANGE
3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] , TS 23.501 [2], TS 23.502 [3], TS 29.517[4] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AF	Application Function	Comment by CLo: Might add “DC AF” as abbreviation for Data Collection AF and for use throughout document (as well as in TS 26.532)?	Comment by Richard Bradbury (revisions): OK.
AS	Application Server
DCAF	Data Collection AF
DN	Data Network
NEF	Network Exposure Function
NWDAF	Network Data Analytics Function
UE	User Equipment
NEXT CHANGE
[bookmark: _Toc75447844]4	Reference architecture for data collection and reporting
[bookmark: _Toc75447845]4.1	General
Clause 6.2.8 of TS 23.288 [4] envisages a set of high-level procedures by which data is collected by a Network Data Analytics Function (NWDAF) from UE Application(s) via an intermediary Application Function. This clause defines a generic reference architecture for data collection and reporting that satisfies those procedures, including the logical functions involved and the logical reference points between them. It is intended that this reference architecture be instantiated in domain-specific ways to suit the needs of different features of the 5G System. The reference architecture may be instantiated separately in different slices of a network.
4.2		Functional entities for data collection and reporting	Comment by Richard Bradbury (revisions): Charles: Terminology: “NF service consumer” instead of event notification subscribers.	Comment by Richard Bradbury (revisions): TS 23.288 uses the term “NWDAF service consumer” to describe entities consuming data analytics from the NWDAF, and that aspect isn’t pertinent here.
Clause 6.2.7 (only) uses the terms “Event Producer NF”/”Event Provider NF” (inconsistent) and “Event Consumer NF” in relation to the event muting mechanism, but these terms are never defined. Also, this clause only refers to the Nnf_EventExposure API, not the Naf_EventExposure API that we are interested in here.
Figure 4.2‑1 below shows the reference architecture for data collection and reporting using reference point notation.
[image: ]	Comment by Richard Bradbury (revisions): Distinguish between AF and AS interactions with Data Collection AF because they are different.	Comment by Richard Bradbury (revisions): Need to show Data Collection AF connection to NRF so that it can register its “available NF profile”.	Comment by Richard Bradbury (revisions): Show NEF as optionally dangling off the Data Collection AF to intermediate interactions between trusted functions in the 5G Core and those outside it. This varies depending on the precise collaboration scenario.	Comment by Richard Bradbury (revisions): Remove Trusted DN dotted line box – not helpful, and also too constraining on the deployment options.
The Data Collection AF could be deployed outside the trusted domain (e.g. in an externally-deployed 5GMS AF).
Figure 4.2‑1: Reference architecture for data collection and reporting in reference point notation
The functional entities illustrated in the figure are described as follows:
-	Data collection and reporting may be provisioned by a trusted Application Function (labelled AF) inside the mobile operator's network or by an authorised Application Service Provider server outside the mobile operator's network acting as an External AF (by invoking the appropriate provisioning API via the NEF).	Comment by CLo: By this statement, which AF entity (or entities) in Fig. 4.2-1 correspond to the “trusted AF inside the operator’s network” – the AF connected to DC AF via R3, the External AF connected to DC AF via R1, or either/both?	Comment by CLo: Could you explain the use case of the AF provisioning the DC AF over R3? Would it correspond to the scenario of either:
 an Application Service provided by the mobile operator, whereby this AF acts as an “Internal AF”, or control plane function of the operator-owned/based Application Service Provider server, or
 a 3rd party ASP whose AF is hosted inside the operator’s network?	Comment by CLo: Also, it doesn’t seem quite correct to state that the External AF (residing outside the operator’s network) must strictly interact with the DC AF via the NEF, since R1 is shown as direct interface between the External AF and DC AF. To depict the External AF-to-DC AF interaction via NEF, perhaps you should add a separate External AF instance with connection to the NEF.	Comment by CLo: Is an AF or AS residing outside the operator’s network, or labelled as “External AF” strictly considered to be “untrusted”?  In other words, could it not be allowed, via business agreement between 3rd party ASP and MNO, for an AF/AS outside the operator’s network to be nevertheless considered trusted (to make use of 3GPP-defined reference points/APIs) ?	Comment by Richard Bradbury (revisions): It’s the one labelled AF. The text in brackets was intended to emphasise this. I have improved the text further 	Comment by Richard Bradbury (revisions): I was thinking more about the “Internal AF” Use Case you list in a), especially after the comments from Ed O’Leary about regulation and lawful intercept.
I hadn’t thought of b), but I don’t see why that couldn’t be a valid Use Case too.	Comment by Richard Bradbury (revisions): The logical reference point is R1, but in this case, the interaction is always via NEF.
The “dangling NEF” notation I have used follows the 5GMS architecture diagrams. It indicates that any of the interactions with the Data Collection AF can be via the NEF.	Comment by Richard Bradbury (revisions): This question is too hard for me. It needs to go to the wider group.
-	The Data Collection AF is responsible for managing the provisioning state for data collection and reporting, and for collecting, processing and reporting data to event notification subscribers both inside the mobile operator's network (such as the NWDAF) and outside (such as the Application Service Provider server). In the latter role, the Data Collection AF realises the Event Exposure Service as defined in clause 6.2.2.1 of TS 23.288 [4]. It is responsible for ensuring that access to UE data is controlled according to the rules indicated in its provisioning state. The Data Collection AF is also responsible for providing a data collection and reporting configuration to the Data Collection Client, Application Server (AS) instances and the External AF.	Comment by CLo: The AF with R3 interface to DC AF is not mentioned – does it mean that the function of R3 is strictly the provisioning of data collection and reporting onto the DC AF, and not delivery of reports from DC AF to AF? In other words, is the latest architecture and description aligned with Huawei’s view that there is no need for a general data collection AF in the operator’s network from which the DC AF collects reports via R3? 	Comment by Richard Bradbury (revisions): Yes. Exactly.
NOTE 1:	The Data Collection AF may be deployed inside or outside the operator's network. In the latter case, the NWDAF uses the procedure defined in clause 6.2.2.3 of TS 23.288 [4] to collect data from the Data Collection AF via the NEF.
NOTE 2:	The processing activities performed by the Data Collection AF include, but are not limited to, reporting format conversion, data normalisation, domain-specific anonymisation of data and (dis)aggregation of data into reports to be exposed as events.	Comment by CLo: TS 23.288 specifcally calls out data normalization (in addition to anonymization and aggregation). Also, we also want to allow DC AF processing functionality to include controlling the access level to UE data depending on the consumer – e.g. all-incluive reporting to ASP server vs. restricted subset to NWDAF. It might be useful to list such examples of additional data manipulation functions of the DC AF	Comment by Richard Bradbury (revisions): Happy to mention normalisation.	Comment by Richard Bradbury (revisions): As for controlling access levels to data, I think that’s important enough to be described in the normative text, so I have added a sentence there.
NOTE 3:	The Data Collection AF is intended to be instantiated inside another Application Function in order to satisfy the domain-specific data collection and reporting requirements corresponding to particular features in the 5G System. As such, there may be several domain-specific Data Collection AF instances operating simultaneously in a particular 5G System.	Comment by CLo: “another Application Function”? Is an example of what is stated here that media streaming related data collection and reporting functionality would be instantiated as a sub-function of the 5GMS AF (since the 5GMS AF performs other tasks – session management, network assistance, dynamic policy handling, etc.)?	Comment by Richard Bradbury (revisions): Yes. Exactly. I have made it singular.
-	When its provisioning state changes, the Data Collection AF updates the set of available NF profile(s) in the NRF using the Nnrf_NFManagement service defined in clause 5.2.7.2 of TS 23.502 [3] according to the usage defined in clause 6.2.8.2.2 of TS 23.288 [4].
NOTE 4:	If the Data Collection AF is deployed outside the operator's network, this registration occurs via the NEF, as described in clause 6.2.2.3 of TS 23.288 [4].
-	The Data Collection Client is responsible for collecting relevant data in the UE and for sending data reports to the Data Collection AF via the Ndcaf_Reporting API according to a data collection and reporting configuration that it has previously obtained from the Data Collection AF.	Comment by CLo: Agree with this notation (instead of Naf_DataReporting in previous version of this document) since it would enable SA4 to define this API.
NOTE 5:	This method of reporting corresponds to the direct data collection procedure defined in clause 6.2.8 of TS 23.288 [4].
NOTE 6	The Data Collection Client function is intended to be instantiated inside other UE functions in order to satisfy the domain-specfic data collection and reporting requirements corresponding to particular features of the 5G System. As such, there may be several domain-specific Data Collection Client instances operating simultaneously on a given UE, each one performing different roles. The realisation of these logical functions is implementation-dependent.
-	Other Application Server (labelled AS) instances inside or outside the operator's network may also collect data and report it to the Data Collection AF via the Ndcaf_Reporting API, according to a data collection and reporting configuration obtained from the Data Collection AF.	Comment by Richard Bradbury (revisions): Qi Pan: Other AFs in the 5GC are out of scope.
NOTE 7:	In the case where the Application Server is in a different trust domain than the Data Collection AF, it invokes the required APIs via the NEF.
NOTE 8:	The data collection and reporting requirements for such Application Servers is domain-specific and beyond the scope of the present document.
-	An authorised Application Service Provider server acting as an External AF may also collect data from UE Applications and send data reports to the Data Collection AF via the Ndcaf_Reporting API.	Comment by CLo: Doing so would require that such External AF be considered as a trusted AF. Otherwise it would have to interact with the NEF to report the data to the DC AF	Comment by Richard Bradbury (revisions): This case requires interaction via NEF, per NOTE 10.
NOTE 9:	This method of reporting corresponds to the indirect data collection procedure defined in clause 6.2.8 of TS 23.288 [4].
NOTE 10:	In the case where the External AF is in a different trust domain than the Data Collection AF, it invokes the required API via the NEF.
-	The NWDAF is the primary consumer of data reports. These are published to it by the Data Collection AF via the Naf_EventExpoure API (as specified in TS 29.517 [5]) after any processing by the Data Collection AF has been performed according to its provisioning.
-	Certain data reports may also be published by the Data Collection AF to authorised Application Service Provider servers acting as external Application Functions via the Naf_EventExposure API [5]. In this case, the API is exposed via the NEF, as envisaged in clause 5.2.19 of TS 23.502 [3].
Editor’s Note: Need to check with SA2/CT3 whether the Naf_EventExpoure API can be exposed to external Application Functions via the NEF.
4.3		Reference points for data collection and reporting
The reference points in the functional architecture defined in clause 4.2 above are as follows:
-	R1 supports the following interactions between an Application Service Provider server (acting as an External AF) and the Data Collection AF:
-	Used by an External AF to provision data collection and reporting in the Data Collection AF. The provisioning information specifies what data is to be collected by Data Collection Clients, how it is to be processed by the Data Collection AF and how it is to be exposed to event notification subscribers. A generic provisioning envelope for data collection and reporting is defined in clause 4.5 of the present document, but this is expected to be extended by individual reporting domains.	Comment by Richard Bradbury: TS 26.501 and TS 26.512 in the case of 5GMS.
-	Used by an External AF to obtain its data collection and reporting configuration from the Data Collection AF. A generic data collection and reporting configuration envelope is defined in clause 4.6 of the present document, but details of the configuration are specific to individual reporting domains and are specified elsewhere.
-	Used by the External AF to send data reports to the Data Collection AF using the Ndcaf_Reporting service defined in clause 4.4 of the present document. A generic data reporting envelope is defined in clause 4.7 of the present document, but details of the reporting format are specific to individual reporting domains and are specified elsewhere.
NOTE 1:	This method of reporting corresponds to the indirect data collection procedure defined in clause 6.2.8 of TS 23.288 [4].
-	Used by the External AF to subscribe to data reporting events exposed by the Data Collection AF, according to the Naf_EventExposure_Subscribe procedure defined in clause 5.2.19.1 of TS 26.502 and specified in TS 29.517 [5].
-	Used by the Data Collection AF to publish data reports to the External AF using the Naf_EventExposure_Notify procedure defined in clause 5.2.19.1 of TS 26.502 and specified in TS 29.517 [5].
Editor’s Note: Need to check with SA2/CT3 about the security aspects of event exposure to External AFs via the NEF. Exposure of events to external parties via NEF is not explicitly described in TS 23.288, although it is envisaged as a possibility in TS 26.502.
-	R2 supports the following interactions between the Data Collection Client and the Data Collection AF:
-	Used by a Data Collection Client to obtain its data collection and reporting configuration from the Data Collection AF. A generic data collection and reporting configuration envelope is defined in clause 4.6 of the present document, but details of the configuration are specific to individual reporting domains and are specified elsewhere.
-	Subsequently used by the Data Collection Client to send reports to the Data Collection AF using the Ndcaf_Reporting service defined in clause 4.4 of the present document. A generic data reporting envelope is defined in clause 4.7 of the present document, but details of the reporting format are specific to individual reporting domains and are specified elsewhere.	Comment by Richard Bradbury: TS 26.501 and TS 26.512 in the case of 5GMS.
NOTE 2:	This method of reporting corresponds to the direct data collection procedure defined in clause 6.2.8 of TS 23.288 [4].
-	R3 supports the following interactions between trusted Application Functions inside the operator's network and the Data Collection AF.
-	Used by the trusted AF to provision data collection and reporting in the Data Collection AF. The provisioning information specifies what data is to be collected by Data Collection Clients, how it is to be processed by the Data Collection AF and how it is to be exposed to event notification subscribers. A generic provisioning envelope for data collection and reporting is defined in clause 4.5 of the present document, but this is expected to be extended by individual reporting domains.	Comment by Richard Bradbury (revisions): Qi Pan: Don’t’ think we need this.	Comment by Richard Bradbury (revisions): Ed O’Leary, Rogers: Potential usage for media regulation or lawful intercept.
	Comment by Richard Bradbury (revisions): Qi Pan comment: Don’t need this.
-	R4 supports the following interactions between Application Servers inside or outside the operator's network and the Data Collection AF:
-	Used by an AS to obtain a configuration from the Data Collection AF. A generic data collection and reporting configuration envelope is defined in clause 4.6 of the present document, but details of the configuration are specific to individual reporting domains and are specified elsewhere.
-	Used by an AS to send reports to the Data Collection AF using the Ndcaf_Reporting service defined in clause 4.4 of the present document.
-	R5 supports the following interactions between the NWDAF and the Data Collection AF:
	Used by the NWDAF to subscribe to data reporting events exposed by the Data Collection AF, according to the Naf_EventExposure_Subscribe procedure defined in clause 5.2.19.2.2 of TS 23.502 [3], as further elaborated in step 3a of clause 6.2.8.2.3 in TS 23.288 [4].
	Used by the Data Collection AF to publish data reporting events to the NWDAF, according to the Naf_EventExposure_Notify procedure defined in clause 5.2.19.2.2 of TS 23.502 [3], as further elaborated in step 5a of clause 6.2.8.2.3 in TS 23.288 [4].	Comment by CLo: Suggest to instead reference TS 23.502, clause 5.2.19.2.4 which provides more details on the parameters associated with the notification procedure.	Comment by Richard Bradbury (revisions): OK.
-	R6 is a client API offered by the Data Collection Client to the UE Application.
-	R7 supports data collection and reporting interactions between the UE Application and the Application Service Provider server.
NOTE 3:	Interactions at reference point R7 are beyond the scope of 3GPP standardisation.
4.4	Service-based architecture for data collection and reporting
Figure 4.4‑1 below shows the reference architecture for data collection and reporting in service-based architecture notation.	Comment by CLo: Fig. 4.1-1 topches on my previous questions/comments on whether the External AS and External AF are strictly consider untrusted, or could be considered trusted based on operator-ASP business agremeents. Perhaps the keyword is “External DN” which implies outside the operator’s (trusted) network. However, the “External AF” designation, according to Fig. 4.2-1, doesn’t imply that AF has to be untrusted, since it is shown in that diagram that the External AF can directly interact with the DC AF over R1.

I’m still not clear the term “external” in relation to trusted or untrusted.	Comment by Richard Bradbury (revisions): (Discussion via e-mail thread.)
[image: ]	Comment by Richard Bradbury (revisions): Remove dotted line boxes labelled “Trusted DN” since this information is implicit in the connected of functions to the service bus.	Comment by Richard Bradbury (revisions): Removed AF/AS altogether.	Comment by Richard Bradbury (revisions): On reflection, I think the AF/AS still needs to be connected to the service bus so that it can invoke APIs on the Naf.
I have labelled it “Trusted”.	Comment by Richard Bradbury: Is the UE actually inside the Trusted DN?
I have never been clear about this.
Figure 4.4‑1: Reference architecture for data collection and reporting
in service‑based architecture notation
The following service-based APIs are used in connection with data collection and reporting:
1. 	The Ndcaf_Provisioning service is provided by the Data Collection AF. It is defined by the present document and specified in TS 26.532 [6].
a.	Used by trusted AF instances inside the operator's network and by the Application Service Provider server (acting as an External AF) to provision data collection and reporting in the Data Collection AF.	Comment by Richard Bradbury: Do we want this?	Comment by Richard Bradbury (revisions): Qi Pan comment: Trusted AF out of scope?	Comment by Richard Bradbury (revisions): Maybe still useful for provisioning data collection for media regulation or lawful intercept.
Separated out from AS for greater clariry.
2. The Nnrf_NFManagement service is provided by the NRF. It is defined in clause 5.2.7.2 of TS 23.502 [3].
a.	Used by the Data Collection AF to register an available NF profile with the NRF for each set of data collection and reporting provisioning information held by the former.
NOTE:	As described in clause 6.2.8.2.2 of TS 23.288 [4] the NF profile in this case includes the External Application Identifier (used by clients when reporting data to the Data Collection AF), the Internal Application Identfier (used for event exposure to the NWDAF) and the Event ID. These NF profile parameters are in addition to those specified in clause 5.2.7.2 of TS 26.502 [3].
3.	The Ndcaf_Reporting service is provided by the Data Collection AF. It is defined by the present document and specified in TS 26.532 [6].
a.	Used by the Data Collection Client, by trusted AS instances in the operator's network and (via the NEF) by external AS instances to obtain their data collection and reporting configuration from the Data Collection AF.
b.	Subsequently used by the Data Collection Client, by trusted AS instances in the operator's network and (via the NEF) by external AS instances to send data reports to the Data Collection AF.
4.	The Naf_EventExposure service is provided by the Data Collection AF. It is defined in clause 5.2.19.2 of TS 23.502 [3] and TS 23.288 [4], and specified in TS 29.517 [5].
a.	Used by the NWDAF to subscribe to data reporting events exposed by the Data Collection AF and subsequently used by the Data Collection AF to notify these events to the NWDAF, as described in clause 6.2.2.2 of TS 23.288 [4].
b.	Used by the Application Service Provider server (acting as an External AF) to subscribe to data reporting events exposed by the Data Collection AF via the NEF and subseqently used by the Data Collection AF to notify these events to the Application Service Provider server (acting as an External AF) via the NEF, as described in clause 6.2.2.3 of TS 23.288 [4].
4.5	Provisioning information for data collection and reporting
Editor’s Note: Stage 2 data model used to provision data collection and reporting in the Data Collection AF. Needs to include application identifier and external application identifier.
A separate set of provisioning information shall be provided to the Data Collection AF at reference point R1 or R3 (as appropriate) for each Event ID it is to expose. When provided at reference point R1, this provisioning information embodies the Service Level Agreement between the network operator and the Application Service Provider envisaged in clause 6.2.8.1 of TS 26.288 [4]. In any case, the provisioning information shall include at least the parameters defined in table 4.5‑1 below:
Table 4.5‑1: Baseline provisioning information for data collection and reporting
	Parameter
	Description

	External Application Identifier
	The identifier used in reports sent to the Data Reporting AF. (This needs to be mapped to the Internal Application Identifier when exposing events to the NWDAF.)

	Internal Application Identifier
	The identifier used by the NWDAF when subscribing to events in the Data Reporting AF.

	Event ID
	The identifier of an AF event that will be exposed to event consumers as a result of the provisioning.

	Valid targets
	A parameter to control whether event consumers are permitted to filter events by External UE identifier or External Group Identifier when subscribing, instead of receiving events relating to all UEs.

	Parameters to be collected
	The subset of domain-specific parameters associated with the specified Evend ID to be collected by the Data Collection AF (subject to user consent).

	Data transformation recipe
	A set of instructions that enable the Data Collection AF to transform received data reporting records into one or more exposed events. These transformations may involve aggregation/consolidation/summarisation of collected parameter values, anonymisation of collected parameters,



4.6	Configuration information for data collection and reporting clients
Editor’s Note: Stage 2 data model retrieved from the Data Collection AF by its data reporting clients.
All clients of the Data Collection AF wishing to report data shall first obtain a data collection and reporting configuration from the Data Collection AF at reference point R1, R2 or R4 (as appropriate). The data collection and reporting configuration shall include at least the parameters defined in table 4.6‑1 below:
	Parameter
	Description

	External Application Identifier
	Identifies the UE Application to which this data collection and reporting configuration pertains.
Quoted in reports sent to the Data Reporting AF.

	Parameters to be collected
	The subset of domain-specific parameters associated with the specified Evend ID to be collected by the Data Collection AF (subject to user consent).



Editor’s Note: When requesting configuration, additional information needs to be passed across the R6 client API (then R2) to realise the "authentication information that enables the [Data Collection] AF to verify the auhtentictiy of the UE's Application that provides data" as envisaged in clause 6.2.8.1 of TS 23.288 [4].
4.7	Information included in data reports to the Data Collection AF
Table 4.7‑1: Baseline information for data reporting
	Parameter
	Description

	External Application Identifier
	Identifies the UE Application to which this data report pertains.

	Collected parameters
	The subset of domain-specific parameters associated with the specified Evend ID to be collected by the Data Collection AF (subject to user consent).



Editor’s Note: When reporting data, additional information needs to be passed across the R6 client API (then R2) to realise the "authentication information that enables the [Data Collection] AF to verify the auhtentictiy of the UE's Application that provides data" as envisaged in clause 6.2.8.1 of TS 23.288 [4].
END OF CHANGES
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