

	
3GPP TSG-S4 Meeting Post #116-e MBS AHG Call	S4aI211260
Online, 2nd  December 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	26.531
	CR
	
	rev
	
	Current version:
	0.1.2
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Procedures for Access Restriction – Stage 2

	
	

	Source to WG:
	Qualcomm Incorporated

	Source to TSG:
	S4

	
	

	Work item code:
	EVEX
	
	Date:
	4th November 2021

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	Introduces the provisioning for access profiles.

	
	

	Summary of change:
	

	
	

	Consequences if not approved:
	

	
	

	Clauses affected:
	4.5

	
	

	
	Y
	N
	
	

	Other specs
	
	
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


	First Change


[bookmark: _Toc85729362]4.5	Information security model
4.5.1	Transport Security
An encrypted data transfer protocol shall be employed at reference point R2 to protect the secrecy and integrity of collected UE data in transit between the Direct Data Collection Client and the Data Collection AF.
Editor’s Note: Provide normative description of stage 2 information security model, including the concept of “access level”.
For example, the Application Service Provider, as provider of the UE Application, is granted complete and fine-grained access to UE data reports pertaining to that application, whereas the NWDAF is granted partial and coarse-grained access to that data, possibly in aggregated and anonymized form, under Application Service Provider control. The Application Service Provider is able, through provisioning, to authorise event exposure for each of the specified access levels.

4.5.2	Access Profile Data Model
The data model for provisioning the access profile is specified in Table 4.5.2-1. 
Table 4.5.2-1 Definition of AccessProfileConfiguration
	Property name
	Type
	Cardinality
	Usage
	Description

	AccessProfileConfiguration
	Object
	1..1
	C:RW
U:RW
	Provides a configuration of the access profiles to limit the level of access to the collected data during event exposure.

	    AccessProfiles
	Object
	1..n
	C:RW
U:RW
	One or more access profile defintions, where each access profile defines a level of access.

	          ProfileId
	string
	1..1
	C:RW
U:RW
	A unique identifier of this access profile.

	          AuthorizationURL
	string
	0..1
	C:RW
U:RW
	The URL that should be used to authorize for this level of access.

	          EventConfigurations
	Object
	1..n
	C:RW
U:RW
	The access configurations for all event data that is offered by this access profile.

	               EventId
	string
	1..1
	C:RW
U:RW
	An identifier of the event for which access is restricted by this EventConfiguration.

	               TimeAccess
	Object
	1..n
	C:RW
U:RW
	Configuration for access restrictions on the time dimension.

	                      Period
	
	1..1
	C:RW
U:RW
	the period of time over which access is to be aggregated.

	                      Unit
	
	1..1
	C:RW
U:RW
	The unit of time over which access is to be aggregated.

	                       AggregationFunctions
	Array
	1..n
	C:RW
U:RW
	the aggregation functions that must be applied over the event data to be exposed. At least one aggregation function from the list shall be applied.

	                UserAccess
	Object
	1..n
	C:RW
U:RW
	Configuration for access restrictions on the user dimension.

	                       GroupIds
	
	1..n
	C:RW
U:RW
	Identifier of the UE groups over which access is to be aggregated.

	                        UserIds
	
	1..n
	C:RW
U:RW
	Identifier of the UEs that build a group over which access is to be aggregated.

	                        LocationAreas
	LocationArea5G
	1..n
	C:RW
U:RW
	identifiers of location areas over which access is to be aggregated. Event data is grouped by the location of the UE during the data collection.

	                        AggregationFunctions
	Array
	1..n
	C:RW
U:RW
	the list of aggregation functions that need to be applied on the exposed data. At least one aggregation function shall be applied.



The allowed aggregation functions are:
· COUNT: the number of observed events
· AVG: the average of the values of the event
· MAX: the maximal observed value of the event
· MIN: the minimal observed value of the event
· SUM: the sum of the values of the event
· NONE: no aggregation is applied, and all values of the event are returned
The procedure for access authorization is depicted by the following call flow:


The steps are:
1. The ASP provisions the data collection and the report exposure functionality using the R1 interface.
2. The DCAF sends the reporting configuration to the data collection clients such as on the UE and starts receiving reports using the R2 interface.
3. An event consumer sends a subscription request to the DCAF to receive reports on the R6 interface
4. The DCAF redirects the event consumer to the authorization Application Server to get access based on the requested access profile.
5. The event consumer contacts the authorization AS with its authorization credentials and the requested access profile.
6. If access is granted, the authorization AS responds with an access token that is valid for a specific period of time and for the allowed access profile.
7. The event consumer resends the subscription request with the access token to the DCAF
8. The DCAF may verify the access token with the authorization server, or it may verify it locally
9. If verification is successful, the DCAF approves the subscription request for the allowed access profile
10. The DCAF sends notifications about reports to the event consumer.
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