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[bookmark: _Toc67898836]5.3	Traffic Identification
5.3.1	Description
For different features within the 5G Media Streaming Architecture, it is necessary for the 5G System to identify the traffic flows. The increased usage of transport encryption (e.g. HTTPS) increases the difficulty of detecting the packets for certain application flows. Existing detection methods, such as using “significant parts of the URL to be matched” (contained in a Packet Flow Description, see below), are impractical for HTTPS traffic, since the URL is carried in the encrypted payload.
Multimedia streaming applications might not be able to uniquely identify the 5-tuple of the streaming session, since the 5-tuples are often changing. This is due to factors such as load balancing, CDN distribution, multiple concurrent requests for different types of resources, etc. This study will address how to properly configure the 5G System to enable efficient detection of application flows (service data flows) e.g. for event reporting, and QoS profile usage, etc.
Figure 5.3.1-1 depicts the chain of functions (taken from TS 29.244 [26], Figure 5.2.1-1) within an UPF for incoming IP packets (from DN side). The UPF always first looks up the PFCP session to which a packet belongs. The PFCP session is similar to a PDU session. Then there are so-called Packet Detection Rules (PDR), which implement traffic identification with respect to different conditions.


Figure 5.3.1-1: Packet processing flow in the UP function (Figure 5.2.1-1 from TS 29.244 [26])
Based on the PDR result, the next rules are executed, namely Multi-Access Rule (MAR), Forward Action Rule (FAR), QoS Enforcement Rule (QER), and Usage Reporting Rule (URR).
Only the Forward Action Rule (FAR) is mandatory. The QoS Enforcement Rule (QER) is only present for QoS Flows. The Usage Reporting Rule (URR) is only available when traffic volume measurements (e.g. for charging) are needed.
The Packet Detection Rule (PDR) is based on Service Data Flow Templates, which contain one or more Service Data Flow (SDF) Filters or an Application Identifiers. An Application Identifier refers to one or more Packet Flow Descriptions (PFDs).
A Service Data Flow (SDF) Filter contains a single IP Packet filter, i.e. any combination of 
-	Source/destination IP address or IPv6 prefix.
-	Source / destination port number.
-	Protocol ID of the protocol above IP/Next header type.
-	Type of Service (TOS) (IPv4) or Traffic class (IPv6) and Mask.
-	Flow Label (IPv6).
-	Security parameter index.
-	Packet Filter direction.
The application detection filter can also be configured in the SMF and the SMF then provides it in the Service Data Flow filter to the UPF, as well as flow information for traffic handling in the UPF received from the dynamic PCC Rule. The flow information includes the Flow Description (contains an IpFilterRule adopted from the Diameter Base Protocol [27]), Type of Service, flow label and security parameter index for traffic identification.
Besides, the Management of Packet Flow Descriptions enables the UPF to perform accurate application detection when PFD(s) are provided by an Application Service Provider (ASP) and then to apply enforcement actions as instructed in a PCC Rule.
The operator is able to configure pre-defined PCC Rules in the SMF or dynamic PCC Rules in the PCF that include at least an application identifier for service data flow detection, charging control information, i.e. charging key and optionally a Sponsor identifier or an ASP identifier or both. Depending on the service level agreements between the operator and the Application Server Provider, it may be possible for the ASP to provide to the SMF individual PFDs or the full set of PFDs for each application identifier maintained by the ASP via the PFD Management service in the NEF (PFDF). The PFDs become part of the application detection filters in the SMF/UPF and are thereafter used as part of the logic to detect traffic generated by an application. The ASP may remove or modify some or all of the PFDs which have been provided previously for one or more application identifiers. The SMF may report the application stop to the PCF for a application instance identifier as defined in clause 5.8.2.8.4 of TS 23.501 [5] if the removed/modified PFD in SMF/UPF would result in an inability to detect traffic for that application instance.
The ASP manages (i.e. provisions, updates, deletes) the PFDs through the NEF (PFDF). The PFD(s) are transferred to the SMF through the NEF (PFDF). The PFDF is a logical functionality in the NEF which receives PFD(s) from the ASP through the NEF, stores the PFD(s) in the UDR and provides the PFD(s) to the SMF(s) either on the request from ASP PFD management through NEF (PFDF) (push mode) or on the request from SMF (pull mode). Finally, the PFDF functionality is a service provided by the NEF.
The ASP may provide/update/remove PFDs with an allowed delay to the NEF (PFDF). Upon reception of the request from the ASP, the NEF (PFDF) checks if the ASP is authorized to provide/update/remove those PFD(s) and request the allowed delay. The NEF (PFDF) may be configured with a minimum allowed delay based on SLA to authorize the allowed delay provided by the ASP. When both the requesting ASP and the requested allowed delay are successfully authorized, the NEF (PFDF) translates each external Application Identifier to the corresponding Application Identifier known in the core network. The NEF (PFDF) stores the PDF(s) into the UDR.
The Application Identifier is simply an index to a set of application detection rules configured in the UPF. It is an identifier that can be mapped to a specific application traffic detection rule.
The procedure is depicted Figure 5.3.1‑2 below:


Figure 5.3.1‑2: 
The PFD (Packet Flow Description) is a set of information enabling the detection of application traffic.
Each PFD may be identified by a PFD ID. A PFD ID is unique in the scope of a particular Application Identifier. Conditions for when a PFD ID is included in the PFD are described in TS 29.551 [6]. There may be different PFD types associated with an Application Identifier.
A PFD includes a PFD ID; and one or more of the following:
-	3-tuple(s) including protocol, server-side IP address and port number.
-	the significant parts of the URL to be matched, e.g. host name.
-	a domain name matching criterion and information about applicable protocol(s).
image1.emf
PDR

Packet In Packet Out

PDR

PDR

PDR

PFCP 

session·s 

PDR look up

(find 

matching 

PDR of the 

PFCP session 

with highest 

precedence)

...

Apply Instructions set in the 

matching PDR

MARs

PFCP 

Session look 

up

(find PFCP  

session with 

a matching 

PDR )

FARs

QERs URRs


Microsoft_Visio_2003-2010_Drawing.vsd
PDR


PDR


PDR


PDR


Packet In


Packet Out


PFCP session’s PDR look up
(find matching PDR of the PFCP session with highest precedence)


...


Apply Instructions set in the matching PDR



MARs


PFCP Session look up
(find PFCP  session with a matching PDR )


FARs


QERs


URRs



image2.emf
 

  SMF  

-      

4 .  N nef _PFDManagement_Fetch   Response  

1 .  N nef _PFDManagement_Fetch   

NEF (PFDF)  

  UDR  

2.  Nudr_ DM _Query  

3 .N udr_ DM _Query response  


oleObject1.bin


NEF(PFDF)







 







-







4. Nnef_PFDManagement_Fetch Response







3.Nudr_DM_Query response







2. Nudr_DM_Query







 UDR







 SMF







1. Nnef_PFDManagement_Fetch 












