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Intellectual Property Rights
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Pursuant to the ETSI IPR Policy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Report (TR) has been produced by ETSI Technical Committee Lawful Interception (LI).

Introduction

The present document focuses on intercepting IP data in relation to the use of Wireless LAN based Internet Access Services and is to be used in conjunction with the TS 102 234 [1]. In the latter document the interception of various types of Internet Access data is described.

1
Scope

The present document provides an overview of the issues and challenges regarding the Lawful Interception of Public Internet Access by means of Wireless LAN technology as defined in the IEEE 802.11 [1] specification and possible approaches for dealing with these issues, considering different architectures and business models.

The present document is applicable to public Internet access. The private use of Wireless LAN technology is excluded.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by publication date and/or edition- or version number) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at http://docbox.etsi.org/Reference.

[1]
ETSI TS 102 232: "Telecommunications security; Lawful Interception (LI); Handover Specification for IP Delivery".

[2]
IEEE 802.11

---------------------


ETSI ES 201 671: "Telecommunications security; Lawful Interception (LI); Handover interface for the lawful interception of telecommunications traffic".


ETSI TS 102 234: "Telecommunications security; Lawful Interception (LI); Service specific detail for Internet Access".


IETF RFC 2131: "Dynamic Host Configuration Protocol".


IETF RFC 2865: "Remote Authentication Dial In User Service (RADIUS)".


IETF RFC 2866: "RADIUS Accounting".


IETF RFC 3046: "DHCP Relay Agent Information Option".
3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TS 102 234 [1] and the following apply:

<new definitions>

3.2
Abbreviations

For the purposes of the present document, the following abbreviations apply:

LI
Lawful Interception

CC
Content of Communication

IRI
Intercept Related Information

LAN
Local Area Network

WAP
Wireless Access Point

[list abbreviations FFS]

AAA
Authentication, Authorization and Accounting

AP
Access Provider

BOOTP
BOOTstrap Protocol

CSP
Communications Service Provider (covers all AP/NWO/SvP)

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

DSL
Digital Subscriber Line

HI1
Handover Interface 1 (for Administrative Information)

HI2
Handover Interface 2 (for Intercept Related Information)

HI3
Handover Interface 3 (for Content of Communication)

IAP
Internet Access Provider

IAS
Internet Access Service

ISP
Internet Service Provider

LEA
Law Enforcement Agency

LEMF
Law Enforcement Monitoring Facility

MAC
Media Access Control

NWO
NetWork Operator

QoS
Quality of Service

RADIUS
Remote Authentication Dial In User Service

SvP
Service Provider

TCP
Transmission Control Protocol

UDP
User Datagram Protocol

4
Public Internet access over Wireless LANs

The basis for this section is to be taken from Rap08-td012r1 which will be revised by Robin in line with the agreed structure of this section

4.1
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Service architectures

4.3.1 Basic structure

4.3.2 Central access control and backhaul to the Internet
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5
Lawful Interception of Public Wireless LAN Internet access

5.1
Lawful Interception requirements

5.1.1
Relation to other standards

5.1.2 Wireless LAN Specific requirements

5.2
Lawful Interception reference model

The basis for this section is to be taken from section 1 of Rap08-td008 which will be revised by Scott to align with ETSI/TC L terminology

5.2.1
Generic LI architecture

5.2.2 Description of functional elements

5.3
Lawful Interception issues

5.3.1 Identification of the target

5.3.2 Multi - provider environment
5.3.3
Capabilities of Wireless Access Points 

5.3.4
Availability of Intercept Related Information

5.3.5
Availability of Content of Communication

5.3.6 Security of the Wireless Access Points

5.4
Lawful Interception solution approaches (FFS)

The basis for this section is to be taken from Rap08-td002 and Rap08-td013.

6
Conclusion and recommendations

6.1
Conclusions

6.2
Recommendations
Annex A (informative):
Information flows on X1

[depending on decision of AT-D]
[This annex needs to be updated in line with the terminology used in the main body of the document;
 this annex is taken from draft TS 101 909-20-2]

This annex describes the requirements for interface X1. It introduces the required information flows as well as the required data for both the IRIIF and the CCIF. For the purpose of simplification of the diagrams IRIIF and CCIF are both called Lawful Interception Function (LIF) in this clause.

It is not the intention of this annex to define a protocol for X1. It rather aims to show which kind of information is necessary to be contained in the communication between LIAF and a LIF. The means of transport may be UDP, TCP or embedded in an application protocol such as SNMP or COPS.

A.1
Activation of LI

Clause (reference to LIAF definition) shows a list of data available at the LIAF. This information has to be conveyed to the LIF for the activation of the LI.

The information passed from the LIAF to the LIF for the purpose of the activation of LI shall include at least:

· LIID

· Identities to intercept

· Start, stop time, respectively the duration of the interception

· Destination address of the DF for IRI, CC

· Credentials to fulfil the security service requirements for the delivery to the DF

Figure A.1 illustrates the information flow for the activation of LI. Depending on the architecture that implements this flow the LIF may be either the AM, PS or CMTS. The number of concurrent LI activations in one message is an implementation issue and may or may not be allowed by the chosen protocol. However, the activation of an entered LI at the HI1 shall be forwarded to the LI functions immediately on reception.
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Figure A.1: Information flow for the activation of LI

Table A.1 lists the parameters of the message LI_Activation_Req. For a detailed break-down of all parameters please see Annex C, the ASN.1 encoding.

Table A.1: Message LI_Activation_Req

	Parameter name
	Status
	Description

	ProtocolVersion
	M
	Version number of the protocol

	LIID
	M
	The identifier for the interception

	Timestamp
	M
	Time of sending for sequencing of information and for application layer security measures

	CryptoCheckSum
	O
	Checksum for application layer security, like integrity and source authentication

	TargetAddress
	M
	Application level address of the target to intercept; may be a.o. a telephone number

	TargetName
	O
	Name of the target

	AdditionalTargetData
	O
	Additional information about the target

	MonitorServiceList
	M
	A List of services to intercept

	LIDFIRIAddress
	O
	Transport address of the LIDF to send intercepted IRI data to; be negotiated on the fly

	LIDFCCAddress
	O
	Transport address of the LIDF to send intercepted CC data to; be negotiated on the fly

	LIParameterList
	O
	List of additional parameters like traffic filters


Table A.2 illustrates the answer of the LIF, message LI_Activation_Ack
Table A.2: Message LI_Activation_Ack

	Parameter name
	Status
	Description

	ProtocolVersion
	M
	Version number of the protocol

	LIID
	M
	The identifier for the interception

	Timestamp
	M
	Time of sending for sequencing of information and for application layer security measures

	CryptoCheckSum
	O
	Checksum for application layer security, like integrity and source authentication

	ActivationResult
	M
	Result of the activation operation


A.2
Modification of LI

This information flow is used to update a LI activity, e.g. to change the interception period or the communication identity used by the target.

Important information that shall be conveyed includes:

· LIID

· Parameters to be changed

The information flow is depicted in figure A.2. The message to acknowledge the request contains the positive or negative result of the processed request.
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Figure A.2: Information flow for the modification of an LI activity

Table A.3 lists the parameters of the message LI_Modification_Req.
Table A.3: Message LI_Modification_Req

	Parameter name
	Status
	Description

	ProtocolVersion
	M
	Version number of the protocol

	LIID
	M
	The identifier for the interception

	Timestamp
	M
	Time of sending for sequencing of information and for application layer security measures

	CryptoCheckSum
	O
	Checksum for application layer security, like integrity and source authentication

	LIMediationEntry
	O
	It contains the required parameters for a session between the LIDF and a LIF

	LIStreamEntry
	O
	It allows the definition of a particular stream to be used for the interception

	LIIPStreamEntry
	O
	It specifies an IP traffic filter for the stream

	LI802StreamEntry
	O
	It specifies a MAC traffic filter for the stream


Table A.4 illustrates the answer of the LIF, message LI_Modification_Ack
Table A.4: Message LI_Modification_Ack

	Parameter name
	Status
	Description

	ProtocolVersion
	M
	Version number of the protocol

	LIID
	M
	The identifier for the interception

	Timestamp
	M
	Time of sending for sequencing of information and for application layer security measures

	CryptoCheckSum
	O
	Checksum for application layer security, like integrity and source authentication

	ModificationResult
	M
	Result of the modification operation


A.3
Deactivation of LI

This flow is used to deactivate the LI of an LIID's identity or of all LIID related interceptions, as implemented. The required fields are:

· LIID

· CID

This request may be used to stop an ongoing interception for a certain commnication identity before the interception period is finished. Reasons for such requests may include that the interception of a certain communication service is no longer required. The information flow is shown in figure A.3.
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Figure A.3: Information flow for the deactivation of an LI activity

Table A.5 lists the parameters of the message LI_Deactivation_Req.
Table A.5: Message LI_Deactivation_Req

	Parameter name
	Status
	Description

	ProtocolVersion
	M
	Version number of the protocol

	LIID
	M
	The identifier for the interception

	Timestamp
	M
	Time of sending for sequencing of information and for application layer security measures

	CryptoCheckSum
	O
	Checksum for application layer security, like integrity and source authentication

	DeactivateServiceList
	O
	It specifies the services for which interception shall be ceased


Table A.6 illustrates the answer of the LIF, message LI_Deactivation_Ack
Table A.6: Message LI_Deactivation_Ack

	Parameter name
	Status
	Description

	ProtocolVersion
	M
	Version number of the protocol

	LIID
	M
	The identifier for the interception

	Timestamp
	M
	Time of sending for sequencing of information and for application layer security measures

	CryptoCheckSum
	O
	Checksum for application layer security, like integrity and source authentication

	DeactivationResult
	M
	Result of the deactivation operation


A.4
Interrogation of LI

This information flow allows for requesting status information about certain LI activities at the LIF. The following fields shall be included:

· LIID

· Relevant CID

· Type of requested information

Figure A.4 demonstrates the corresponding message exchange.
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Figure A.4: Information flow for requesting status about an LI activity

Table A.7 lists the parameters of the message LI_Interrogation_Req.
Table A.7: Message LI_Interrogation_Req

	Parameter name
	Status
	Description

	ProtocolVersion
	M
	Version number of the protocol

	LIID
	M
	The identifier for the interception

	Timestamp
	M
	Time of sending for sequencing of information and for application layer security measures

	CryptoCheckSum
	O
	Checksum for application layer security, like integrity and source authentication

	LIInterogateList
	M
	A list of parameters to be retrieved from the LIF


Table A.8 illustrates the answer of the LIF, message LI_Interrogation_Resp
Table A.8: Message LI_Interrogation_Resp

	Parameter name
	Status
	Description

	ProtocolVersion
	M
	Version number of the protocol

	LIID
	M
	The identifier for the interception

	Timestamp
	M
	Time of sending for sequencing of information and for application layer security measures

	CryptoCheckSum
	O
	Checksum for application layer security, like integrity and source authentication

	ModificationResult
	O
	Result of the modification operation

	LIMediationEntry
	O
	Describes where intercepted data shall be sent to at the LIDF

	DevceCapabilities
	O
	Describes the interception capabilities of the LIF

	LIIPStreamCapabilities
	O
	Describes the capabilities for the specification of IP traffic filters

	LI802StreamCapabilities
	O
	Describes the capabilities for the specification of MAC traffic filters

	LIStreamEntry
	O
	Describes the current stream that is intercepted

	LIIPStreamEntry
	O
	Describes the current IP traffic filters

	LI802StreamEntry
	O
	Describes the current MAC traffic filters
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