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Abstract of the contribution: SA3 is studying the security implications of many new NTN architectures, including two new modes of operation: Store-And-Forward and UE-Satellite-UE. This paper seeks feedback from SA3LI on any regulatory issues with these new modes, and any work which may be required in SA2, SA3 or SA3LI.
Context
SA3LI has previously placed requirements on 3GPP Non-Terrestrial Networks (“NTNs”), specifically that they shall:

· In general support the same regulatory requirements as terrestrial networks.
· Additionally, support mechanisms such that, for UEs served in jurisdictions where LI is required to be carried out in-country, the NTN will route sufficient signalling through that country for LI to be performed.

· Obtain sufficiently accurate location information during registration that the NTN can determine when such in-country routing is required.

These requirements are challenging enough, even when the network deployment models consider that all the core network functions remain on the ground behind the NTN interworking function. 

SA2 is considering new satellite architectures in TR 23.700-29. SA3 is considering the security aspects of these in TR 33.700-29. These new architectures consider many more network functions being placed on the satellite itself. TR 23.700-29 states that at least the eNB/gNB will be on the satellite, with various architectures considering other access network and IMS functions (including UPF, AMF and IMS-AGW) being deployed on the satellite too.
SA3 has recognised that this may well cause additional problems for LI, and have said so in the scope of TR 33.700-29:
The impact on regulatory services in the context of 5G satellite access. In particular, the assessment of the potential impact to lawful intercept in regenerative, Store and Forward (S&F), and UE-satellite-UE communication enhancement architecture.

This paper gives examples of some of these architectures and invites comments and suggestions from SA3LI on what additional risks they pose to LI and what actions should be taken (in SA3LI, SA3 or SA2) to mitigate them.
UE-Satellite-UE operation

TR 23.700-29 Key Issue #3 (clause 5.3) sets out a need to support UE-satellite-UE communications, defined as:

[…] communication between UEs under the coverage of one or more serving satellites without the user plane traffic going through the ground network.

There are currently nine proposed solutions in TR 23.700.29 (28-33 and 40-42). All of them consider the UPF onboard the satellite to perform local routing of user-plane traffic, as per Figure 6.28.1-1:
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Solution #28 specifically considers the ability for the P-CSCF to determine if UE-Satellite-UE communications is allowed, which in principle permits the “in-country routing” requirement to be met (assuming the P-CSCF has sufficiently accurate knowledge of both UE’s locations).
Solutions 32,33, 41, 42 consider the IMS-AGW on the satellite in various configurations (including having the AGW on one satellite an d the UPF in another), as shown in Figure 6.32.1.1-1:
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TR 23.700-29 clause 5.3.1 contains the following NOTE:
NOTE 2: Coordination with SA WG3-LI is required before any potential solutions are concluded on to ensure they meet all regulatory requirements.

See also discussion document S3-240606 from Ericsson, which highlights the potential security and regulatory issues arising from putting part of the IMS network on the satellite.
Questions to SA3LI: 

· What are the implications of these solutions for both AN (i.e. UPF) interception and IMS interception?

· Is any action required by SA3LI (i.e. updating of TS 33.127/128) to take account of these solutions?
· Is any action required in SA2 or SA3 (e.g. LS into SA2, SA3LI contributions to the evaluations of any of these solutions)?

Store and Forward

TR 23.700-29 Key Issue #2 (clause 5.2) sets out a need to support Store and Forward (S&F) operation, where connectivity is intermittent for both uplink and downlink; the satellite may connect to a UE at one moment in time, and connect to a ground station at a separate, later point in time. Since the satellite may not be connected to both UE and ground station at the same time, messages are stored on the satellite between these times. The principal applications appear to be CIoT and SMS. 
There are currently 19 proposed solutions in TR 23.700.29 (11-27 and 37-39). They vary widely in approach, particularly with respect to how many functions are places on the satellite.
Solution 19 creates a UE “proxy”, meaning all the network elements (including any LI functions) remain on the ground, as shown in figure 6.19.1-1 below.
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Solutions 20 and 21 place the eNB on the satellite, but no other network functions, as shown in figure 6.21.1-1 below.
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Solutions 11,12, 13, 14, 22 and 23 consider the MME onboard the satellite, as shown in Figure 6.11.2-1 below. In some (but not all) solutions, this MME is “split” with a partner MME on the ground. 
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Solutions 15, 16 and 39 consider the MME, S-GW and P-GW onboard the satellite, which some solutions refer to as a combined “C-SGN-SAT” node, as shown in figure 6.15.1-2 below. As shown in the figure, this solution considers a similar “split” implementation, although not all solutions do.
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Solution 17 places the MME and S-GW on the satellite alongside a SCEF, but leaves the P-GW on the ground, as shown in Figure 6.17.1.2 below.
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Solution 18 places the MME and the HSS on the satellite. No diagram is provided in the solution.
Solution 37 has AMF on satellite, split with another AMF on the ground, as shown in Figure 6.37.3.1-1 below.
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Solution 24 appears to place all of the network functions on the satellite, as shown in Figure 6.24.1-2. Solution 27 places the gNB and UPF on board, which perhaps means it can be considered alongside the UE-Satellite-UE solutions in the previous section.
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TR 23.700-29 clause 5.2.1 contains the following NOTE:

NOTE 2: Coordination with SA3-LI on LI aspects is needed
Questions to SA3LI: 

· What is SA3LI’s assessment of the impacts of these various S&F modes, particularly with respect to the requirements for in-country LI, and for the ability of an LEA to provision targets securely as required by TS 33.126?
· Are there any basic principles which we can draw out which could be easily articulated to SA2 via an LS in order to help them prioritise or down-select between their proposed solutions? (For example: is placing NFs which contain LI functions acceptable? Does it become more acceptable if they are “split” such that the terrestrial component can be located in the UE’s country?)
· What further action (if any) is required in SA2 or SA3?
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