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Abstract of the contribution: SA3 is studying the security implications of PLMN-hosted NPNs. This work has revealed some potential LI issues. This paper seeks to gather SA3LI’s views on any potential issues, and on whether additional work is required in either SA3LI or SA3.
Context
SA3 is studying the security aspects of a PLMN-hosted non-public networks (“NPNs”) in TR 33.757. These appear to be a subset of Public Network Integrated NPNs (“PNI-NPNs”) where the NPN has requested NFs to be deployed within the NPN’s operational domain (and likely on their premises) for performance or privacy reasons.
The current work seems to consider at least two distinct deployment models; one involves deploying only an SMF within the NPN’s operational domain, and one where the AMF, SMF and UPF are all deployed within the NPN’s operational domain.
SA3LI has previously stated via LS to SA2 that NPNs must be able to support the same regulatory obligations as regular PLMNs. For NPNs which are standalone (SNPN) or which are only coupled to a PLMN via RAN sharing, then the LI functions should operate as normal. However, the deployment models being considered by TR 33.757 involve network functions being distributed between the PLMN and NPN, which may impact the operation of the LI functions.
Each of the deployment models is considered separately below, together with questions for consideration by SA3LI.
UPF-only NPN deployment.

This deployment is considered in TR 33.757 Figure 4-1, reproduced below for convenience:
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Key issue #1 of TR 33.757 considers the security implications of having the N4 interface between SMF and UPF cross a trust boundary. SA3LI is invited to consider the implications of this, specifically:

1. How does SA3LI see TS 33.128 being used to perform interception in this instance? For example, would an LEA attempting to perform LI with such a deployment:

a. Serve the warrant on the hosting PLMN but block the LI_T2/T3 interface for security reasons, meaning that no content will be intercepted?
b. Serve the warrant on the PLMN and insist that the PLMN controls the POI in the NPN’s UPF via LI_T2/LI_T3 (i.e. as if the UPF were still in the PLMN), giving normal LI operation but requiring that LI_T2/LI_T3 operates across a trust boundary between two different organisations?
c. Disallow this deployment model?
2. Does SA3LI see any additional regulatory issues from this deployment model (e.g. lack of knowledge of the subscriber in the PLMN)?

3. Does SA3LI see additional security issues from having LI_T2/T3 endpoints exposed in the UPF (i.e. a threat that some actor may be able to operate the LI functions in the UPF from outside the NPN)? For example:
a. SA3LI asserts that the authentication and authorisation procedures in TS 33.128  / TS 103 221-1 are sufficient to mitigate any such issues (i.e. such interfaces are always an attack surface; this deployment model is no different).
b. SA3LI sees additional security issues which should be addressed by SA3LI or ETSI TCLI via TS 33.128 / TS 103 221-1.
c. SA3LI sees additional security issues which should be raised in SA3 via a Key Issue to TR 33.757.

AMF / SMF / UPF NPN deployment.

This deployment is considered in TR 33.757 Figure 4-2, reproduced below for convenience:
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Key issue #3 of TR 33.757 considers the privacy implications of exposing the SUPI to the NPN, with a view to withholding the SUPI from the NPN so that the NPN cannot “track” or launch DoS attacks against users via SUPI.

1. Does SA3LI see any issues should the Key Issue result in the SUPI being withheld from the NPN? Does the general VPLMN requirement from TS 33.126 apply (i.e. since an NPN can attract the same obligations as a PLMN, the NPN must be able to support the same requirements as a PLMN, which includes interception by SUPI)? If so, what action is required by SA3LI?

2. Is SA3LI otherwise content that regulatory obligations in an NPN deployed this way could be met by tasking the AMF and SMF as in a regular PLMN (assuming that suitable target identifiers can be determined)

3. Does SA3LI see any other issues with this deployment model that require attention in either SA3 or SA3LI?
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