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BACKGROUND
[bookmark: _Hlk108028093]The TS 33.127, TS 33.128 and TR 33.928 provide the stage 2, stage 3 and ADMF provisioning aspects of STIR/SHAKEN related lawful interception (LI) reporting. Such reporting happens when the calling party related information, redirecting party information are signed and verified for an IMS voice call. 
The NFs that provide the POI functions for STIR/SHAKEN related reporting can be different from the NFs that provide the POI functions for the associated IMS sessions. Differing deployment options, call types, the presence of Rich Call Data (RCD), the target type have an influence in determining which the NFs provide the POI functions for STIR/SHAKEN. 
The set of pCRs follow the groupings as shown below: 
1. Introduction which also includes a background. 
2. Extending the background - NF selection algorithm for STIR/SHAKEN POIs. 
3. STIR/SHAKEN and IMS POIs.
4. Reporting at the originating network domain - there are multiple cases here.
5. Reporting at the terminating network domain - there are multiple cases here.
6. Reporting in the intermediate network domain - there are multiple cases here.
This pCR is on 1. Introduction which also includes a background and the scope. Because this is a pCR, the clause numbers are pre-selected to help the editor. 
PROPOSAL
Incorporate the following to the TR 33.929. 
4.10	STIR/SHAKEN related LI reporting 
4.10.1	General
4.10.2	Background
4.10.3	IMS LI and STIR/SHAKEN LI
4.10.3.1	General
4.10.3.2	Originating IMS network – IBCF interacts with the Signing AS
4.10.3.3	Terminating IMS network – IBCF interacts with the Verification AS 
4.10.3.4	Originating IMS network – Telephony AS interacts with the Signing AS
4.10.3.5	Terminating IMS network – Telephony AS interacts with the Verification AS 
4.10.3.5.1	General 
4.10.3.5.2	Intra-CSP IMS session signing is required 
4.10.3.5.3	Intra-CSP IMS session signing is not required 
4.10.3.5.3.1	Simple scenarios
4.10.3.5.3.2	Complex scenarios
Scenario 1: Intra-CSP IMS session. A calls B (target). 
The S-CSCF (B) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (B) provides the IRI-POI functions for IMS LI with the alternate option. 

Figure 4.10.3.5.3.2-1: Scenario 1 – A calls B (target)
The left part of the diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. From STIR/SHAKEN perspective, the top part of the diagram shows the expected system behaviour since this is an intra-CSP IMS session and the signing/verification for an intra-CSP IMS session is not required. The bottom part of the diagram shows what could possibly happen with the CSP choice of AS for interacting with the Signing AS and Verification AS. 
When the CSP choice is AS to interact with the Signing AS, the AS (A) may authenticate/sign A’s identity if it does not know that the current session is an intra-CSP IMS session. When that happens, AS (B) would interact with the Verification AS to validate the received signature in the PASSporT. In this case, the AS (B) would provide the IRI-POI functions for the STIR/SHAKEN related LI reporting with the Validation Result for target B. 
Redirected sessions 
Scenario 2: A calls B, redirected to C (target). 
A (originating network) calls B, redirected to C. B and C are in the terminating network. C is the target. 
The S-CSCF (C) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (C) provides the IRI-POI functions for IMS LI with the alternate option. 


Figure 4.10.3.5.3.2-2: Scenario 2 – A calls B redirected to C (target) 
The left part of diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. 
From STIR/SHAKEN perspective, the top part of the diagram shows the expected system behaviour since the redirected leg of the session is an intra-CSP IMS session and the signing/verification for an intra-CSP IMS session is not required. In this case, the AS (B) that interacts with the Verification AS to validate the received signature in the PASSporT provides the IRI-POI functions for the STIR/SHAKEN related LI reporting with the Validation Result for the target C. 
However, the bottom part of the diagram shows what could possibly happen with the CSP choice of AS for interacting with the Signing AS and Verification AS. When the CSP choice is AS to interact with the Signing AS, the AS (B) may authenticate/sign B’s identity if it does not know that the redirected leg of the IMS session is an intra-CSP IMS session. When that happens, AS (C) would interact with the Verification AS to validate the received signature in the PASSporT. In this case, the AS (C) that interacts with the Verification AS to validate the received signature in the PASSporT provides the IRI-POI functions for the STIR/SHAKEN related LI reporting with the Validation Result for the target C. 
Scenario 3: A calls B (target), redirected to C. 
A (originating network) calls B, redirected to C. B and C are in the terminating network. B is the target. 
The S-CSCF (B) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (C) provides the IRI-POI functions for IMS LI with the alternate option. 


Figure 4.10.3.5.3.2-3: Scenario 3 – A calls B (target) redirected to C 
The left part of diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. 
From STIR/SHAKEN perspective, the top part of the diagram shows the expected system behaviour since the redirected leg of the session is an intra-CSP IMS session and the signing/verification for an intra-CSP IMS session is not required. The bottom part of the diagram shows what could possibly happen with the CSP choice of AS for interacting with the Signing AS and Verification AS. When the CSP choice is AS to interact with the Signing AS, the AS (B) may authenticate/sign B’s identity if it does not know that the redirected leg of the IMS session is an intra-CSP IMS session. When that happens, AS (C) would interact with the Verification AS to validate the received signature in the PASSporT. 
In all cases, the AS (B) that interacts with the Verification AS to validate the received signature in the PASSporT provides the IRI-POI functions for the STIR/SHAKEN related LI reporting with the Validation Result for the target B. 
In addition, the AS (B) that interacts with the Signing AS to authenticate/sign B’s identity provides the IRI-POI functions for the STIR/SHAKEN related LI reporting for the target B. Signing part of STIR/SHAKEN related LI reporting when AS interacts with the Signing AS is further illustrated clause 4.10.3.4. 
Scenario 4: A (target non-local ID) calls B, redirected to C. 
A (originating network) calls B, redirected to C. B and C are in the terminating network. A is the target non-local ID in the terminating network. 
The IBCF provides the IRI-POI functions for IMS LI with the default option, and the S-CSCF (B) provides the IRI-POI functions for IMS LI with the alternate option. 


Figure 4.10.3.5.3.2-4: Scenario 4 – A (target non-local ID) calls B, redirected to C 
The left part of diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. 
From STIR/SHAKEN perspective, the top part of the diagram shows the expected system behaviour since the redirected leg of the session is an intra-CSP IMS session and the signing/verification for an intra-CSP IMS session is not required. The bottom part of the diagram shows what could possibly happen with the CSP choice of AS for interacting with the Signing AS and Verification AS. When the CSP choice is AS to interact with the Signing AS, the AS (B) may authenticate/sign B’s identity if it does not know that the redirected leg of the session is an intra-CSP IMS session. When that happens, AS (C) would interact with the Verification AS to validate the received signature in the PASSporT. 
In all cases, the AS (B) that interacts with the Verification AS to validate the received signature in the PASSporT provides the IRI-POI functions for the STIR/SHAKEN related LI reporting with the Validation Result for the target non-local ID A. 
Scenario 5: A (target non-local ID) calls B (target), redirected to C (target). 
A (originating network) calls B, redirected to C. B and C are in the terminating network. A is the target non-local ID in the terminating network. B and C are also targets in the terminating network 
For target non-local ID A: The IBCF provides the IRI-POI functions for IMS LI with the default option, and the S-CSCF (B) provides the IRI-POI functions for IMS LI with the alternate option. 
For target B: The S-CSCF (B) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (C) provides the IRI-POI functions for IMS LI with the alternate option. 
For target C: The S-CSCF (C) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (C) provides the IRI-POI functions for IMS LI with the alternate option. 



Figure 4.10.3.5.3.2-5: Scenario 5 – A (target non-local ID) calls B (target), redirected to C (target) 
The left part of diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. 
From STIR/SHAKEN perspective, the top part of the diagram shows the expected system behaviour since the redirected leg of the session is an intra-CSP IMS session and the signing/verification for an intra-CSP IMS session is not required. In this case, the AS (B) that interacts with the Verification AS to validate the received signature in the PASSporT provides the IRI-POI functions for the STIR/SHAKEN related LI reporting with the Validation Result for the target non-local ID A, target B and target C. 
The bottom part of the diagram shows what could possibly happen with the CSP choice of AS for interacting with the Signing AS and Verification AS. When the CSP choice is AS to interact with the Signing AS, the AS (B) may authenticate/sign B’s identity if it does not know that the redirected leg of the session is an intra-CSP IMS session. When that happens, AS (C) would interact with the Verification AS to validate the received signature in the PASSporT. In this case, the AS (B) that interacts with the Verification AS to validate the received signature in the PASSporT provides the IRI-POI functions for the STIR/SHAKEN related LI reporting with the Validation Result for the target non-local ID A and target B. The AS (B) that interacts with the Signing AS to authenticate/sign B’s identity provides the IRI-POI functions for STIR/SHAKEN related LI reporting for target B. The AS (C) that interacts with the Verification AS to validate the received signature in the PASSporT provides the IRI-POI functions for the STIR/SHAKEN related LI reporting with the Validation Result for the target C. 
Scenario 6: Intra-CSP IMS session. A calls B, redirected to C (target). 
The S-CSCF (C) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (C) provides the IRI-POI functions for IMS LI with the alternate option. 


Figure 4.10.3.5.3.2-6: Scenario 6 – A calls B redirected to C (target) 
The left part of diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. 
From STIR/SHAKEN perspective, the top part of the diagram shows the expected system behaviour since the signing/verification is required only for the inter-CSP IMS session. As expected, if there is no interaction with the Verification AS, then the STIR/SHAKEN related LI reporting does not apply. 
The bottom part and bottom part of the diagram show what could possibly happen with the CSP choice of AS for interacting with the Signing AS and Verification when the signing/verification of intra-CSP session is not required. 
The AS (A) and AS (B) may not know that the current session is an intra-CSP IMS session. Assuming neither of them know that the current session is an intra-CSP IMS session, the AS (A) would interact with the Signing AS to authenticate/sign A’s identity and in that case, AS (B) would interact with the Verification AS to validate the received PASSporT. If the AS (B) also does not know that the redirected leg of the session is an intra-CSP IMS session, it would also interact with the Signing AS to authenticate/sign B’s identity and in that case, the AS (C) would interact with the Verification AS to validate the received PASSporT. Therefore, the AS (C) that interacts with the Verification AS to validate the received PASSporT provides the IRI-POI functions for STIR/SHAKEN related LI reporting with the validation result for target C. 
With respect to this scenario, what is shown in figure 4.10.3.5.3.2-7 can also happen. 
When C is the target, the S-CSCF (C) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (C) provides the IRI-POI functions for IMS LI with the alternate option. 



Figure 4.10.3.5.3.2-7: Scenario 6 (extended) – A calls B redirected to C (target), other possibilities 
The left part of diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. 
It is possible that either AS (A) or AS (B) may know that the current session is an intra-CSP IMS session. In the top part of figure 410.3.5.3.2-7 the AS (A) does not know it is an intra-CSP IMS session, but the AS (B) does. Accordingly, the AS (A) may authenticate/sign A’s identity as it does not know that B is in the same network. When that happens, AS (B) would interact with the Verification AS to validate the received PASSporT. The AS (B) would provide IRI-POI functions for the STIR/SHAKEN related LI reporting with Validation Result for target C. 
In the bottom part of the diagram in figure 4.10.3.5.3.2-7, the AS (A) knows that it is an intra-CSP IMS session, but AS (B) does not. Accordingly, AS (A) does not interact with the Signing AS to authenticate/sign A’s identity since signing of intra-CSP IMS session is not required. However, the AS (B) would interact with the Signing AS to sign A’s identity and B’s identity as it does not know about the redirected leg of the IMS session is an intra-CSP IMS session. When that happens, AS (C) would interact with the Verification AS to validate the received PASSporT and would provide the IRI-POI functions for STIR/SHAKEN related LI reporting with the Validation Result for target C. 
Scenario 7: Intra-CSP IMS session. A calls B (target), redirected to C 
A calls B. B has a call forwarding to C. B is the target. 
The S-CSCF (B) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (C) provides the IRI-POI functions for IMS LI with the alternate option. 

	
Figure 4.10.3.5.3.2-8: Scenario 7 –A calls B (target) redirected to C 
The left part of diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. 
From STIR/SHAKEN perspective, the top part of the diagram shows the expected system behaviour since the signing/verification is required only for the inter-CSP IMS session. As expected, if there is no interaction with the Verification AS, then the STIR/SHAKEN related LI reporting does not apply. 
The bottom part of the diagram shows what could possibly happen with the CSP choice of AS for interacting with the Signing AS and Verification when the signing/verification of intra-CSP session is not required. 
The AS (A) and AS (B) may not know that the current session is an intra-CSP IMS session. Assuming neither of them know that the current session is an intra-CSP IMS session, the AS (A) would interact with the Signing AS to authenticate/sign A’s identity and in that case, AS (B) would interact with the Verification AS to validate the received PASSporT. The AS (B) provides the IRI-POI functions for STIR/SHAKEN related LI reporting with the Validation Result for target B.
If the AS (B) also does not know that the redirected leg of the session is an intra-CSP IMS session, it would also interact with the Signing AS to authenticate/sign B’s identity. In this case, the IRI-POI in AS (B) would provide STIR/SHAKEN related LI reporting for target B. The AS (C) would interact with the Verification AS to validate the received PASSporT. 
With respect to this scenario, what is shown in figure 4.10.3.5.3.2-9 can also happen. 
When B is the target, the S-CSCF (B) provides the IRI-POI functions for IMS LI with the default option, and the P-CSCF (C) provides the IRI-POI functions for IMS LI with the alternate option. 



Figure 4.10.3.5.3.2-9: Scenario 7 (extended) – A calls B (target) redirected to C, other possibilities 
The left part of diagram shows for IMS LI with default option and the right part of the diagram shows for IMS LI with alternate option. 
It is possible that either AS (A) or AS (B) may know that the current session is an intra-CSP IMS session. In the top part of figure 410.3.5.3.2-9 the AS (A) does not know it is an intra-CSP IMS session, but the AS (B) does. Accordingly, the AS (A) may authenticate/sign A’s identity as it does not know that B is in the same network. When that happens, AS (B) would interact with the Verification AS to validate the received PASSporT. The AS (B) would provide IRI-POI functions for the STIR/SHAKEN related LI reporting with Validation Result for target B. 
In the bottom part of the diagram in figure 4.10.3.5.3.2-9, the AS (A) knows that it is an intra-CSP IMS session, but AS (B) does not. Accordingly, AS (A) does not interact with the Signing AS to authenticate/sign A’s identity since signing of intra-CSP IMS session is not required. However, the AS (B) would interact with the Signing AS to sign A’s identity and B’s identity as it does not know that the redirected leg of the IMS session is an intra-CSP IMS session. In this case, the AS (B) would provide the IRI-POI functions for STIR/SHAKEN related LI reporting for target B. The AS (C) would interact with the Verification AS to validate the received PASSporT. 
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