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Abstract of the contribution: This is basically to inform that LI_T3 based approach was also thought of as an alternate approach to prevent the interception of packet from DL data forwarding tunnel.
Overview
During an intra-system (5G-5G) or inter-system (5GC to EPC and vice-versa) handover, the UPF used to transfer the uplink (UL) and downlink (DL) packets may also be used to transfer the DL data forwarding tunnels. If the same PFCP session ID is used for those tunnels as well, then with the PFCP session ID being used as the target identity may result in CC-POI/IRI-POI in UPF intercepting the packets from DL data forwarding tunnels as well.  To prevent that from happening a TaskDetails extension is defined to include the DL data forwarding tunnel end point ID which the CC-POI/IRI-POI could use not generate the xCC/xIRI from the packets transferred through that tunnel end point ID.   
Possible changes
6.2.3.3.1
LI_T3 interface specifics

When interception of communication contents is authorised or the delivery of packet header information is authorised and approach 2 described in clause 6.2.3.5 is used, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface.

When the CC-TF in the SMF detects that a PDU session is being established (i.e. when the SMF sends the N4: PFCP Session Establishment Request to the UPF, see TS 29.244 [15], clause 6.3.2) for a target UE, it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use with the xCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details.

Table 6.2.3-6: ActivateTask message for triggering the CC-POI in the UPF

	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	Allocated by the CC-TF as per ETSI TS 103 221-1 [7].
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The CC-POI in the UPF shall support at least the identifier types given in table 6.2.3-7.

NOTE:
This value is the target identifier for the CC-POI in the UPF and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”.
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationID
	Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF. This field is populated with the same CorrelationID the IRI-POI in the SMF uses for the associated xIRI.
	M

	ProductID
	Shall be set to the XID of the Task Object associated with the interception at the CC-TF. This value shall be used by the CC-POI in the UPF to fill the XID of X3 PDUs.
	M


The CC-TF in the SMF shall not send the ListOfServiceTypes parameter of the ActivateTask message to the CC-POI in the UPF.
Table 6.2.3-7: Target Identifier Types for LI_T3

	Identifier type
	Owner
	ETSI TS 103 221-1 [7] TargetIdentifier type
	Definition

	GTP Tunnel ID
	3GPP
	gtpuTunnelId
	F-TEID (see XSD schema)

	UE IP Address
	ETSI
	IPv4Address or IPv6Address
	See ETSI TS 103 221-1 [7]

	UE TCP/UDP Port
	ETSI
	TCPPort or UDPPort
	See ETSI TS 103 221-1 [7]

	PFCP Session ID
	3GPP
	TargetIdentifierExtension / FSEID
	F-SEID (see XSD schema)

	PDR ID
	3GPP
	TargetIdentifierExtension / PDRID
	32 bit unsigned integer (see XSD schema)

	QER ID
	3GPP
	TargetIdentifierExtension / QERID
	32 bit unsigned integer (see XSD schema)

	Network Instance
	3GPP
	TargetIdentifierExtension / NetworkInstance
	Octet string (see XSD schema)

	GTP Tunnel Direction
	3GPP
	TargetIdentifierExtension / GTPTunnelDirection
	Enumeration (see XSD schema)


When the CC-TF in the SMF detects that a targeted PDU session is changing (i.e. when the SMF sends the N4: PFCP Session Modification Request to the UPF, see TS 29.244 [15], clause 6.3.3) in a way that requires changes to the interception already activated by the CC-POI in the UPF, the CC-TF shall modify the interception at the CC-POI in the UPF over the LI_T3 interface. This is achieved by sending a ModifyTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.2. The ModifyTask message contains the same details as the ActivateTask message with the following fields updated as appropriate.

Table 6.2.3-8: Parameters that may be changed in a ModifyTask message when updating interception at the CC-POI in the UPF

	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	TargetIdentifiers
	Updated packet detection criteria as determined by the CC-TF in the SMF.

NOTE:
See notes on TargetIdentifiers in table 6.2.3-6.
	M

	TaskDetailsExtension/DLDataForward
	See table 6.2.3-8A
	C


During an intra-system (5GS to 5GS – N2 based) or inter-system (5GS to EPS or EPS to 5GS – N26 based) handover, to maintain the continuity, the Downlink (DL) data may be forwarded via Direct Forwarding (AN to AN) or Indirect Forwarding (AN to core to AN).  In the latter case, DL data forwarding tunnels are used to transfer such packets. Depending on the deployment choice, such DL data forwarding tunnels may be established on the same UPF that provides the CC-POI functions for the UL and DL packets either using the same PFCP session  ID or different PFCP session ID. In the former case (i.e. same PFCP session ID), the CC-POI shall not intercept the packets from the DL data forwarding tunnels when that PFCP Session ID by itself is used as the target identifier.  The DLDataForward extension is used to instruct the CC-POI not to generate the xCC for the packets seen on the DL data forwarding tunnel. 

Table 6.2.3-8A: DL Data Forward details extensions for LI_T3 

	Extensions field name
	Description
	M/C/O

	LocalTEID
	Local TEID where the packets are received for the DL data forwarding.  
	C

	RemoteTEID
	Remote TEID where the packets are forwarded for the DL data forwarding
	C


The Local TEID is the tunnel end point identifier that incoming DL data forwarding packets are received and the Remote TEID is the tunnel end point identifier where the outgoing DL data forwarding packets are sent. The CC-POI shall not generate the xCC for the packets that are received at, or sent to, the indicated TEID within the DLDataForward extension.  The CC-POI that intercepts the incoming packets shall use the Local TEID value to filter out the packets and the CC-POI that intercepts the outgoing packets shall use the Remote TEID to filter out the packets. 

When a different PFCP session ID is used for the DL data forwarding tunnel, the interception can be avoided by CC-TF in SMF not sending the LI_T3: ActivateTask message. Likewise, when the DL data forwarding tunnel is established on a different (e.g. intermediate UPF), the interception can be avoided by CC-TF in SMF not sending a LI_T3 ActivateTask message. When other  target identifier values (see table 6.2.3-7) are used (along with or without the PFCP session ID), this extension may not be needed used since the CC-POI in that case does not intercept all packets for the PFCP session.   

When the CC-TF in the SMF detects that a targeted PDU session is changing (i.e. when the SMF sends the N4: PFCP Session Modification Request to the UPF) for which the interception had not been previously activated in the CC-POI in the UPF (e.g. in case of previous unsuccessful LI activation at the CC-POI in the UPF by the CC-TF in the SMF), the CC-TF shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use with the xCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the details provided by Table 6.2.3-6.

When the CC-TF in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: PFCP Session Deletion Request to the UPF, see TS 29.244 [15], clause 6.3.4) for a target UE, it shall send a deactivation message to the CC-POI in the UPF over the LI_T3 interface. When using ETSI TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in ETSI TS 103 221-1 [7] clause 6.2.3.

By default, interception shall occur at the anchor UPF as described in clause 6.2.3.3.3.

When a warrant that includes the service scoping of CC is activated for a target UE with an established PDU session and when the IRI-POI present in the SMF generates the xIRI containing an SMFStartOfInterceptionWithEstablishedPDUSession record (see clause 6.2.3.2.5), the CC-TF present in the SMF shall send an activation message to the CC-POI present in the UPF to generate the xCC.
6.2.3.4
IRI-POI in UPF triggering over LI_T2

When interception of packet header information is authorised, if approach 1 described in clause 6.2.3.9.1 is used for packet header information reporting, the IRI-TF in the SMF shall send a trigger to the IRI-POI in the UPF over the LI_T2 interface when the IRI-TF in the SMF detects that a PDU session has been established (i.e. when the SMF sends the N4: PFCP Session Establishment Request to the UPF, see TS 29.244 [15], clause 6.3.2) for a target UE. The activation message shall contain the correlation ID that the IRI-POI in the UPF shall use when generating xIRI. This shall be achieved by sending an ActivateTask message as defined in TS 103 221-1 [7] clause 6.2.1 with the following details.
Table 6.2.3-9: ActivateTask message for triggering the UPF IRI-POI

	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	Allocated by the IRI-TF as per ETSI TS 103 221-1 [7].
	M

	TargetIdentifiers
	Packet detection criteria as determined by the IRI-TF in the SMF, which enable the UPF IRI-POI to isolate target traffic. The IRI-POI in the UPF shall support at least the identifier types given in table 6.2.3-7.

NOTE: This value is the target identifier for the IRI-POI in the UPF and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X2Only”.
	M

	TaskDetailsExtensions/

HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1.
	M

	ListOfDIDs
	Delivery endpoints of LI_X2. These delivery endpoints shall be configured by the IRI-TF in the SMF using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationID
	Correlation ID to assign for xIRI generated by the IRI-POI in the UPF. This field is populated with the same CorrelationID the IRI-POI in the SMF uses for the associated xIRI.
	M

	ProductID
	Shall be set to the XID of the Task Object associated with the interception at the IRI-TF. This value shall be used by the IRI-POI in the UPF to fill the XID of X2 PDUs.
	M


The IRI-TF in the SMF shall not send the ListOfServiceTypes parameter of the ActivateTask message to the IRI-POI in the SMF.
Table 6.2.3-10: Void
When the IRI-TF in the SMF detects that a targeted PDU session has changed (i.e. when the SMF sends the N4: PFCP Session Modification Request to the UPF, see TS 29.244 [15], clause 6.3.3) in a way which requires changes to the interception by the IRI-POI in the UPF, the IRI-TF in the SMF shall modify the interception at the IRI-POI in the UPF over the LI_T2 interface. This is achieved by sending a ModifyTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.2. The ModifyTask message contains the same details as the ActivateTask message with the following fields updated as appropriate.

Table 6.2.3-11: Parameters that may be changed in a ModifyTask message when updating interception at the IRI-POI in the UPF

	Field name
	Description
	M/C/O

	TargetIdentifiers
	Updated packet detection criteria as determined by the IRI-TF in the SMF.

NOTE: See notes on TargetIdentifiers in table 6.2.3-6.
	M

	TaskDetailsExtension/DLDataForward
	See table 6.2.3-11A
	C


During an intra-system (5GS to 5GS – N2 based) or inter-system (5GS to EPS or EPS to 5GS – N26 based) handover, to maintain the continuity, the Downlink (DL) data may be forwarded via Direct Forwarding (AN to AN) or Indirect Forwarding (AN to core to AN).  In the latter case, DL data forwarding tunnels are used to transfer such packets. Depending on the deployment choice, such DL data forwarding tunnels may be established on the same UPF that provides the IRI-POI functions for the UL and DL packets either using the same PFCP session  ID or different PFCP session ID. In the former case (i.e. same PFCP session ID), the IRI-POI shall not intercept the packets from the DL data forwarding tunnels when that PFCP Session ID by itself is used as the target identifier.  The DLDataForward extension is used to instruct the IRI-POI not to generate the xIRI for the packets seen on the DL data forwarding tunnel. 

Table 6.2.3-8A: DL Data Forward details extensions for LI_T3 

	Extensions field name
	Description
	M/C/O

	LocalTEID
	Local TEID where the packets are received for the DL data forwarding.  
	C

	RemoteTEID
	Remote TEID where the packets are forwarded for the DL data forwarding
	C


The Local TEID is the tunnel end point identifier that incoming DL data forwarding packets are received and the Remote TEID is the tunnel end point identifier where the outgoing DL data forwarding packets are sent. The IRI-POI shall not generate the xIRI for the packets that are received at, or sent to the indicated TEID within the DLDataForward extension.  The IRI-POI that intercepts the incoming packets shall use the Local TEID value to filter out the packets and the IRI-POI that intercepts the outgoing packets shall use the Remote TEID to filter out the packets. 

When a different PFCP session ID is used for the DL data forwarding tunnel, the interception can be avoided by IRI-TF in SMF not sending the LI_T2: ActivateTask message. Likewise, when the DL data forwarding tunnel is established on a different (e.g. intermediate UPF), the interception can be avoided by IRI-TF in SMF not sending a LI_T2 ActivateTask message. When other  target identifier values (see table 6.2.3-9) are used (along with or without the PFCP session ID), this extension may not be needed used since the IRI-POI in that case does not intercept all packets for the PFCP session.   

When the IRI-TF in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: PFCP Session Deletion Request to the UPF, see TS 29.244 [15], clause 6.3.4) for a target UE, it shall send a deactivation message to the IRI-POI in the UPF over the LI_T2 interface. When using ETSI TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in ETSI TS 103 221-1 [7] clause 6.2.3.

When a PDU session involves multiple UPFs, the selection of UPF to provide the IRI-POI functions shall be done in the same way an UPF is selected to provide the CC-POI functions as described in clauses 6.2.3.3.2 and 6.2.3.3.3.

When interception of packet header information is authorised for a target UE, if approach 1 described in clause 6.2.3.9.1 is used for packet header information reporting, the IRI-TF present in the SMF shall send an activation message to the IRI-POI present in the UPF when the IRI-POI present in the SMF generates the xIRI containing an SMFStartOfInterceptionWithEstablishedPDUSession record to generate the packet header information reporting related xIRIs from the user plane packets of that PDU session.
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