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[bookmark: _Toc137851855][bookmark: _Hlk69904572]7.12.4.2.1	IMS Message
For an intercepted IMS based communication (see clause 7.12.2.8), the IRI-POI present in the IMS Signaling Function shall generate the xIRI IMSMessage from the SIP message used to handle that IMS based communication. All SIP messages use the same xIRI record as shown in table 7.12.4.2-1.
[bookmark: _Hlk86936836]Table 7.12.4.2-1: Payload for IMSMessage record
	Field name
	Type
	Cardinality
	Description
	M/C/O

	payload
	IMSPayload
	1
	One of the following payload types (other payload types may be added in future versions of the specification):
- encapsulatedSIPMessage shall be chosen when the SIP message does not contain any unauthorised information.
- modifiedSIPMessage shall be chosen when the SIP message contains information that is not authorized.
	M

	sessionDirection
	SessionDirection
	1
	Indicates the direction of the SIP session: fromTarget, toTarget, combined (if target calls him/herself) or indeterminate if the direction cannot be determined reliable (see NOTE).
	M

	voIPRoamingIndication
	VoIPRoamingIndication
	0..1
	Indicates whether the roaming mode is inbound LBO, S8HR or N9HR when the target is in roaming situation.
	C

	location
	Location
	0..1
	Location with timestamp, if available.
Shall include all location information for the target UE available at the NF where the POI is located encoded as location>IMSLocation.
	C

	accessNetworkInformation
	SEQUENCE OF SIPAccessNetworkInformation
	0..MAX
	Provides non-location related access network information. Shall be present if available at the NF where the POI is located. One instance of SIPAccessNetworkInformation shall be used for each P-Access-Network-Information header.
	C

	cellularNetworkInformation
	SEQUENCE OF SIPCellularNetworkInformation
	0..MAX
	Provides non-location related cellular network information. Shall be present if available at the NF where the POI is located. One instance of SIPCellularNetworkInformation shall be used for each Cellular-Network-Info header.
	C

	NOTE:	When an incoming call to a target is redirected to another user, the sessionDirection field shall be set to toTarget. When an incoming call from a target non-local ID to an IMS user is redirected to, the sessionDirection field shall be set to fromTarget.



Table 7.12.4.2-2: Void
The IRI-POI present in the IMS signaling function generating an xIRI containing an IMSMessage record shall set:
-	The Payload Direction field in the PDU header to the direction of the signaling message carried in the IRI payload (see ETSI TS 103 221-2 [8] clause 5.2.6). If the signalling message was sent from the target, the Direction Value "3" (sent from the target) shall be used, if the signalling message was sent to the target, the Direction Value "2" (sent to the target) shall be used; if the direction could not be determined reliably, the Direction  Value "1" (not known to the POI) shall be used. If the SIP message is sent from and to the target, the Direction Value "4" (more than one direction) shall be used. For the SIP messages generated by the network, the Direction Value "5" (not applicable) shall be used.
-	The conditional source IPv4 address or source IPv6 address field in the PDU header to the source IP address of the intercepted SIP message (see ETSI TS 103 221-2 [8] clause 5.3). It shall contain the source address of the packet from the 32-bit "Source Address" field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit "Source Address" field in IPv6, as defined in IETF RFC 2460 [27].
-	The conditional destination IPv4 address or destination IPv6 address field in the PDU header to the destination IP address of the intercepted SIP message (see ETSI TS 103 221-2 [8] clause 5.3). It shall contain the destination address of the packet from the 32-bit "Source Address" field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit "Source Address" field in IPv6, as defined in IETF RFC 2460 [27].
[bookmark: _Toc137851859]**** START OF NEXT CHANGE (MAIN DOCUMENT) ***
7.12.4.3.1	Type: IMSPayload
Table 7.12.4.3.1-1 contains the details for the IMSPayload type.
Table 7.12.4.3.1-1: Definition of Choices for IMSPayload
	CHOICE
	Type
	Description

	encapsulatedSIPMessage
	SIPMessage
	Used to report entire SIPMessage when the SIP message contains only authorised information.

	modifiedSIPMessage
	ModifiedSIPMessage
	Used to report the SIPMessage when the SIP message contains information that should be removed.



**** START OF NEXT CHANGE (MAIN DOCUMENT) ***
7.12.4.3.X	Type: ModifiedSIPMessage
Table 7.12.4.3.X-1: Structure of the SIPMessage type
	Field name
	Type
	Cardinality
	Description
	M/C/O

	modifiedSIPContent
	SIPMessage
	1
	The relevant SIP message with the unauthorized information removed as described in clause 7.12.9.
	M

	modifications
	PayloadModifications
	1
	Contains the list of modifications done to the modifiedSIPContent.
	M



**** START OF NEXT CHANGE (MAIN DOCUMENT) ***
[bookmark: _Toc137851903]7.12.9.2.2	P-Access-Network-Info location removal
Each character of each access-info parameter field of the P-Access-Network-Info header shall be over-written with zeros (see TS 24.229 [74] clause 7.2A.4). If multiple P-Access-Network-Info headers are present in the message, each shall be modified.
If the P-Access-Network-Info header contains a UE-local-IP-address parameter field:
-	If the parameter field contains an IPv4address, each digit of the address shall be set to zero.
-	If the parameter field contains an IPv6address, each hex digit of the address shall be set to zero.
[bookmark: _Toc137851939]**** START OF NEXT CHANGE (MAIN DOCUMENT) ***
7.13.3.3.2.2	Type: RCSPayload
Table 7.13.3.3.2.2-1: Choices for RCSPayload parameter
	Choice name
	Type
	Description

	fullPayload
	EncapsulatedRCSPayload
	Shall be chosen if the payload of the RCS message being reported contains only authorized information.

	modifiedPayload
	ModifiedRCSPayload
	Shall be chosen if the original payload of the RCS message being reported contains any information that should be removed.



**** START OF NEXT CHANGE (MAIN DOCUMENT) ***
7.13.3.3.2.X	Type: ModifiedRCSPayload
Table 7.13.3.3.2.X-1: Structure of the ModifiedRCSPayload type
	Field name
	Type
	Cardinality
	Description
	M/C/O

	modifiedRCSPayload
	EncapsulatedRCSPayload
	1
	Contains the modified payload in the original enoding.
	M

	modifications
	PayloadModifications
	1
	Contains the list of modifications done to the modifiedRCSPayload.
	M



[bookmark: _Toc137851988][bookmark: historyclause]**** START OF NEXT CHANGE (MAIN DOCUMENT) ***
M.2	Encapsulated information modification
M.2.1	General
When encapsulated information needs to be modified, the following structures may be used to report that payload in IRI messages.
Each modification is described using a modificationLocation and a modificationType. In some cases, it may be necessary to describe a modification to information nested inside of the encapsulated information. In these cases, the modifications shall be described in one of the following ways:
· The modificationType of nestedModifications is used and the modificationLocation is used to identify the next layer of encapsulated information creating a relative path to the portion of the encapsulated information being modified. Then, the modificationLocation and modificationType are used to describe the specific change.
· If the encapsulated information is in the form of a string, the modificationLocation of uTF8Location may be used.
· If the encapsulated information is in the form of an OCTET STRING and it will not cause issues with the decoding of the encapsulated information, the modificationLocation of octetLocation may be used.
M.2.2	Encapsulated information modification parameters
M.2.2.1	Simple Types for encapsulated information modification
Table M.2.2.1-Ta1: Simple Types for LI reporting of encapsulated information with modifications
	Type name
	Type definition
	Description

	ABNFRuleLocation
	UTF8String
	The ABNF rule name defining the syntax of the portion of the payload that was modified.



M.2.2.2	Type: PayloadModifications
Table M.2.2.2-Ta1: Structure of the PayloadModifications type
	Field name
	Type
	Cardinality
	Description
	M/C/O

	modificationList
	SEQUENCE OF PayloadModification
	1..MAX
	Contains a list of modifications performed on the payload being reported.
	M



M.2.2.3	Type: PayloadModification
Table M.2.2.3-Ta1: Structure of the PayloadModification type
	Field name
	Type
	Cardinality
	Description
	M/C/O

	modificationLocation
	ModificationLocation
	1
	Contains a reference to the modification that was performed.
	M

	modificationType
	ModificationType
	1
	Indicates the type of modification performed.
	M

	lengthRecalculated
	BOOLEAN
	0..1
	Indicates that the length of the modified payload was re-calculated and is different than the original length. Shall be present and set to true if the length was recalculated for the current modificationLocation. If this field is absent, it shall be interpreted as false.
	C



M.2.2.4	Type: ModificationLocation
Table M.2.2.4-Ta1: Choices for ModificationLocation Type
	Choice name
	Type
	Description

	jSONPointer
	UTF8String
	JSON pointer that indicates location of the modified information within a JSON Document. Shall be sent in the form of a JSON string value (See RFC 6901 [117], clause 5).

	xPath
	UTF8String
	XPath indicating the node or nodes within an XML document that were modified. Shall be sent in the form of a XPath string value (See W3C Recommendation: "XML Path Language (XPath)" [119]).

	sIPHeader
	UTF8String
	Indicates the header field-name (see RFC 3261 [118] clause 7.3.1) of the SIP Header field that was modified.

	sIPBody
	NULL
	Indicates the body of the SIP message was modified.

	mIMEHeader
	UTF8String
	Indicates the header field-name (see RFC 2045 [110] clause 3 and RFC 5322 [115] clause 3.6) of the MIMEHeader that was modified.

	mIMEBody
	MIMEBody
	Indicated that the body of the MIME Message was modified.

	uTF8Location
	IndexRange
	Indicates that the portion of a UTF8String identified by the IndexRange was modified.

	octetLocation
	IndexRange
	Indicates that the portion of the OCTET STRING identified by the IndexRange was modified.

	sMSTPIEI
	SMSTPIEI
	Indicates the Information Element Identifier for a Short Message Transport Layer Protocol (SMSTP) Information Element (IE) that was modified.

	sMSRPIEI
	SMSRPIEI
	Indicates the Information Element Identifier for a Short Message Relay Layer Protocol (SMSRP) Information Element (IE) that was modified.

	aBNFRule
	ABNFRuleLocation
	Indicates the ABNF rule name of the rule that was modified.



M.2.2.5	Type: ModificationType
Table M.2.2.5-Ta1: Choices for ModificationType Type
	Choice name
	Type
	Description

	nestedModifications
	SEQUENCE OF PayloadModification
	Indicates that the modification is within a structure nested inside of the data described by the current modificationLocation.

	removed
	PayloadInformationRemoved
	Indicates that modification being described was the removal of information from the modifiedPayload.

	replacedWithCharacters
	PayloadInformationReplacedWithCharacters
	Indicates that the information was replaced with characters.

	replacedWithOctets
	OCTET STRING
	Indicates that the information was replaced with octets. Shall contain the value of the octets used to replace the information. If the length of the information being replaced is longer than the OCTET STRING included in this parameter, the value included in this parameter is repeated until the full length of the information being replaced is filled.

	replacedWithBits
	BIT STRING
	Indicates that the information was replaced with bits. Shall contain the value of the bits used to replace the information. If the length of the information being replaced is longer than the BIT STRING included in this parameter, the value included in this parameter is repeated until the full length of the information being replaced is filled.



M.2.2.6	Type: PayloadInformationReplacedWithCharacters
Table M.2.2.6-Ta1: Structure of the PayloadInformationReplacedWithCharacters type
	Field name
	Type
	Cardinality
	Description
	M/C/O

	characters
	UTF8String
	1
	Shall contain the characters used to replace the information. If the length of the information being replaced is longer than the string included in this parameter, the value included in this parameter is repeated until the full length of the information being replaced is filled. The replacement shall be done using the encoding 
	M



M.2.2.7	Type: PayloadInformationRemoved
Table M.2.2.7-Ta1: Choices for PayloadInformationRemoved Type
	Choice name
	Type
	Description

	charactersRemoved
	INTEGER
	Indicates the number of characters removed from the modifiedPayload as a part of the described modification.

	octetsRemoved
	INTEGER
	Indicates the number of octets removed from this portion of the modifiedPayload as a part of the described modification.

	bitsRemoved
	INTEGER
	Indicates the number of bits removed from this portion of the modifiedPayload as a part of the described modification. This choice shall only be used if the information removed cannot be measured in octets.



M.2.2.8	Type: MIMEBody
Table M.2.2.8-Ta1: Choices for MIMEBody Type
	Choice name
	Type
	Description

	fullBody
	NULL
	Indicates that the entire body of the MIME Entity was modified or that the MIME Entity had only one body part.

	bodyPart
	MIMEPartIdentifier
	Indicates which part of a multipart message was modified by the described modification.



M.2.2.9	Type: IndexRange
Table M.2.2.9-Ta1: Structure of the IndexRange type
	Field name
	Type
	Cardinality
	Description
	M/C/O

	start
	INTEGER
	1
	Indicates the location where the modification starts.
The first octet, character, or bit of the portion of the message that is being modified is referred to as 1.
	M

	End
	INTEGER
	1
	Indicates the location where the modification ends.
The first octet, character, or bit of the portion of the message that is being modified is referred to as 1.
	M



M.2.2.10	Type: SMSTPLocation
Table M.2.2.10-Ta1: Choices for SMSTPLocation Type
	Choice name
	Type
	Description

	sMSTPDU
	NULL
	Shall be chosen if the data that was modified was an SMS TPDU.

	sMSTPDUField
	UTF8String
	Indicates that a field of the SMS TPDU (see TS 23.040 [18] clause 9.2.3) has been modified. Shall be set to the full name of the SM-TP field that was modified.

	sMSTPDUFieldIEI
	OCTET STRING
	Indicates that a specific Information Element of a SM-TP field was modified. Shall be set to the Information Element Identifier for the Information Element that was modified.



M.2.2.11	Type: SMSRPLocation
Table M.2.2.11-Ta1: Choices for SMSRPLocation Type
	Choice name
	Type
	Description

	sMSRPDU
	NULL
	Shall be chosen if the data that was modified was an SMS RPDU.

	sMSRPDUField
	UTF8String
	Indicates that a field of the SMS RPDU (see TS 24.011 [46] clause 8.2) has been modified. Shall be set to the full name of the SM-TP field that was modified.



**** END OF MAIN DOCUMENT CHANGES ***
**** START OF FIRST CHANGE (ATTACHMENTS) ***
---a/33128/r18/TS33128Payloads.asn
+++b/33128/r18/TS33128Payloads.asn
@@ -3999,7 +3999,14 @@ IMSCCPDUPayload ::= OCTET STRING
3999	3999	
4000	4000	IMSPayload ::= CHOICE
4001	4001	{
4002	-	    encapsulatedSIPMessage            [1] SIPMessage
-	4002	    encapsulatedSIPMessage            [1] SIPMessage,
-	4003	    modifiedSIPMessage                [2] ModifiedSIPMessage
-	4004	}
-	4005	
-	4006	ModifiedSIPMessage ::= SEQUENCE
-	4007	{
-	4008	    modifiedSIPContent [1] SIPMessage,
-	4009	    modifications      [2] PayloadModifications
4003	4010	}
4004	4011	
4005	4012	SIPMessage ::= SEQUENCE
@@ -6651,7 +6658,8 @@ SIPCellularNetworkInformation ::= SEQUENCE
6651	6658	
6652	6659	RCSPayload ::= CHOICE
6653	6660	{
6654	-	    fullPayload     [1] EncapsulatedRCSPayload
-	6661	    fullPayload     [1] EncapsulatedRCSPayload,
-	6662	    modifiedPayload [2] ModifiedRCSPayload
6655	6663	}
6656	6664	
6657	6665	EncapsulatedRCSPayload ::= CHOICE
@@ -6661,6 +6669,81 @@ EncapsulatedRCSPayload ::= CHOICE
6661	6669	    sIP  [3] SIPMessage
6662	6670	}
6663	6671	
-	6672	ModifiedRCSPayload ::= SEQUENCE
-	6673	{
-	6674	    modifiedRCSPayload [1] EncapsulatedRCSPayload,
-	6675	    modifications      [2] PayloadModifications
-	6676	}
-	6677	
-	6678	PayloadModifications ::= SEQUENCE
-	6679	{
-	6680	    modificationList [1] SEQUENCE OF PayloadModification
-	6681	}
-	6682	
-	6683	PayloadModification ::= SEQUENCE
-	6684	{
-	6685	    modificationLocation [1] ModificationLocation,
-	6686	    modificationType     [2] ModificationType,
-	6687	    lengthRecalculated   [3] BOOLEAN
-	6688	}
-	6689	
-	6690	ModificationLocation ::= CHOICE
-	6691	{
-	6692	    jSONPointer        [1] UTF8String,
-	6693	    xPath              [2] UTF8String,
-	6694	    sIPHeader          [3] UTF8String,
-	6695	    sIPBody            [4] NULL,
-	6696	    mIMEHeader         [5] UTF8String,
-	6697	    mIMEBody           [6] MIMEBody,
-	6698	    uTF8Location       [7] IndexRange,
-	6699	    octetLocation      [8] IndexRange,
-	6700	    sMSTPIEI           [9] SMSTPIEI,
-	6701	    sMSRPIEI           [10] SMSRPIEI,
-	6702	    aBNFRule           [11] ABNFRuleLocation
-	6703	}
-	6704	
-	6705	ABNFRuleLocation ::= UTF8String
-	6706	
-	6707	SMSTPIEI ::= CHOICE
-	6708	{
-	6709	    sMSTPPDU        [1] NULL,
-	6710	    sMSTPDUField    [2] UTF8String,
-	6711	    sMSTPDUFieldIEI [3] OCTET STRING
-	6712	}
-	6713	
-	6714	SMSRPIEI ::= CHOICE
-	6715	{
-	6716	    sMSRPPDU        [1] NULL,
-	6717	    sMSRPDUField    [2] UTF8String
-	6718	}
-	6719	
-	6720	ModificationType ::= CHOICE
-	6721	{
-	6722	    nestedModifications      [1] SEQUENCE OF PayloadModification,
-	6723	    removed                  [2] PayloadInformationRemoved,
-	6724	    replacedWithCharacters   [3] PayloadInformationReplacedWithCharacters,
-	6725	    replacedWithOctets       [4] OCTET STRING,
-	6726	    replacedWithBits         [5] BIT STRING
-	6727	}
-	6728	
-	6729	PayloadInformationRemoved ::= CHOICE
-	6730	{
-	6731	    charactersRemoved [1] INTEGER,
-	6732	    octetsRemoved     [2] INTEGER,
-	6733	    bitsRemoved       [3] INTEGER
-	6734	}
-	6735	
-	6736	PayloadInformationReplacedWithCharacters ::= SEQUENCE
-	6737	{
-	6738	    characters [1] UTF8String
-	6739	}
-	6740	
-	6741	IndexRange ::= SEQUENCE
-	6742	{
-	6743	    start [1] INTEGER,
-	6744	    end   [2] INTEGER
-	6745	}
-	6746	
6664	6747	-- ===============================================
6665	6748	-- Externally Defined Structures - MSRP Parameters
6666	6749	-- ===============================================

**** END OF ALL CHANGES ***
