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5.2.3	Delivery of IRI
The events defined in TS 33.107 [19] are used to generate Records for the delivery via HI2. The LALS reports defined in TS 33.107 [19] are delivered via HI2, as well.
There are thirteen different events type received at DF2 level. According to each event, a Record is sent to the LEMF if this is required. In the case of LALS reports, which are not associated with an event, a Record is sent to the LEMF without the event parameter.
The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
It is an implementation option if the redundant information will be sent for each further event.
Table 5.4: Structure of the records for UMTS (CS)
	Event
	IRI Record Type

	Call establishment
	BEGIN

	Answer
	CONTINUE

	Supplementary service
	CONTINUE

	Handover
	CONTINUE

	Release
	END

	Location update
	REPORT

	Subscriber controlled input
	REPORT

	SMS
	REPORT

	Serving system
	REPORT

	HLR subscriber record change
	REPORT

	Cancel location
	REPORT

	Register location
	REPORT

	Location information request
	REPORT



The LALS report records are sent to the LEMF with the REPORT IRI Record Type.
NOTE 1:	Void.
A set of information is used to generate the records. The records used transmit the information from mediation function to LEMF. This set of information can be extended in 3G MSC server or 3G GMSC server or DF2/MF, if this is necessary in a specific country. The following table gives the mapping between information received per event or report and information sent in records.
Table 5.5: Description of parameters
	Parameter
	Definition
	ASN.1 parameter

	Observed MSISDN
	Target Identifier with the MSISDN of the target
	PartyInformation/msISDN

	Observed IMSI
	Target Identifier with the IMSI of the target
	PartyInformation/imsi

	Observed IMEI
	Target Identifier with the IMEI of the target, it has to be checked for each call over the radio interface
	PartyInformation/imei

	Observed Non-Local ID
	Target Identifier with the E.164 number of Non-Local ID target
	Partyinformation/e164-Format

	New observed MSISDN
	New target identifier with MSISDN of the target, when available
	PartyInformation/msISDN

	New observed IMSI
	New target identifier with IMSI of the target, when available
	PartyInformation/imsi

	New observed IMEI
	New target identifier with IMEI of the target, when available
	PartyInformation/imei

	Event type
	Description of which type of event is delivered: Establishment, Answer, Supplementary service, Handover, Release, SMS, Location update, Subscriber controlled input, HLR subscriber record change, Serving system, Cancel location, Register location, Location information request
	umts-CS-Event. In case this parameter is not sent over the HI2 interface, the presence of other parameters on HI2 indicates the event type (e.g. sMS or sciData parameter presence)

	Event date
	Date of the event generation in the 3G MSC server or 3G GMSC server or in the HLR
	timeStamp

	Event time
	Time of the event generation in the 3G MSC server or 3G GMSC server or in the HLR
	

	Dialled number
	Dialled number before digit modification, IN‑modification, etc.
	PartyInformation (= originating)/DSS1-parameters/calledpartynumber

	Connected number
	Number of the answering party
	PartyInformation/supplementary-Services-Info

	Other party address
	Directory number of the other party for originating calls
Calling party for terminating calls
(See NOTE 2)
	PartyInformation 
(= terminating)/calledpartynumber
PartyInformation/callingpartynumber

	Call direction
	Information if the target is calling or called e.g. MOC/MTC or originating/terminating in or/out
	intercepted-Call-Direct

	CID
	Unique number for each call sent to the DF, to help the LEA, to have a correlation between each call and the IRI (combination of Interception Node ID and the correlation number)
	communicationIdentifier

	Lawful interception identifier
	Unique number for each surveillance lawful authorization
	lawfulInterceptionIdentifier

	CGI/SAI
	CGI or SAI of the target; for the location information
	locationOfTheTarget

	Location area code
	Location-area-code of the target defines the Location Area in a PLMN
	

	Location Information
	LALS location information
	

	Time of Location
	Date/Time of location. The time when location was obtained by the location source node.
	

	Serving system identifier
	VPLMN ID of the serving system or of the third party network interworking with the HLR
	serving-System-Identifier

	Basic service
	Information about Tele service or bearer service
	PartyInformation/DSS1-parameters-codeset-0

	Supplementary service
	Supplementary services used by the target e.g. Call forwarding, CW, ECT
	PartyInformation/Supplementary-Services

	Forwarded to number
	Forwarded to number at call forwarding
	PartyInformation/calledPartyNumber
(party-Qualifier indicating forwarded-to-party)

	Call release reason
	Call release reason of the target call
	release-Reason-Of-intercepted-Call

	SMS
	The SMS content with header which is sent with the SMS-service (see NOTE 3)
	sMS

	SCI
	Non-call related Subscriber Controlled Input (SCI) which the 3G MSC server receives from the ME
	PartyInformation/sciData

	Other update
	Carrier specific information related to its implementation or subscription process on its HLR
	carrierSpecificData

	Changed (old/new) IMSI or MSISDN or IMEI
	Provides the identity changes in Subscriber Record Change Event.
	change-Of-Target-Identity

	Previous serving system identifier
	Previous VPLMN Id of the target
	current-Previous-Systems/previous-Serving-System-Identifier

	Previous serving MSC-number
	An E.164 number of the previous serving MSC included in the intercepted MAP message
	current-Previous-Systems/previous-Serving-MSC-Number

	Previous serving MSC-address
	An IP address of the previous serving MSC, included in the intercepted MAP message
	current-Previous-Systems/previous-Serving-MSC- Address

	NOTE 1:	LIID parameter has to be present in each record sent to the LEMF.

	NOTE 2: In case of SMS, the information about the other party is included in the SMS TPDU (TS 23.040 [XX] clause 9.2); in such case, the use of this parameter is implementation dependent. In the case of alphanumeric format, this parameter shall not be used to carry information about the other party.

	NOTE 3: In case of SMS IRI only interception, the procedure in Annex Z shall be performed.



Table 5.5A: Serving System REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	C
	Provide Serving System event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	serving system identifier
	C
	Provide the VPLMN id (Mobile Country Code and Mobile Network Country, E. 212 number [87]).



Table 5.5B: HLR subscriber record change REPORT Record
	Parameter
	MOC
	Description/Conditions

	new observed MSISDN
	
C
	
Provide at least one and others when available.

	new observed IMSI
	
	

	New observed IMEI
	
	

	observed MSISDN
	
C
	
Provide at least one and others when available.

	observed IMSI
	
	

	observed IMEI
	
	

	event type
	C
	Provide HLR subscriber record change event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event (Network element identifier included).

	changed (old/new) IMSI or MSISDN or IMEI
	M
	Shall provide what was changed (old/new MSISDN, old/new IMSI or old/new IMEI)

	lawful intercept identifier
	M
	Shall be provided.

	carrier specific data
	C
	Provide to raw data of this specific update related to HLR.



Table 5.5C: Cancel location REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	C
	Provide cancel Location change event type. (purge from HLR sent to SGSN included).

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	previous serving system identifier
	C
	Provide the previous VPLMN id (Mobile Country Code and Mobile Network Country, defined in E212 [87])).

	previous serving MSC-number
	C
	Provide to identify the E.164 number of the previous serving MSC.

	previous serving MSC-address
	C
	Provide to identify the IP address of the previous serving MSC.



Table 5.5D: Register location REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	C
	Provide register location event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	previous serving system identifier
	C
	Provide the previous VPLMN id (Mobile Country Code and Mobile Network Country; defined in E212 [87]) ).

	previous serving MSC number
	C
	Provide to identify the E.164 number of the previous serving MSC.

	previous serving MSC address
	C
	Provide to identify the IP address of the previous serving MSC.

	current serving system identifier
	C
	Provide the previous VPLMN id (Mobile Country Code and Mobile Network Country, defined in E212 [87])).

	current serving MSC number
	C
	Provide to identify the E.164 number of the current serving MSC.

	current serving MSC address
	C
	Provide to identify the IP address of the current serving MSC.



Table 5.5E: Location information request REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	C
	Provide location information request event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	requesting network identifier
	C
	Provide the requesting network identifier PLMN id (Mobile Country Code and Mobile Network Country, defined in E212 [87]).

	requesting node type
	C
	Provide the requesting node type (GMSC; SMS Centre; GMLC, MME, SGSN).



Table 5.5F: LALS Target Positioning REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event date
	M
	Provide the date and time the LCS Report is available at LI LCS Client.

	event time
	
	

	network identifier
	M
	Network identifier of the LI LCS Client (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide the LALS location information, if the positioning is successful

	extended location parameters
	O
	If available, additional location information and associated QoS information.

	Time of Location
	C
	Date/Time of Location. (if target location provided).

	LALS error code
	C
	Provide the error identification code if the positioning is not successful.



Table 5.5G: LALS Enhanced Location for IRI REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event date
	M
	Provide the date and time the LCS Report is available at LI LCS Client.

	event time
	
	

	network identifier
	M
	Network identifier of the LI LCS Client (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	communication identity number
	C
	Provided for correlation with the IRI records of the call, if available in the corresponding LALS triggering event.

	location information
	C
	Provide the LALS location information, if the positioning is successful.

	extended location parameters
	O
	If available, additional location information and associated QoS information.

	Time of Location
	C
	Date/Time of Location. (if target location provided).

	LALS error code
	C
	Provide the error identification code if the positioning is not successful.



NOTE 2:	See the TS 33.107 [19] for a detailed description of LALS. See Annex O for information on using of the CS ASN.1 information object for the LALS reporting.
NOTE 3: 	In some specific scenarios the amount of Enhanced Location for IRI reports data may overload the X2 and/or HI2 interfaces. To prevent the overload, a flow control for Enhanced Location for IRI Reports may be implemented, e.g. by limiting the frequency of the reports for individual target.
[bookmark: _Toc26534878]*** NEXT CHANGE ***

6.5.1.1	REPORT record information
The REPORT record is used to report non-communication related subscriber actions (events) and for reporting unsuccessful packet-mode communication attempts.
The REPORT record is also used for the PS LALS reports.
The REPORT record shall be triggered when:
-	the target's mobile station performs a GPRS attach procedure (successful or unsuccessful);
-	the target's mobile station performs a GPRS detach procedure;
-	the target's mobile station is unsuccessful at performing a PDP context activation procedure;
-	the target's mobile station performs a cell, routing area, or combined cell and routing area update;
-	the interception is activated after target's mobile station has successfully performed GPRS attach procedure;
-	optionally when the target's mobile station leaves the old SGSN;
-	optionally when the target's mobile station enters or leaves IA;
-	the target's mobile station sends an SMS-Mobile Originated (MO) communication. Dependent on national requirements, the triggering for the REPORT record event shall occur either when the 3G SGSN receives the SMS from the target MS or, when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS;
	a mobile station sends an SMS-Mobile Originated (MO) communication to a Non-Local ID target. Dependent on national requirements, the triggering event for the REPORT record shall occur either when the 3G SGSN receives the SMS from a MS for a Non-Local ID target or, when the 3G SGSN receives notification that the SMS-Centre successfully received the SMS for the Non-Local ID target;
-	the target's mobile station receives a SMS Mobile-Terminated (MT) communication. Dependent on national requirements, the triggering event for the REPORT record shall occur either when the 3G SGSN receives the SMS from the SMS-Centre or, when the 3G SGSN receives notification that the target MS successfully received the SMS;
	a mobile station receives a SMS Mobile-Terminated (MT) communication from a Non-Local ID target. Dependent on national requirements, the triggering event for the REPORT record shall occur either when the 3G SGSN receives the SMS from the SMS-Centre originating from a Non-Local ID target or, when the 3G SGSN receives notification that the MS successfully received the SMS originating from a Non-Local ID target;
-	as a national option, a mobile terminal is authorized for service with another network operator or service provider; in that case, other related events are required as cancel location, register location, location information request from a third party's node;
-	as a national option, a REPORT record have to be generated when there is a HLR subscriber record change of IMSI or of MSISDN triggered by a messages to or from the HLR;
-	packet data header reporting is performed on an individual intercepted packet basis and a packet is detected as it is sent or received by the target for a packet-data communication PDP Context.;
-	when packet data summary reporting is performed on a summary basis for a packet-data communication PDP Context.associated with a particular packet flow (defined as the combination of source IP address, destination IP address, source port, destination port, and protocol and for IPv6 also include the flow label) and:
-	the packet flow starts,
-	an interim packet summary report is to be provided, or
-	packet flow ends including the case where PDP Context is deactivated.
An interim packet data summary report is triggered if:
-	the expiration of a configurable Summary Timer per intercept occurs. The Summary Timer is configurable in units of seconds. Or
-	a per-intercept configurable count threshold is reached.
-	when a LALS report information is received from the LI LCS Client.
Packet Data Header Information is reported either on a per-packet (i.e. non-summarised) basis or in a summary report. These reports provide IRI associated with the packets detected. The packet data header information related REPORT record is used to convey packet data header information during an active packet-data communication PDP Context.
NOTE:	In the case of IP Fragments, Packet Data Header Information on a 6-tuple basis may only be available on the first packet and subsequent packets may not include such information and therefore may not be reported.
Table 6.3: GPRS Attach REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	M
	Shall provide GPRS Attach event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	Time of Location
	C
	Date/Time of Location. (if target location provided).

	failed attach reason
	C
	For failed attach attempts of the target, provide information about the reason for the failed attach attempt.



Table 6.4: GPRS Detach REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	M
	Shall provide GPRS Detach event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	Time of Location
	C
	Date/Time of Location. (if target location provided).



Table 6.5: PDP Context Activation (unsuccessful) REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	When a:
-	static address requested by the target's MS in association with a target-initiated PDP context activation request is unsuccessful; or
-	address offered by the network in association with a network-initiated PDP context activation request and the target's MS rejects the network-initiated PDP context activation,
The address requested or offered shall be reported.

	iP assignment
	C
	When an observed PDP address is reported, shall provide to indicate observed PDP address is statically or dynamically assigned.

	event type
	M
	Shall provide PDP Context Activation event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	If available (i.e., provided by the UE) shall identify either the:
-	packet data network to which the target requested to be connected when the target's mobile station is unsuccessful at performing a PDP context activation procedure (MS to Network); or
-	access point of the packet data network that requested to be connected to the MS when the target's mobile station rejects a network-initiated PDP context activation (Network to MS).

	PDP type
	C
	When an observed PDP address is reported, provide to describe the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	initiator
	M
	Shall be provided to indicate whether the PDP context activation is network-initiated, target-initiated, or not available.

	network identifier
	M
	Shall be provided. 

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	Time of Location
	C
	Date/Time of Location. (if target location provided).

	failed context activation reason
	M
	Information about the reason for failed context activation attempts of the target shall be provided.

	umts QOS
	C
	Provide to identify the QOS parameters.



Table 6.6: Location Information Update REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	M
	Shall provide Location Information Update event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS. This parameter, in case of inter-SGSN RAU, will be sent only by the new SGSN.

	Time of Location
	C
	Date/Time of Location. (if target location provided).

	old location information
	O
	Provide (only by the old SGSN), when authorized and if available, to identify the old location information for the target's MS.

	ldi event
	O
	Provide, when authorized, to indicate whether the target is entering or leaving the interception area (only applicable for location dependant interception).



Location Information Update REPORT Record shall be sent in the following cases:
-	when the target's mobile station moves to the new SGSN;
-	optionally when the target's mobile station leaves the old SGSN.
Table 6.7: SMS-MO and SMS-MT Communication REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed Non-Local ID
	
	

	event type
	M
	Shall provide SMS event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	SMS originating address
	O
	Provide to identify the originating and destination address of the

	SMS destination address
	
	SMS message

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	Time of Location
	C
	Date/Time of Location. (if target location provided).

	SMS
	C
	Shall be Pprovided, when authorized, to deliver SMS content in case of IRI+CC interception, including header which is sent with the SMS-service. In case of SMS IRI only interception, the procedure in Annex Z shall be performed.
The information about the other party involved in the SMS is included in the SMS TPDU (TS 23.040 [XX] clause 9.2).
The parameter is conditional for backward compatibility reasons.

	service centre address
	C
	If SMS content is not provided, shall be provided to identify the address of the relevant SMS-C server. If SMS content is provided, this parameter is optional.

	SMS initiator
	M
	Shall be provided to indicate whether the SMS is MO, MT, or Undefined.

	SMS content removed indicator
	O
	[bookmark: _Hlk128664469]Shall be set to TRUE if the SMS content has been removed according to Annex Z. Shall be set to FALSE if the SMS content has not been removed. 
The parameter is optional for backward compatibility reasons.



Table 6.8: Serving System REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	observed IMEI
	
	

	event type
	M
	Shall provide Serving System event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	serving system identifier
	M
	Shall provide the VPLMN id (Mobile Country Code and Mobile Network Country, E. 212 number [87]).



Table 6.9: Start Of Interception with mobile station attached REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event type
	M
	Shall provide Start Of Interception with mobile station attached event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	Time of Location
	C
	Date/Time of Location. (if target location provided).



Start Of Interception with mobile station attached REPORT Record shall be sent in the following case:
-	the interception is activated any time after target's mobile station has successfully performed GPRS attach procedure.
When the ICE (i.e. SGSN, GGSN) is not aware of the activation of multiple lawfully authorized intercepts when the mobile station has already completed the GPRS attach procedures, the MF/DF shall generate the Start of Interception with mobile station attached REPORT record on its own using information that it has retained.           
When the REPORT-record is used to convey the start of interception with mobile station attached, the DF2 shall not send the Start of Interception with mobile station attached REPORT record to the LEMFs that were already intercepting the target due previous LI activation on the same target.
Table 6.9A: Packet Data Header Information REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	observed PDP address
	C
	If available, shall be provided in the following cases to identify the:
-	static address requested by the target's MS, and allocated by the Network for a successful PDP context activation.
-	address allocated dynamically by the network to the target MS in association with a PDP context activation (i.e. address is sent by the Network in an Activate PDP Context Accept) for a successful PDP context activation procedure when the PDP Context activation request does not contain a static PDP address.
-	address offered by the network in association with a network-initiated PDP context activation request when the target's MS accepts the network-initiated PDP context activation request.

	event type
	M
	Shall provide the Packet Data Header Information event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	access point name
	C
	If available, shall be provided to identify the packet data network to which the target is connected.

	PDP type
	C
	When a PDP address is provided, shall provide the PDP type of the observed PDP address. The PDP Type defines the end user protocol to be used between the external packet data network and the MS.

	network identifier
	M
	Shall be provided.

	correlation number
	M
	Shall provide to uniquely identify the PDP context delivered to the LEMF used to correlate IRI records with CC.

	lawful intercept identifier
	M
	Shall be provided.

	packet data header information
	M
	Shall be provided to identify the packet header information to be reported on a per-packet basis as defined in Table 6.9B or on a summary basis. For summary reporting includes one or more packet flow summaries where each packet flow summary is associated with a particular packet flow as defined in Table 6.9C. 

	NSAPI
	O
	Provided for additional information.



Table 6.9B: Contents of per-packet, packet data header information parameter
	Parameter
	MOC
	Description/Conditions

	source IP address
	C
	Provide when mapping packet header information to identify the source IP address for a particular packet flow.

	source port number
	C
	Provide when mapping packet header information to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	C
	Provide when mapping packet header information to Identify the destination IP address for a particular packet flow.

	destination port number
	C
	Provide when mapping packet header information to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	C
	Provide when mapping packet header information to identify the transport protocol (e.g. TCP) for a particular packet flow.

	flow label
	C
	Provide when mapping packet header information for IPv6 only for a particular packet flow.

	direction
	M
	Shall be provided. Identifies the direction of the packet (from target or to target). 

	packet size
	O
	Provide when mapping packet header information to convey the value contained in Total Length Fields of the IPv4 packets or the value contained in the Payload Length fields of the IPv6 packets.

	packet data header copy
	C
	Provide when reporting a copy of the entire packet header information rather than mapping individual information and so it is alternative to the individual information. 



Table 6.9C: Contents of a single summary flow packet data header information parameter
	Parameter
	MOC
	Description/Conditions

	source IP address
	M
	Shall be provided. Identifies the source IP address for a particular packet flow.

	source port number
	C
	Provide to report the source port number for a particular packet flow when the transport protocol supports port numbers.

	destination IP address
	M
	Shall be provided. Identifies the destination IP address for a particular packet flow.

	destination port number
	C
	Provide to report the destination port number for a particular packet flow when the transport protocol supports port numbers.

	transport protocol
	M
	Identifies the transport protocol (e.g. TCP) for a particular packet flow.

	flow label
	C
	Provide for IPv6 only for a particular packet flow.

	summary period
	M
	Shall provide the period of time during which the packets of a particular packet flow of the summary report were sent or received by the target and defined by specifying the time when the first packet and the last packet of the reporting period were detected. 

	packet count
	M
	Shall provide the number of packets detected for a particular packet flow.

	sum of packet sizes
	O
	Provides the sum of values contained in Total Length Fields of the IPv4 packets or the sum of the values contained in the Payload Length fields of the IPv6 packets.

	packet data summary reason
	M
	Shall provide the reason for the report being delivered to the LEMF (i.e. timeout, count limit, end of session).



Table 6.9D: HLR subscriber record change REPORT Record
	Parameter
	MOC
	Description/Conditions

	new observed MSISDN
	C
	Provide at least one and others when available.

	new observed IMSI
	
	

	new Observed IMEI
	
	

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	observed IMEI
	
	

	event type
	M
	Shall provide HLR subscriber record change event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall provide the network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	changed (old/new) IMSI or MSISDN or IMEI
	M
	Shall provide what was changed (old/new MSISDN, old/new IMSI or old/new IMEI)

	carrier Specific Data
	O
	Provide raw data of this specific update.



Table 6.9E: Cancel location REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	M
	Shall provide cancel Location change event type. (purge from HLR sent to SGSN included).

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall provide the network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	previous serving system identifier
	C
	If available, shall provide the previous VPLMN id (Mobile Country Code and Mobile Network Country, defined in E.212 [87]).

	previous serving SGSN-Number
	C
	Provide the E.164 number of the previous serving SGSN, if available.

	previous serving SGSN-Address
	C
	Provide the IP address of the previous serving SGSN, if available.

	previous serving S4-SGSN-address
	C
	Provide the Diameter Origin-Host and Origin-Realm of the previous serving S4‑SGSN, if available.



Table 6.9F: Register location REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	M
	Shall provide register location event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall provide the network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	previous serving system identifier
	C
	If available, shall provide the previous VPLMN id (Mobile Country Code and Mobile Network Country; defined in E.212 [87]).

	previous serving SGSN-Number
	C
	Provide the E.164 number of the previous serving SGSN, if available.

	previous serving SGSN-Address
	C
	Provide the IP address of the previous serving SGSN, if available.

	previous serving S4-SGSN-address
	C
	Provide the Diameter Origin-Host and Origin-Realm of the previous serving S4‑SGSN, if available.

	current serving system identifier
	M
	Shall provide the current VPLMN id (Mobile Country Code and Mobile Network Country, defined in E.212 [87]).

	current serving SGSN-Number
	C
	Provide the E.164 number of the current serving SGSN, if available.

	current serving SGSN-Address
	C
	Provide the IP address of the current serving SGSN, if available.

	current serving S4-SGSN-address
	C
	Provide the Diameter Origin-Host and Origin-Realm of the current serving S4‑SGSN, if available.



Table 6.9G: Location information request REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	C
	Provide at least one and others when available.

	observed IMSI
	
	

	event type
	M
	Shall provide location information request event type.

	event date
	M
	Shall provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall provide the network identifier of the HLR reporting the event (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	requesting network identifier
	C
	Provide the requesting network identifier PLMN id (Mobile Country Code and Mobile Network Country, defined in E.212 [87]).
Editor's Note: The specific condition for this parameter needs clarification and consideration can be given to reporting whatever requesting network identifier is observed regardless of whether that identifier is a PLMN id in accordance with E212.

	requesting node type
	C
	For GMSC; SMS Centre; GMLC, MME, SGSN, shall provide the requesting node type (GMSC; SMS Centre; GMLC, MME, SGSN)



Table 6.9H: LALS Target Positioning REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event date
	M
	Shall provide the date and time the report is created.

	event time
	
	

	network identifier
	M
	Network identifier of the LI LCS Client (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	location information
	C
	Provide the LALS location information, if the positioning is successful.

	Time of Location
	C
	Date/Time of Location. (if target location provided).

	extended location parameters
	O
	If available, additional location information and associated QoS information.

	LALS error code
	C
	Provide the error identification code, if the positioning is not successful.



Table 6.9I: LALS Enhanced Location for IRI REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed MSISDN
	
	

	observed IMSI	
	C
	Provide at least one and others when available.

	observed IMEI
	
	

	event date
	M
	Provide the date and time the LCS Report is available at LI LCS Client.

	event time
	
	

	network identifier
	M
	Network identifier of the LI LCS Client (Network element identifier included).

	lawful intercept identifier
	M
	Shall be provided.

	correlation number
	C
	Provided for correlation with the IRI records of the call, if available in the corresponding LALS triggering event.

	location information
	C
	Provide the LALS location information, if the positioning is successful.

	Time of Location
	C
	Date/Time of Location. (if target location provided).

	extended location parameters
	O
	If available, additional location information and associated QoS information.

	LALS error code
	C
	Provide the error identification code if the positioning is not successful.



In the present document, the LALS Target Positioning reports are only sent when the target is successfully located. If the location information is not available, e.g. when the target is not attached to the network, no record is sent to the LEMF.
NOTE 1:	See the TS 33.107 [19] for a detailed description of LALS. See Annex O for information on using of the PS ASN.1 information object for the LALS reporting.
NOTE 2: 	In some specific scenarios the amount of Enhanced Location for IRI reports data may overload the X2 and/or HI2 interfaces. To prevent the overload, a flow control for Enhanced Location for IRI Reports may be implemented, e.g. by limiting the frequency of the reports for individual target.
*** NEXT CHANGE ***

[bookmark: _Toc26534898]7.5.0	Introduction
In addition, information on non-transmission related actions of a target constitute IRI and is sent via HI2, e.g. information on SIP message with call forwarding configuration information.
The IRI may be subdivided into the following categories:
1.	Control information for HI2 (e.g. correlation information).
2.	Basic data context information, for standard data transmission between two parties (e.g. SIP- or XCAP-message).
3.	Information needed to decrypt media traffic between the parties.
For each event, a Record is sent to the LEMF, if this is required. The following table gives the mapping between event type received at DF2 level and record type sent to the LEMF.
Table 7.1: Mapping between IMS Events and HI2 Records Type
	Event
	IRI Record Type

	SIP-message
	REPORT

	XCAP-request
	REPORT

	XCAP response
	REPORT

	Media decryption keys available
	REPORT

	Start of interception for already established IMS session 
	REPORT

	Serving System
	REPORT

	Subscriber record change
	REPORT

	Registration Termination
	REPORT

	Location Information Request
	REPORT



A set of information is used to generate the record. The records used transmit the information from mediation function to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new IEs are available and if this is necessary in a specific country. The following table gives the mapping between information received per event and information sent in records.
Once IRI only interception is underway, LEMF receives IMS specific IRI only (SIP IRI) from CSCF or IRI only (XCAP Message IRI) from the XCAP server managing the XCAP resource associated with the IMS supplementary service setting, or IRI only from the HSS. LEMF does not receive CC, and therefore it is not possible to correlate IMS specific IRI with CC.
Once IRI and CC interception is underway, LEMF receives IMS specific IRI both from a GSN and from a CSCF. LEMF receives SIP messages also from a GSN within CC. LEMF receives IRI of XCAP events from functions such as XCAP authentication and resource management function. In certain cases, however, SIP messages may be encrypted between UE and CSCF. XCAP message between the UE and the AS managing the target's IMS supplementary service settings may be encrypted. In these cases LEMF needs to receive unencrypted SIP or XCAP messages in IMS specific IRI provided from CSCF, or from the XCAP server managing the target's IMS supplementary service settings. The LI service delivery of XCAP events related to XCAP authentication process is for further study.
In some cases the CC is encrypted according to one of the IMS media security solutions specified in TS 33.328 [54]. In these cases the LEMF receives encrypted CC and decrypts it based on the decryption information received over the HI2 interface. 
NOTE 0:	CC interception is not applicable at the HSS.
When the InstanceID is present in IMS signalling TS 24.229 [76], and contains an IMEI URN [81], [82], the IMEI shall be extracted and converted to the reporting format defined for partyInformation (imei).
NOTE 1:	Delivery of decrypted CC in the above scenario is FFS.
NOTE 1a:	GSN has no possibility to decrypt SIP messages based on the IMS security architecture.
NOTE 2:	Security mechanisms for protecting delivery of key material over the HI2 in line with TS 33.328 [54] are FFS.
NOTE 2a: When the CSCF is not aware of the activation of multiple lawfully authorized intercepts on a single target, the MF/DF needs to generate the REPORT with Start of Interception on an already established IMS session on its own using information that it has retained.           
The DF2 shall not send the REPORT with Start of Interception with an already established IMS session to the LEMFs that were already intercepting the session due to a previous LI activation on the same target.
Table 7.2: Mapping between IMS Events Information and IRI Information
	Parameter
	Description
	HI2 ASN.1 parameter

	Observed SIP URI
	Observed SIP URI
	partyInformation (partyIdentity(sip-uri))

	Observed TEL URI
	Observed TEL URI
	partyInformation (partyIdentity(tel-uri))

	Observed IMEI
	Observed IMEI
	partyInformation (partyIdentity(imei))

	Observed IMPI
	Observed IMPI (NOTE 12)
	partyInformation (partyIdentity(impi))

	Observed IMSI
	Observed IMSI (NOTE 12)
	partyInformation partyIdentity( (imsi))

	Observed MSISDN
	Observed MSISDN (NOTE 12)
	partyInformation (partyIdentity(msISDN))

	Event type
	IMS Event
It indicates whether the IRI contains a CC unfiltered SIP message, a CC filtered SIP message, an XCAP request,	an XCAP response, or the media decryption keys.
For interception at the HSS, it indicates whether the IRI contains a Serving system, a Subscriber Record Change, a Registration Termination or a Location Information Request.
	iMSevent

	Event date
	Date of the event generation in the CSCF or in the XCAP server managing the target's IMS supplementary service setting(s).
	timeStamp

	Event time
	Time of the event generation in the CSCF or in the XCAP server managing the target's IMS supplementary service setting(s).
	

	Network identifier
	Unique number of the intercepting CSCF or the XCAP server managing the target's IMS supplementary service setting(s).
	networkIdentifier

	Correlation number
	Unique number for each PDP context/Bearer delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context/Bearer and the IRI.
	gPRSCorrelationNumber

	Correlation
	Correlation number; unique number for each PDP context/Bearer delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context/Bearer and the IRI.
ASN.1 as: iri-to-CC

Signalling PDP context/Bearer correlation number; unique number for signalling PDP context/Bearer delivered to the LEMF, to help the LEA, to have a correlation between each PDP Context/Bearer and the IRI.
Used in the case two PDP contexts/Bearers are used.
ASN.1 as: iri-to-CC

SIP correlation number; either Call-id or some implementation dependent number that uniquely identify SIP messages of the same SIP session.
ASN.1 as: iri-to-iri

XCAP transaction correlation number: It correlates the XCAP request and reponse.
	correlation

	Lawful interception identifier
	Unique number for each lawful authorization.
	lawfulInterceptionIdentifier

	SIP message
	Either whole SIP message, or SIP message header (plus SDP body, if any). SIP message header (plus SIP message body part conveying IRI such as SDP) is used if warrant requires only IRI. In such cases, specific content in the SIP Message (e.g. 'Message', etc.) has to be deleted; unknown headers shall not be deleted. For intercepts requiring IRI only delivery, depending on national regulations, SMS content may be excluded performing the procedure in Annex Z, while SMS headers (which convey information including originating and destination addresses, SMS centre address) are included, if available. Location information that the service provider is aware of (e.g. location in PANI header) is removed when delivery of such information is not lawfully authorized.
	sIPMessage

	Media-decryption-info
	Session keys and additional info for the decryption of the CC streams belonging to the intercepted session.

This field is present if available at the DF/MF
	mediaDecryption-info
Contain for each key the follow triplet:
 cCCSID,
 cCDecKey,
 cCSalt (optionally)

	SIP message header offer
	Header of the SIP message carrying the SDP offer (NOTE 10).
	sipMessageHeaderOffer

	SIP message header answer
	Header of the SIP message carrying the SDP answer (NOTE 10).
	sipMessageHeaderAnswer

	SDP offer
	SDP offer used for the establishment of the IMS session (NOTE 10).
	sdpOffer

	SDP answer
	SDP answer used for the establishment of the IMS session (NOTE 10).
	sdpAnswer

	MediaSec key retrieval failure indication 
	Provides the information that the procedure to get encryption keys from the KMS failed.
	mediaSecFailureIndication

	PANI header information
	Elements of P-Access-Network-Info headers in SIP message; defined in TS 24.229 [76] §7.2A.4.
	pANI-Header-Info

	XCAP message
	XCAP message (i.e. to report separately the XCAP request and XCAP response between the UE and the XCAP server managing the XCAP resources of the target's IMS supplementary service setting(s); based on TS 24.623 [77]).
	xCAPMessage

	VoIP Roaming Indication
	Applicable to IMS events related to VoLTE only.
Indicates the roaming architecture in the VPLMN: Local Breakout (LBO) or S8HR (S8-reference point based home routing). 
	roamingIndication


	Changed (old/new) IMSI or MSISDN/TEL URI/SIP URI/IMPI or IMEI
	Provides the identity changes in Subscriber Record Change Event.
	change-Of-Target-Identity

	Other User Identities
	Provides other IMPU or IMPI that was allocated to the Target being deregistered in HSS.
	otherIdentities

	Deregistration Reason
	Provides the reason of de-registration in HSS
Coded according to 3GPP TS 29.229 [96], values would be coded according to Reason-Code AVP when deregistration is initiated by HSS, and to Server-Assignment-Type AVP when indicated by SCSF.
	deregistrationReason

	Previous serving system identifier
	Provides an identifier as defined in 3GPP TS 29.229 [96] that allows the home network to identify the previous visited network when deregistration is done.
	visitedNetworkId

	Current Serving System Identifier
	Provides an identifier as defined in 3GPP TS 29.229 [96] that allows the home network to identify the current visited network.
	visitedNetworkId

	Other update
	Carrier specific information related to implementation or subscription process on HSS. Raw data will be provided. CSP will provide to LEMF elements to understand such data.
	carrierSpecificData

	Requesting network identifier
	The requesting network identifier PLMN id (Mobile Country Code and Mobile Network Code, defined in E.212 [87]).
	requesting-Network-Identifier

	Requesting node identifier
	The requesting node identifier
	requesting-Node-Identifier

	Requesting node type
	Type of requesting node such as MSC, SMS Centre, GMLC, MME, SGSN.
	requesting-Node-Type

	Location information
	In case of S8HR, this parameter carries the UE location information that the LMISF receives from the MME through the S-GW/BBIFF.
	ePSlocationOfTheTarget

	Time of Location

	Date/Time of location. The time when location was obtained by the location source node.
	ePSlocationOfTheTarget



NOTE 3:	Void.
NOTE 4: Void.
NOTE 5:	Void.
NOTE 6:	Void.
NOTE 7:	LIID parameter has to be present in each record sent to the LEMF.
NOTE 8:	Details for the parameter SIP message. If the warrant requires only signaling information, specific content in the parameter 'SIP message' like IMS (Immediate Messaging) has to be deleted/filtered. It should be noted that SDP content within SIP messages is reported even for warrants requiring only IRI.
NOTE 9:	In case of IMS event reporting involving the correlation number parameter, the gPRSCorrelationNumber HI2 ASN.1 parameter, which is also used in the IRIs coming from UMTS PS nodes, is used as container.
NOTE 10:	This parameter is applicable only in case of start of interception for an already established IMS session.
NOTE 11:	For separated IMS VoIP, the imsVoIP (as defined in clause 12) may be used instead of Correlation Number or Correlation shown in table 7.2.
NOTE 12: Applicable to HSS only.
pANI-header-info parameter includes elements present in the P-Access-Network-Info (PANI) header in intercepted SIP messages originated by the target's UE and handled by the CSCFs. The mediation function shall parse these intercepted SIP messages and copy from the PANI header the type/class of access and, if required by the warrant, location information in the related parameters specified in Annexes B.3 and B.9. In such case, the SIP messages carrying the PANI header shall also be sent to the LEMF unmodified.
In case the warrant does not require providing target's location information, any location information shall be filtered from the intercepted raw SIP messages, prior that these are delivered to the LEMF. In such case, as an implementation option, location information may be masked (e.g. filled with blanks or other characters) instead of filtered.
*** NEXT CHANGE ***

[bookmark: _Toc26535063]15.2.3	SMS over IMS
For separate delivery of SMS when SMS over IMS (using IMS SIP signalling handled by the core network) is used, the following REPORT Records shall be reported by DF2 to the LEMF:
1)	SMS over IP REPORT Record (see Table 15.2.3.1).
2)	HSS related REPORT Records:
a.	Serving System (6.5.1.1) or Serving Evolved Packet System (10.5.1.1) for use when roaming
b.	Registration termination or Cancel Location (6.1.1.1 or 10.5.1.1);
c.	Register location REPORT Record (6.5.1.1 or 10.5.1.1);
d.	Location information request REPORT Record (6.5.1.1. or 10.5.1.1).
The above REPORT Records shall be able to be reported from DF2 to the LEMF independent of any other services that may or may not be intercepted.
Table 15.2.3.1: SMS over IMS REPORT Record
	Parameter
	MOC
	Description/Conditions

	observed SIP-URI
	C
	SIP URI of the target (if available).

	observed TEL-URI
	C
	TEL URI of the target (if available).

	observed IMEI 
	C
	IMEI of the target (if available).

	event type
	M
	Provide SMS over IP event type.

	event date
	M
	Provide the date and time the event is detected.

	event time
	
	

	network identifier
	M
	Shall be provided.

	lawful intercept identifier
	M
	Shall be provided.

	PANI header information
	C
	Elements of P-Access-Network-Info header information in SIP messages; described in TS 24.229 [76] §7.2A.4. Provided if available and applicable.

	SMS originating address
	M
	Shall be provided to identify the origination address for the SMS.

	SMS destination address
	M
	Shall be provided to identify the destination address for the SMS.

	SMS
	C
	Provided if the delivery of SMS Content is lawfully authorized Shall be provided, to deliver SMS content in case of IRI+CC interception, including header which is sent with the SMS-service. In case of IRI only interception, the procedure in Annex Z shall be performed.
The information about the other party involved in the SMS is included in the SMS TPDU (TS 23.040 [XX] clause 9.2). 
The parameter is conditional for backward compatibility reasons.

	service centre address
	M
	Shall be provided.

	SMS Initiator
	M
	Shall be provided to indicate whether the SMS is MO, MT, or Undefined.

	location information
	C
	Provide, when authorized, to identify location information for the target's MS.

	Time of Location
	C
	Date/Time of UE Location (if target location provided).

	SMS content removed indicator
	O
	Shall be set to TRUE if the SMS content has been removed according to Annex Z. Shall be set to FALSE if the SMS content has not been removed. 
The parameter is optional for backward compatibility reasons.




*** ASN.1 Changes***
	  START OF CHANGE 1 	

---a/33108/r17/EpsHI2Operations.asn
+++b/33108/r17/EpsHI2Operations.asn
@@ -1,4 +1,4 @@ 
1	-	EpsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2eps(8) r16 (16) version-1 (1)}
-	1	EpsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2eps(8) r17 (17) version-0 (0)}
2	2	
3	3	DEFINITIONS IMPLICIT TAGS ::=
4	4	
@@ -20,7 +20,7 @@ IMPORTS
20	20				FROM HI2Operations
21	21				{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
22	22	 				  lawfulIntercept(2) hi2(1) version18(18)} -- Imported from TS 101 671 v3.14.1
23	-			
-	23	
24	24	  		CivicAddress,
25	25			ExtendedLocParameters,
26	26			LocationErrorCode
@@ -29,7 +29,7 @@ IMPORTS
29	29	    		{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
30	30	   				lawfulintercept(2) threeGPP(4) hi2(1)  r16 (16) version-0 (0)};
31	31	    			-- Imported from 3GPP TS 33.108, UMTS PS HI2
32	-		
-	32	
33	33	
34	34	-- Object Identifier Definitions
35	35	
@@ -39,7 +39,7 @@ securityDomain(2) lawfulIntercept(2)}
39	39	
40	40	-- Security Subdomains
41	41	threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
42	-	hi2epsDomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2eps(8) r16(16) version-1 (1)}
-	42	hi2epsDomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2eps(8) r17(17) version-0 (0)}
43	43	
44	44	EpsIRIsContent		::= CHOICE
45	45	{
@@ -174,7 +174,7 @@ IRI-Parameters		::= SEQUENCE
174	174	    -- information extracted from P-Access-Network-Info headers of SIP message;
175	175		-- described in TS 24.229 7.2A.4 [76]
176	176		imsVoIP 				[57] IMS-VoIP-Correlation					OPTIONAL,
177	-		xCAPmessage			[58] OCTET STRING OPTIONAL,	
-	177		xCAPmessage			[58] OCTET STRING OPTIONAL,
178	178	    -- The HTTP message (HTPP header and any XCAP body) of any of the target's IMS supplementary
179	179		-- service setting management or manipulation XCAP messages occuring through the Ut interface
180	180	    -- defined in the 3GPP TS 24 623 [77].
@@ -189,7 +189,7 @@ IRI-Parameters		::= SEQUENCE
189	189		-- defined in E212 [87]).
190	190		requesting-Node-Type				[65] Requesting-Node-Type OPTIONAL,
191	191		serving-System-Identifier			[66] OCTET STRING OPTIONAL,
192	-		-- the serving network identifier PLMN id (MNC, Mobile Country Code and MNC,Mobile Network	
-	192		-- the serving network identifier PLMN id (MNC, Mobile Country Code and MNC,Mobile Network
193	193		-- Country, defined in E212 [87]) and 3GPP TR 21.905 [38], that may be included in the Diameter
194	194		-- AVP to and from the HSS.
195	195	
@@ -201,7 +201,7 @@ IRI-Parameters		::= SEQUENCE
201	201	    -- coded according to 3GPP TS 29.274 [46]
202	202	
203	203	    proSeRelayIMEI                     [70] OCTET STRING (SIZE (8)) OPTIONAL,
204	-	    -- coded according to 3GPP TS 29.274 [46] 
-	204	    -- coded according to 3GPP TS 29.274 [46]
205	205	
206	206		extendedLocParameters 	[71] 	ExtendedLocParameters OPTIONAL, -- LALS extended parameters
207	207		locationErrorCode		[72]	LocationErrorCode OPTIONAL,	-- LALS error code
@@ -209,14 +209,14 @@ IRI-Parameters		::= SEQUENCE
209	209	    otherIdentities                    [73] SEQUENCE OF PartyInformation OPTIONAL,
210	210	    deregistrationReason               [74] DeregistrationReason OPTIONAL,
211	211	    requesting-Node-Identifier         [75] OCTET STRING OPTIONAL,
212	-	    roamingIndication                  [76] VoIPRoamingIndication 	OPTIONAL, 
-	212	    roamingIndication                  [76] VoIPRoamingIndication 	OPTIONAL,
213	213	    -- used for IMS events in the VPLMN.
214	214		cSREvent						[77]	CSREvent OPTIONAL,
215	215		ptc								[78]	PTC OPTIONAL,  -- PTC Events
216	216		ptcEncryption					[79]	PTCEncryptionInfo OPTIONAL,
217	217		-- PTC Encryption Information
218	218		additionalCellIDs				[80] SEQUENCE OF AdditionalCellID OPTIONAL,
219	-	    scefID							[81] UTF8String OPTIONAL, 
-	219	    scefID							[81] UTF8String OPTIONAL,
220	220	    -- SCEF-ID FQDN as defined by TS 29.336 [101], clause 8.4.5 and RFC 3588 [102] section 4.3
221	221		national-HI2-ASN1parameters	[255]	National-HI2-ASN1parameters	OPTIONAL
222	222	}
@@ -296,7 +296,7 @@ PartyInformation 			::= SEQUENCE
296	296				-- See [67]
297	297			nai 						 [10] OCTET STRING    OPTIONAL,
298	298	            -- NAI of the target, encoded in the same format as defined by [EPS stage 3 specs]
299	-			x-3GPP-Asserted-Identity [11] OCTET STRING 	OPTIONAL,	
-	299			x-3GPP-Asserted-Identity [11] OCTET STRING 	OPTIONAL,
300	300			-- X-3GPP-Asserted-Identity header (3GPP TS 24.109 [79]) of the target, used in
301	301			-- some XCAP transactions as a complement information to SIP URI or Tel URI.
302	302			xUI						[12] OCTET STRING 	OPTIONAL,
@@ -320,9 +320,9 @@ Location	::= SEQUENCE
320	320	{
321	321		e164-Number         [1] OCTET STRING (SIZE (1..25)) OPTIONAL,
322	322	        -- Coded in the same format as the ISUP location number (parameter
323	-	        -- field) of the ISUP (see EN 300 356 [30]).    
-	323	        -- field) of the ISUP (see EN 300 356 [30]).
324	324		globalCellID		[2] GlobalCellID	OPTIONAL,
325	-			--see MAP format (see [4])	
-	325			--see MAP format (see [4])
326	326		rAI					[4] Rai		OPTIONAL,
327	327			-- the Routeing Area Identifier in the current  SGSN is coded in accordance with the
328	328			--  10.5.5.15 of document [9] without the Routing Area Identification IEI
@@ -361,7 +361,7 @@ AdditionalCellID ::= SEQUENCE
361	361		nCGI			[1] NCGI,
362	362		gsmLocation		[2] GSMLocation OPTIONAL,
363	363		umtsLocation	[3] UMTSLocation OPTIONAL,
364	-		timeOfLocation	[4] GeneralizedTime OPTIONAL,  
-	364		timeOfLocation	[4] GeneralizedTime OPTIONAL,
365	365		...
366	366	}
367	367	
@@ -388,7 +388,7 @@ NCGI ::= SEQUENCE
388	388	
389	389	GSMLocation 	::= CHOICE
390	390	{
391	-		geoCoordinates 	[1] SEQUENCE	
-	391		geoCoordinates 	[1] SEQUENCE
392	392		{
393	393			latitude		[1]	PrintableString (SIZE(7..10)),
394	394								-- format : 	XDDMMSS.SS
@@ -408,10 +408,10 @@ GSMLocation 	::= CHOICE
408	408			--			latitude short form		N502312
409	409			--			longitude long form		E1122312.18
410	410	
411	-		utmCoordinates	[2] SEQUENCE	
-	411		utmCoordinates	[2] SEQUENCE
412	412		{
413	-			utm-East 		[1] PrintableString (SIZE(10)),		
414	-			utm-North 		[2] PrintableString (SIZE(7)),	
-	413			utm-East 		[1] PrintableString (SIZE(10)),
-	414			utm-North 		[2] PrintableString (SIZE(7)),
415	415				-- example	utm-East	32U0439955
416	416				--			utm-North	5540736
417	417			mapDatum		[3]	MapDatum DEFAULT wGS84,
@@ -426,14 +426,14 @@ GSMLocation 	::= CHOICE
426	426			mapDatum			MapDatum DEFAULT wGS84,
427	427			...
428	428		},
429	-			-- example	32UPU91294045		
-	429			-- example	32UPU91294045
430	430	
431	431		wGS84Coordinates  	[4] OCTET STRING
432	432			-- format is as defined in [37].
433	433	}
434	434	
435	435	MapDatum ::= ENUMERATED
436	-	{	
-	436	{
437	437		wGS84,
438	438		wGS72,
439	439		eD50, 	-- European Datum 50
@@ -499,14 +499,15 @@ SMS-report		::= SEQUENCE
499	499			} OPTIONAL,
500	500			content				[4] OCTET STRING (SIZE (1 .. 270)) OPTIONAL,
501	501										-- Encoded in the format defined for the SMS mobile
502	-			...
503	-		}	
-	502			...,
-	503	        sMSContentRemovedIndicator [5] BOOLEAN OPTIONAL
-	504		}
504	505	}
505	506	
506	507	EPSCorrelationNumber ::= OCTET STRING
507	508	       -- In case of PS interception, the size will be in the range (8..20)
508	509	CorrelationValues ::= CHOICE {
509	-			
-	510	
510	511			iri-to-CC 	[0]		IRI-to-CC-Correlation, -- correlates IRI to Content(s)
511	512			iri-to-iri	[1]		IRI-to-IRI-Correlation, -- correlates IRI to IRI
512	513			both-IRI-CC	[2]		SEQUENCE { -- correlates IRI to IRI and IRI to Content(s)
@@ -587,7 +588,7 @@ EPSEvent ::= ENUMERATED
587	588	-- see [19]
588	589	
589	590	CSREvent ::= ENUMERATED
590	-	{ 
-	591	{
591	592		cSREventMessage	 					(1),
592	593		...
593	594	}
@@ -619,7 +620,7 @@ IMSevent ::= ENUMERATED
619	620		-- orders that require media interception.
620	621		sMSOverIMS	(8),
621	622		-- This value indicates to LEMF that the SMS utilized by SMS over IP (using IMS) is
622	-		-- being reported. 
-	623		-- being reported.
623	624	    servingSystem(9),
624	625	    	-- Applicable to HSS interception
625	626	    subscriberRecordChange(10),
@@ -769,7 +770,7 @@ TypeOfBearer ::= ENUMERATED
769	770	
770	771	EPSLocation	::= SEQUENCE
771	772	{
772	-	   
-	773	
773	774		userLocationInfo    [1] OCTET STRING (SIZE (1..39)) OPTIONAL,
774	775	        -- see 3GPP TS 29.274 [46] parameters coding rules defined for EPS-GTPV2-SpecificParameters.
775	776		gsmLocation			[2] GSMLocation OPTIONAL,
@@ -883,7 +884,7 @@ MediaDecryption-info ::= SEQUENCE OF CCKeyInfo
883	884	
884	885	CCKeyInfo ::= SEQUENCE
885	886	{
886	-		cCCSID	 [1]	OCTET STRING,	
-	887		cCCSID	 [1]	OCTET STRING,
887	888			-- the parameter uniquely mapping the key to the encrypted stream.
888	889		cCDecKey [2]	OCTET STRING,
889	890		cCSalt   [3]    OCTET STRING OPTIONAL,
@@ -918,7 +919,7 @@ PacketDataHeaderReport ::= CHOICE
918	919	PacketDataHeaderMapped ::= SEQUENCE
919	920	{
920	921		sourceIPAddress			[1] IPAddress,
921	-		sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,	
-	922		sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,
922	923		destinationIPAddress	[3] IPAddress,
923	924		destinationPortNumber	[4] INTEGER (0..65535) OPTIONAL,
924	925		transportProtocol		[5] INTEGER,
@@ -954,7 +955,7 @@ PacketFlowSummary ::= SEQUENCE
954	955	{
955	956	
956	957		sourceIPAddress			[1] IPAddress,
957	-		sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,	
-	958		sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,
958	959		destinationIPAddress	[3] IPAddress,
959	960		destinationPortNumber	[4] INTEGER (0..65535) OPTIONAL,
960	961		transportProtocol		[5] INTEGER,
@@ -972,7 +973,7 @@ PacketFlowSummary ::= SEQUENCE
972	973	
973	974	ReportReason ::= ENUMERATED
974	975	{
975	-		timerExpired			(0),	
-	976		timerExpired			(0),
976	977		countThresholdHit		(1),
977	978		pDPComtextDeactivated   (2),
978	979		pDPContextModification	(3),
@@ -1038,7 +1039,7 @@ Change-Of-Target-Identity ::= SEQUENCE
1038	1039				old-IMEI 								[8] PartyInformation OPTIONAL,
1039	1040						-- See MAP format [4] International Mobile
1040	1041																												-- Equipement Identity defined in MAP format document TS 29.002 [4]
1041	-																										
-	1042	
1042	1043	...,
1043	1044		new-IMPI							[9] PartyInformation OPTIONAL,
1044	1045		old-IMPI							[10] PartyInformation OPTIONAL,
@@ -1047,7 +1048,7 @@ Change-Of-Target-Identity ::= SEQUENCE
1047	1048		new-TEL-URI							[13] PartyInformation OPTIONAL,
1048	1049		old-TEL-URI							[14] PartyInformation OPTIONAL
1049	1050	}
1050	-																										
-	1051	
1051	1052	Current-Previous-Systems ::= SEQUENCE
1052	1053	{
1053	1054		serving-System-Identifier			[1] OCTET STRING OPTIONAL,
@@ -1115,7 +1116,7 @@ PTC ::= SEQUENCE {
1115	1116		-- tag [18] was used in r15 (15) version-4 (4)
1116	1117		groupAuthRule				[19] GroupAuthRule OPTIONAL,
1117	1118		groupCharacteristics		[20] UTF8String OPTIONAL,
1118	-		holdRetrieveInd				[21] BOOLEAN OPTIONAL, 
-	1119		holdRetrieveInd				[21] BOOLEAN OPTIONAL,
1119	1120		-- true indicates target is placed on hold, false indicates target was retrived from hold.
1120	1121		-- tag [22] was used in r15 (15) version-4 (4)
1121	1122		imminentPerilInd 			[23] ImminentPerilInd OPTIONAL,
@@ -1128,13 +1129,13 @@ PTC ::= SEQUENCE {
1128	1129		listManagementFailure		[30] UTF8String OPTIONAL,
1129	1130		listManagementType			[31] ListManagementType OPTIONAL,
1130	1131		maxTBTime					[32] UTF8String OPTIONAL,  -- defined in seconds.
1131	-		mCPTTGroupID				[33] UTF8String OPTIONAL,	
-	1132		mCPTTGroupID				[33] UTF8String OPTIONAL,
1132	1133		mCPTTID						[34] UTF8String OPTIONAL,
1133	1134		mCPTTInd					[35] BOOLEAN OPTIONAL,
1134	1135		-- default False indicates to associate from target, true indicates to the target.
1135	1136		location					[36] Location OPTIONAL,
1136	1137		mCPTTOrganizationName		[37] UTF8String OPTIONAL,
1137	-		mediaStreamAvail 			[38] BOOLEAN OPTIONAL, 
-	1138		mediaStreamAvail 			[38] BOOLEAN OPTIONAL,
1138	1139		-- True indicates available for media, false indicates not able to accept media.
1139	1140		priority-Level				[40] Priority-Level OPTIONAL,
1140	1141		preEstSessionID				[41] UTF8String OPTIONAL,
@@ -1146,19 +1147,19 @@ PTC ::= SEQUENCE {
1146	1147		pTCOther					[47] UTF8String OPTIONAL,
1147	1148		pTCParticipants  			[48] UTF8String OPTIONAL,
1148	1149		pTCParty					[49] UTF8String OPTIONAL,
1149	-		pTCPartyDrop				[50] UTF8String OPTIONAL, 
-	1150		pTCPartyDrop				[50] UTF8String OPTIONAL,
1150	1151		pTCSessionInfo   			[51] UTF8String OPTIONAL,
1151	1152		pTCServerURI				[52] UTF8String OPTIONAL,
1152	1153		pTCUserAccessPolicy		[53] UTF8String OPTIONAL,
1153	1154		pTCAddress					[54] PTCAddress OPTIONAL,
1154	-		queuedFloorControl			[55] BOOLEAN OPTIONAL, 
-	1155		queuedFloorControl			[55] BOOLEAN OPTIONAL,
1155	1156		--Default FALSE,send TRUE if Queued floor control is used.
1156	1157		queuedPosition				[56] UTF8String OPTIONAL,
1157	-		-- indicates the queued position of the Speaker (Target or associate) who has the 
-	1158		-- indicates the queued position of the Speaker (Target or associate) who has the
1158	1159		-- right to speak.
1159	1160		registrationRequest		[57] RegistrationRequest OPTIONAL,
1160	1161		registrationOutcome		[58] RegistrationOutcome OPTIONAL,
1161	-		retrieveID					[59] UTF8String OPTIONAL, 
-	1162		retrieveID					[59] UTF8String OPTIONAL,
1162	1163		rTPSetting					[60] RTPSetting OPTIONAL,
1163	1164		talkBurstPriority			[61] Priority-Level	OPTIONAL,
1164	1165		talkBurstReason				[62] Talk-burst-reason-code OPTIONAL,
@@ -1197,9 +1198,9 @@ AlertIndicator ::= ENUMERATED
1197	1198	AssociatePresenceStatus ::=	SEQUENCE
1198	1199	{
1199	1200		presenceID		[1] UTF8String,
1200	-			-- identity of PTC Client(s)or the PTC group 
-	1201			-- identity of PTC Client(s)or the PTC group
1201	1202		presenceType	[2] PresenceType,
1202	-		presenceStatus	[3] BOOLEAN, 
-	1203		presenceStatus	[3] BOOLEAN,
1203	1204			-- default false, true indicates connected.
1204	1205	...
1205	1206	}
@@ -1214,7 +1215,7 @@ PresenceType	::= ENUMERATED
1214	1215	
1215	1216	Emergency 		::= ENUMERATED
1216	1217	{
1217	-		-- MCPTT services indication of peril condition. 
-	1218		-- MCPTT services indication of peril condition.
1218	1219		imminent  (1),
1219	1220		peril	  (2),
1220	1221		cancel	  (3),
@@ -1223,7 +1224,7 @@ Emergency 		::= ENUMERATED
1223	1224	
1224	1225	EmergencyGroupState		::= SEQUENCE
1225	1226	{
1226	-		-- indicates the state of the call, at least one of these information 
-	1227		-- indicates the state of the call, at least one of these information
1227	1228		-- elements shall be present.
1228	1229		clientEmergencyState [1] ENUMERATED
1229	1230	{
@@ -1234,9 +1235,9 @@ EmergencyGroupState		::= SEQUENCE
1234	1235			cancelResponse	 (4),
1235	1236			...
1236	1237	} OPTIONAL,
1237	-		groupEmergencyState	 [2] ENUMERATED	
-	1238		groupEmergencyState	 [2] ENUMERATED
1238	1239	{
1239	-			-- in case of MCPTT group call, indicates if there is a group emergency or 
-	1240			-- in case of MCPTT group call, indicates if there is a group emergency or
1240	1241			-- a response from the Target to indicate current Client state of emergency.
1241	1242			inForm			(1),
1242	1243			reSponse		(2),
@@ -1285,19 +1286,19 @@ FloorActivity	::= SEQUENCE
1285	1286		tBCP-Request	[1] BOOLEAN,
1286	1287			-- default False, true indicates Granted.
1287	1288		tBCP-Granted	[2] BOOLEAN,
1288	-			-- default False, true indicates Granted permission to talk. 
-	1289			-- default False, true indicates Granted permission to talk.
1289	1290		tBCP-Deny		[3] BOOLEAN,
1290	-			-- default True, False indicates permission granted. 
-	1291			-- default True, False indicates permission granted.
1291	1292		tBCP-Queued 	[4] BOOLEAN,
1292	-			-- default False, true indicates the request to talk is in queue. 
-	1293			-- default False, true indicates the request to talk is in queue.
1293	1294		tBCP-Release	[5] BOOLEAN,
1294	-			-- default True, true indicates the Request to talk is completed, 
-	1295			-- default True, true indicates the Request to talk is completed,
1295	1296			-- False indicates PTC Client has the request to talk.
1296	1297		tBCP-Revoke		[6] BOOLEAN,
1297	-			-- default False, true indicates the privilege to talk is canceld from the 
1298	-			-- PTC server. 
-	1298			-- default False, true indicates the privilege to talk is canceld from the
-	1299			-- PTC server.
1299	1300		tBCP-Taken		[7] BOOLEAN,
1300	-			-- default True, false indicates another PTC Client has the permission to talk. 
-	1301			-- default True, false indicates another PTC Client has the permission to talk.
1301	1302		tBCP-Idle		[8]	BOOLEAN,
1302	1303			-- default True, False indicates the Talk Burst Protocol is taken.
1303	1304	...
@@ -1341,7 +1342,7 @@ InitiationCause			::= ENUMERATED
1341	1342		requests				(1),
1342	1343		received				(2),
1343	1344		pTCOriginatingId		(3),
1344	-		-- requests or receives a session initiation from the network or another 
-	1345		-- requests or receives a session initiation from the network or another
1345	1346		-- party to initiate a PTC session. Identify the originating PTC party, if known.
1346	1347	...
1347	1348	}
@@ -1395,7 +1396,7 @@ PTCAddress				::= SEQUENCE
1395	1396	{
1396	1397		uri					[0] UTF8String,
1397	1398		-- The set of URIs defined in [RFC3261] and related SIP RFCs.
1398	-		privacy-setting		[1] BOOLEAN, 
-	1399		privacy-setting		[1] BOOLEAN,
1399	1400		-- Default FALSE, send TRUE if privacy is used.
1400	1401		privacy-alias		[2] VisibleString	OPTIONAL,
1401	1402		-- if privacy is used, the PTC Server creates an anonymous PTC Address of the form
@@ -1403,7 +1404,7 @@ PTCAddress				::= SEQUENCE
1403	1404		-- Addresses SHALL be unique within a PTC Session. In case more than one anonymous
1404	1405		-- PTC Addresses are used in the same PTC Session, for the second Anonymous PTC
1405	1406		-- Session and thereafter, the PTC Server SHOULD use the form
1406	-		-- sip:anonymous-n@anonymous.invalid where n is an integer number. 
-	1407		-- sip:anonymous-n@anonymous.invalid where n is an integer number.
1407	1408		nickname 			[3] UTF8String 	OPTIONAL,
1408	1409	...
1409	1410	}
@@ -1436,17 +1437,17 @@ Port-Number ::= INTEGER (0..65535)
1436	1437	
1437	1438	
1438	1439	TalkburstControlSetting	::= SEQUENCE
1439	-	{ 
-	1440	{
1440	1441		talk-BurstControlProtocol	[1] UTF8String,
1441	1442		talk-Burst-parameters		[2] SET OF VisibleString,
1442	-		-- selected by the PTC Server from those contained in the original SDP offer in the 
-	1443		-- selected by the PTC Server from those contained in the original SDP offer in the
1443	1444		-- incoming SIP INVITE request from the PTC Client
1444	1445		tBCP-PortNumber 			[3] INTEGER (0..65535),
1445	-		-- PTC Server's port number to be used for the Talk Burst Control Protocol 
-	1446		-- PTC Server's port number to be used for the Talk Burst Control Protocol
1446	1447	...
1447	1448	}
1448	1449	
1449	1450	Talk-burst-reason-code ::= VisibleString
1450	1451	
1451	1452	
1452	-	END
-	-	 No newline at end of file
-	1453	END
	  END OF CHANGE 1 	

	  START OF CHANGE 2 	

---a/33108/r17/UmtsCS-HI2Operations.asn
+++b/33108/r17/UmtsCS-HI2Operations.asn
@@ -1,5 +1,5 @@ 
1	1	UmtsCS-HI2Operations
2	-	{itu-t (0) identified-organization (4) etsi (0) securityDomain (2) lawfulIntercept (2) threeGPP(4) hi2CS (3)  r16 (16) version-0 (0)}
-	2	{itu-t (0) identified-organization (4) etsi (0) securityDomain (2) lawfulIntercept (2) threeGPP(4) hi2CS (3)  r17 (17) version-0 (0)}
3	3	
4	4	DEFINITIONS IMPLICIT TAGS ::=
5	5	
@@ -29,7 +29,7 @@ IMPORTS
29	29	
30	30		FROM UmtsHI2Operations
31	31			{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
32	-				lawfulintercept(2) threeGPP(4) hi2(1) r16 (16) version-0(0)};
-	32				lawfulintercept(2) threeGPP(4) hi2(1) r17 (17) version-0(0)};
33	33	
34	34	
35	35	-- Object Identifier Definitions
@@ -40,7 +40,7 @@ securityDomain(2) lawfulIntercept(2)}
40	40	
41	41	-- Security Subdomains
42	42	threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
43	-	hi2CSDomainId OBJECT IDENTIFIER ::= {threeGPPSUBDomainId hi2CS(3)  r16 (16) version-0 (0)}
-	43	hi2CSDomainId OBJECT IDENTIFIER ::= {threeGPPSUBDomainId hi2CS(3)  r17 (17) version-0 (0)}
44	44	
45	45	
46	46	UmtsCS-IRIsContent		::= CHOICE
@@ -56,7 +56,7 @@ UmtsCS-IRISequence		::= SEQUENCE OF UmtsCS-IRIContent
56	56		-- As a general rule, records created at any event shall be sent immediately and shall
57	57		-- not held in the DF or MF in order to apply aggregation.
58	58	-- When aggregation is not to be applied, UmtsCS-IRIContent needs to be chosen.
59	-			
-	59	
60	60	UmtsCS-IRIContent		::= CHOICE
61	61	{
62	62		iRI-Begin-record		[1] IRI-Parameters,
@@ -166,7 +166,7 @@ IRI-Parameters		::= SEQUENCE
166	166		-- ETSI TS 101 671 or Annex B.3 of this document (PS HI2).
167	167		serving-System-Identifier			[34] OCTET STRING OPTIONAL,
168	168			-- the serving network identifier PLMN id (MNC, Mobile Country Code and MNC, Mobile Network
169	-			
-	169	
170	170		 		-- Country, defined in E212 [87]) and 3GPP TR 21.905 [38].
171	171		carrierSpecificData					[35] OCTET STRING OPTIONAL,
172	172		-- Copy of raw data specified by the CSP or his vendor related to HLR.
@@ -252,4 +252,4 @@ Current-Previous-Systems ::= SEQUENCE
252	252	}
253	253	
254	254	
255	-	END
-	-	 No newline at end of file
-	255	END
	  END OF CHANGE 2 	
	  START OF CHANGE 3 	

---a/33108/r17/UmtsHI2Operations.asn
+++b/33108/r17/UmtsHI2Operations.asn
@@ -1,4 +1,4 @@ 
1	-	UmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2(1) r16 (16) version-1 (1)}
-	1	UmtsHI2Operations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulintercept(2) threeGPP(4) hi2(1) r17 (17) version-0 (0)}
2	2	
3	3	DEFINITIONS IMPLICIT TAGS ::=
4	4	
@@ -20,7 +20,7 @@ IMPORTS
20	20				FROM HI2Operations
21	21				{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
22	22	 				  lawfulIntercept(2) hi2(1) version18(18)}; -- Imported from TS 101 671 v3.14.1
23	-				
-	23	
24	24	
25	25	-- Object Identifier Definitions
26	26	
@@ -30,7 +30,7 @@ securityDomain(2) lawfulIntercept(2)}
30	30	
31	31	-- Security Subdomains
32	32	threeGPPSUBDomainId OBJECT IDENTIFIER ::= {lawfulInterceptDomainId threeGPP(4)}
33	-	hi2DomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2(1) r16 (16) version-1 (1)}
-	33	hi2DomainId OBJECT IDENTIFIER	::= {threeGPPSUBDomainId hi2(1) r17 (17) version-0 (0)}
34	34	
35	35	UmtsIRIsContent		::= CHOICE
36	36	{
@@ -149,7 +149,7 @@ IRI-Parameters		::= SEQUENCE
149	149	    -- information extracted from P-Access-Network-Info headers of SIP message;
150	150		-- described in TS 24.229 7.2A.4 [76]
151	151	    imsVoIP					[46] IMS-VoIP-Correlation	OPTIONAL,
152	-		xCAPmessage				[47] OCTET STRING OPTIONAL,	
-	152		xCAPmessage				[47] OCTET STRING OPTIONAL,
153	153		-- The entire HTTP contents of any of the target's IMS supplementary service setting
154	154		-- management or manipulation XCAP messages, mainly made through the Ut
155	155		-- interface defined in the 3GPP TS 24 623 [77].
@@ -230,7 +230,7 @@ PartyInformation 			::= SEQUENCE
230	230			...,
231	231			tel-uri					[9] OCTET STRING 	OPTIONAL,
232	232				-- See [67]
233	-			x-3GPP-Asserted-Identity [10] OCTET STRING 	OPTIONAL,	
-	233			x-3GPP-Asserted-Identity [10] OCTET STRING 	OPTIONAL,
234	234			-- X-3GPP-Asserted-Identity header (3GPP TS 24.109 [79]) of the target, used in
235	235			-- some XCAP transactions. This information complement SIP URI or Tel URI of the target.
236	236			xUI						[11] OCTET STRING 	OPTIONAL
@@ -249,9 +249,9 @@ Location	::= SEQUENCE
249	249	{
250	250		e164-Number         [1] OCTET STRING (SIZE (1..25)) OPTIONAL,
251	251	        -- Coded in the same format as the ISUP location number (parameter
252	-	        -- field) of the ISUP (see EN 300 356 [30]).    
-	252	        -- field) of the ISUP (see EN 300 356 [30]).
253	253		globalCellID		[2] GlobalCellID	OPTIONAL,
254	-			--see MAP format (see [4])	
-	254			--see MAP format (see [4])
255	255		rAI					[4] Rai		OPTIONAL,
256	256			-- the Routeing Area Identifier in the current  SGSN is coded in accordance with the
257	257			--  10.5.5.15 of document [9] without the Routing Area Identification IEI
@@ -301,7 +301,7 @@ Sai				::=	OCTET STRING (SIZE (7))
301	301	
302	302	GSMLocation 	::= CHOICE
303	303	{
304	-		geoCoordinates 	[1] SEQUENCE	
-	304		geoCoordinates 	[1] SEQUENCE
305	305		{
306	306			latitude		[1]	PrintableString (SIZE(7..10)),
307	307								-- format : 	XDDMMSS.SS
@@ -321,10 +321,10 @@ GSMLocation 	::= CHOICE
321	321			--			latitude short form		N502312
322	322			--			longitude long form		E1122312.18
323	323	
324	-		utmCoordinates	[2] SEQUENCE	
-	324		utmCoordinates	[2] SEQUENCE
325	325		{
326	-			utm-East 		[1] PrintableString (SIZE(10)),		
327	-			utm-North 		[2] PrintableString (SIZE(7)),	
-	326			utm-East 		[1] PrintableString (SIZE(10)),
-	327			utm-North 		[2] PrintableString (SIZE(7)),
328	328				-- example	utm-East	32U0439955
329	329				--			utm-North	5540736
330	330			mapDatum		[3]	MapDatum DEFAULT wGS84,
@@ -339,14 +339,14 @@ GSMLocation 	::= CHOICE
339	339			mapDatum			MapDatum DEFAULT wGS84,
340	340			...
341	341		},
342	-			-- example	32UPU91294045		
-	342			-- example	32UPU91294045
343	343	
344	344		wGS84Coordinates  	[4] OCTET STRING
345	345			-- format is as defined in [37].
346	346	}
347	347	
348	348	MapDatum ::= ENUMERATED
349	-	{	
-	349	{
350	350		wGS84,
351	351		wGS72,
352	352		eD50, 	-- European Datum 50
@@ -490,13 +490,14 @@ SMS-report		::= SEQUENCE
490	490			} OPTIONAL,
491	491			content				[4] OCTET STRING (SIZE (1 .. 270)) OPTIONAL,
492	492										-- Encoded in the format defined for the SMS mobile
493	-			...
494	-		}	
-	493			...,
-	494	        sMSContentRemovedIndicator [5] BOOLEAN OPTIONAL
-	495		}
495	496	}
496	497	
497	498	GPRSCorrelationNumber ::= OCTET STRING (SIZE(8..20))
498	499	CorrelationValues ::= CHOICE {
499	-			
-	500	
500	501			iri-to-CC 	[0]		IRI-to-CC-Correlation, -- correlates IRI to Content(s)
501	502			iri-to-iri	[1]		IRI-to-IRI-Correlation, -- correlates IRI to IRI
502	503			both-IRI-CC	[2]		SEQUENCE { -- correlates IRI to IRI and IRI to Content(s)
@@ -544,8 +545,8 @@ GPRSEvent ::= ENUMERATED
544	545	-- see [19]
545	546	
546	547	CSREvent ::= ENUMERATED
547	-	{ 
548	-		cSREventMessage	 					(1),	
-	548	{
-	549		cSREventMessage	 					(1),
549	550	...
550	551	}
551	552	
@@ -625,7 +626,7 @@ Change-Of-Target-Identity ::= SEQUENCE
625	626		new-TEL-URI							[11] PartyInformation OPTIONAL,
626	627		old-TEL-URI							[12] PartyInformation OPTIONAL
627	628	}
628	-																										
-	629	
629	630	Requesting-Node-Type ::= ENUMERATED
630	631	{
631	632		mSC				(1),
@@ -694,7 +695,7 @@ MediaDecryption-info ::= SEQUENCE OF CCKeyInfo
694	695	
695	696	CCKeyInfo ::= SEQUENCE
696	697	{
697	-		cCCSID	 [1]	OCTET STRING,	
-	698		cCCSID	 [1]	OCTET STRING,
698	699			-- the parameter uniquely mapping the key to the encrypted stream.
699	700		cCDecKey [2]	OCTET STRING,
700	701		cCSalt   [3]    OCTET STRING OPTIONAL,
@@ -728,7 +729,7 @@ PacketDataHeaderReport ::= CHOICE
728	729	PacketDataHeaderMapped ::= SEQUENCE
729	730	{
730	731		sourceIPAddress			[1] IPAddress,
731	-		sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,	
-	732		sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,
732	733		destinationIPAddress	[3] IPAddress,
733	734		destinationPortNumber	[4] INTEGER (0..65535) OPTIONAL,
734	735		transportProtocol		[5] INTEGER,
@@ -765,7 +766,7 @@ PacketFlowSummary ::= SEQUENCE
765	766	{
766	767	
767	768		sourceIPAddress			[1] IPAddress,
768	-		sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,	
-	769		sourcePortNumber		[2] INTEGER (0..65535) OPTIONAL,
769	770		destinationIPAddress	[3] IPAddress,
770	771		destinationPortNumber	[4] INTEGER (0..65535) OPTIONAL,
771	772		transportProtocol		[5] INTEGER,
@@ -782,7 +783,7 @@ PacketFlowSummary ::= SEQUENCE
782	783	
783	784	ReportReason ::= ENUMERATED
784	785	{
785	-		timerExpired			(0),	
-	786		timerExpired			(0),
786	787		countThresholdHit		(1),
787	788		pDPComtextDeactivated   (2),
788	789		pDPContextModification	(3),
@@ -797,8 +798,8 @@ ReportInterval ::= SEQUENCE
797	798		...
798	799	}
799	800	
800	-	-- LALS extended location parameters are mapped from the MLP pos element parameters 
801	-	-- and attributes defined in [88]. For details see specific [88] clauses refered below. 
-	801	-- LALS extended location parameters are mapped from the MLP pos element parameters
-	802	-- and attributes defined in [88]. For details see specific [88] clauses refered below.
802	803	ExtendedLocParameters ::= SEQUENCE
803	804	{
804	805		posMethod		[0]		PrintableString OPTIONAL, -- clause 5.3.93.1
@@ -806,7 +807,7 @@ ExtendedLocParameters ::= SEQUENCE
806	807						CHOICE 		{base64Map 	[0] PrintableString, 	-- clause 5.3.12
807	808									url 		[1] PrintableString 	-- clause 5.3.138
808	809									} OPTIONAL,
809	-		altitude		[2]	
-	810		altitude		[2]
810	811						SEQUENCE 	{alt PrintableString, -- clause 5.3.5
811	812									alt-uncertainty PrintableString OPTIONAL -- clause 5.3.7
812	813									} OPTIONAL,
@@ -819,11 +820,11 @@ ExtendedLocParameters ::= SEQUENCE
819	820									secondaryMotionState 	[1] SEQUENCE OF PrintableString OPTIONAL,
820	821									confidence 				[2] PrintableString -- clause 5.3.24
821	822									} OPTIONAL,
822	-		floor    		[8] 
-	823		floor    		[8]
823	824						SEQUENCE 	{floor-number PrintableString, -- clause 5.3.39
824	825									floor-number-uncertainty PrintableString OPTIONAL
825	826									-- clause 5.3.40
826	-									} OPTIONAL, 
-	827									} OPTIONAL,
827	828		additional-info	[9] PrintableString OPTIONAL, -- clause 5.3.1
828	829	
829	830	-- The following parameter contains a copy of the unparsed XML code of
@@ -832,14 +833,14 @@ ExtendedLocParameters ::= SEQUENCE
832	833	-- a <slirep> (described in [88], clause 5.2.3.2.3) MLP message.
833	834	-- This parameter is present when the LI-LCS client cannot fully map
834	835	-- the MLP response message into an ASN.1 Location object.
835	-	    
836	-		lALS-rawMLPPosData	[10] UTF8String OPTIONAL, 
-	836	
-	837		lALS-rawMLPPosData	[10] UTF8String OPTIONAL,
837	838	
838	839		...
839	840	}
840	841	
841	842	LocationErrorCode ::= INTEGER (1..699)
842	-	-- LALS location error codes are the OMA MLP result identifiers defined in [88], Clause 5.4 
-	843	-- LALS location error codes are the OMA MLP result identifiers defined in [88], Clause 5.4
843	844	
844	845	PTCEncryptionInfo ::= SEQUENCE {
845	846	
@@ -853,7 +854,7 @@ PTCEncryptionInfo ::= SEQUENCE {
853	854	}
854	855	
855	856	PTC ::= SEQUENCE {
856	-		abandonCause				[1] UTF8String OPTIONAL, 
-	857		abandonCause				[1] UTF8String OPTIONAL,
857	858		accessPolicyFailure		[2] UTF8String	OPTIONAL,
858	859		accessPolicyType			[3] AccessPolicyType OPTIONAL,
859	860		alertIndicator				[5] AlertIndicator OPTIONAL,
@@ -871,11 +872,11 @@ PTC ::= SEQUENCE {
871	872		floorActivity				[15] FloorActivity OPTIONAL,
872	873		floorSpeakerID				[16] PTCAddress OPTIONAL,
873	874		groupAdSender				[17] UTF8String OPTIONAL,
874	-		-- Identifies the group administrator who was the originator of the group call. 
-	875		-- Identifies the group administrator who was the originator of the group call.
875	876		-- tag [18] was used in r15 (15) version-4 (4)
876	877		groupAuthRule				[19] GroupAuthRule OPTIONAL,
877	878		groupCharacteristics		[20] UTF8String OPTIONAL,
878	-		holdRetrieveInd				[21] BOOLEAN OPTIONAL, 
-	879		holdRetrieveInd				[21] BOOLEAN OPTIONAL,
879	880		-- true indicates target is placed on hold, false indicates target was retrived from hold.
880	881		-- tag [22] was used in r15 (15) version-4 (4)
881	882		imminentPerilInd 			[23] ImminentPerilInd OPTIONAL,
@@ -888,13 +889,13 @@ PTC ::= SEQUENCE {
888	889		listManagementFailure		[30] UTF8String OPTIONAL,
889	890		listManagementType			[31] ListManagementType OPTIONAL,
890	891		maxTBTime					[32] UTF8String OPTIONAL,  -- defined in seconds.
891	-		mCPTTGroupID				[33] UTF8String OPTIONAL,	
-	892		mCPTTGroupID				[33] UTF8String OPTIONAL,
892	893		mCPTTID						[34] UTF8String OPTIONAL,
893	894		mCPTTInd					[35] BOOLEAN OPTIONAL,
894	895		-- default False indicates to associate from target, true indicates to the target.
895	896		location					[36] Location OPTIONAL,
896	897		mCPTTOrganizationName		[37] UTF8String OPTIONAL,
897	-		mediaStreamAvail 			[38] BOOLEAN OPTIONAL, 
-	898		mediaStreamAvail 			[38] BOOLEAN OPTIONAL,
898	899		-- True indicates available for media, false indicates not able to accept media.
899	900		priority-Level				[40] Priority-Level OPTIONAL,
900	901		preEstSessionID				[41] UTF8String OPTIONAL,
@@ -906,19 +907,19 @@ PTC ::= SEQUENCE {
906	907		pTCOther					[47] UTF8String OPTIONAL,
907	908		pTCParticipants  			[48] UTF8String OPTIONAL,
908	909		pTCParty					[49] UTF8String OPTIONAL,
909	-		pTCPartyDrop				[50] UTF8String OPTIONAL, 
-	910		pTCPartyDrop				[50] UTF8String OPTIONAL,
910	911		pTCSessionInfo   			[51] UTF8String OPTIONAL,
911	912		pTCServerURI				[52] UTF8String OPTIONAL,
912	913		pTCUserAccessPolicy		[53] UTF8String OPTIONAL,
913	914		pTCAddress					[54] PTCAddress OPTIONAL,
914	-		queuedFloorControl			[55] BOOLEAN OPTIONAL, 
-	915		queuedFloorControl			[55] BOOLEAN OPTIONAL,
915	916		--Default FALSE,send TRUE if Queued floor control is used.
916	917		queuedPosition				[56] UTF8String OPTIONAL,
917	-		-- indicates the queued position of the Speaker (Target or associate) who has the 
-	918		-- indicates the queued position of the Speaker (Target or associate) who has the
918	919		-- right to speak.
919	920		registrationRequest		[57] RegistrationRequest OPTIONAL,
920	921		registrationOutcome		[58] RegistrationOutcome OPTIONAL,
921	-		retrieveID					[59] UTF8String OPTIONAL, 
-	922		retrieveID					[59] UTF8String OPTIONAL,
922	923		rTPSetting					[60] RTPSetting OPTIONAL,
923	924		talkBurstPriority			[61] Priority-Level	OPTIONAL,
924	925		talkBurstReason				[62] Talk-burst-reason-code OPTIONAL,
@@ -957,9 +958,9 @@ AlertIndicator ::= ENUMERATED
957	958	AssociatePresenceStatus ::=	SEQUENCE
958	959	{
959	960		presenceID		[1] UTF8String,
960	-			-- identity of PTC Client(s)or the PTC group 
-	961			-- identity of PTC Client(s)or the PTC group
961	962		presenceType	[2] PresenceType,
962	-		presenceStatus	[3] BOOLEAN, 
-	963		presenceStatus	[3] BOOLEAN,
963	964			-- default false, true indicates connected.
964	965	...
965	966	}
@@ -974,7 +975,7 @@ PresenceType	::= ENUMERATED
974	975	
975	976	Emergency 		::= ENUMERATED
976	977	{
977	-		-- MCPTT services indication of peril condition. 
-	978		-- MCPTT services indication of peril condition.
978	979		imminent  (1),
979	980		peril	  (2),
980	981		cancel	  (3),
@@ -983,7 +984,7 @@ Emergency 		::= ENUMERATED
983	984	
984	985	EmergencyGroupState		::= SEQUENCE
985	986	{
986	-		-- indicates the state of the call, at least one of these information 
-	987		-- indicates the state of the call, at least one of these information
987	988		-- elements shall be present.
988	989		clientEmergencyState [1] ENUMERATED
989	990	{
@@ -994,9 +995,9 @@ EmergencyGroupState		::= SEQUENCE
994	995			cancelResponse	 (4),
995	996			...
996	997	} OPTIONAL,
997	-		groupEmergencyState	 [2] ENUMERATED	
-	998		groupEmergencyState	 [2] ENUMERATED
998	999	{
999	-			-- in case of MCPTT group call, indicates if there is a group emergency or 
-	1000			-- in case of MCPTT group call, indicates if there is a group emergency or
1000	1001			-- a response from the Target to indicate current Client state of emergency.
1001	1002			inForm			(1),
1002	1003			reSponse		(2),
@@ -1045,19 +1046,19 @@ FloorActivity	::= SEQUENCE
1045	1046		tBCP-Request	[1] BOOLEAN,
1046	1047			-- default False, true indicates Granted.
1047	1048		tBCP-Granted	[2] BOOLEAN,
1048	-			-- default False, true indicates Granted permission to talk. 
-	1049			-- default False, true indicates Granted permission to talk.
1049	1050		tBCP-Deny		[3] BOOLEAN,
1050	-			-- default True, False indicates permission granted. 
-	1051			-- default True, False indicates permission granted.
1051	1052		tBCP-Queued 	[4] BOOLEAN,
1052	-			-- default False, true indicates the request to talk is in queue. 
-	1053			-- default False, true indicates the request to talk is in queue.
1053	1054		tBCP-Release	[5] BOOLEAN,
1054	-			-- default True, true indicates the Request to talk is completed, 
-	1055			-- default True, true indicates the Request to talk is completed,
1055	1056			-- False indicates PTC Client has the request to talk.
1056	1057		tBCP-Revoke		[6] BOOLEAN,
1057	-			-- default False, true indicates the privilege to talk is canceld from the 
1058	-			-- PTC server. 
-	1058			-- default False, true indicates the privilege to talk is canceld from the
-	1059			-- PTC server.
1059	1060		tBCP-Taken		[7] BOOLEAN,
1060	-			-- default True, false indicates another PTC Client has the permission to talk. 
-	1061			-- default True, false indicates another PTC Client has the permission to talk.
1061	1062		tBCP-Idle		[8]	BOOLEAN,
1062	1063			-- default True, False indicates the Talk Burst Protocol is taken.
1063	1064	...
@@ -1101,7 +1102,7 @@ InitiationCause			::= ENUMERATED
1101	1102		requests				(1),
1102	1103		received				(2),
1103	1104		pTCOriginatingId		(3),
1104	-		-- requests or receives a session initiation from the network or another 
-	1105		-- requests or receives a session initiation from the network or another
1105	1106		-- party to initiate a PTC session. Identify the originating PTC party, if known.
1106	1107	...
1107	1108	}
@@ -1155,7 +1156,7 @@ PTCAddress				::= SEQUENCE
1155	1156	{
1156	1157		uri					[0] UTF8String,
1157	1158		-- The set of URIs defined in [RFC3261] and related SIP RFCs.
1158	-		privacy-setting		[1] BOOLEAN, 
-	1159		privacy-setting		[1] BOOLEAN,
1159	1160		-- Default FALSE, send TRUE if privacy is used.
1160	1161		privacy-alias		[2] VisibleString	OPTIONAL,
1161	1162		-- if privacy is used, the PTC Server creates an anonymous PTC Address of the form
@@ -1163,7 +1164,7 @@ PTCAddress				::= SEQUENCE
1163	1164		-- Addresses SHALL be unique within a PTC Session. In case more than one anonymous
1164	1165		-- PTC Addresses are used in the same PTC Session, for the second Anonymous PTC
1165	1166		-- Session and thereafter, the PTC Server SHOULD use the form
1166	-		-- sip:anonymous-n@anonymous.invalid where n is an integer number. 
-	1167		-- sip:anonymous-n@anonymous.invalid where n is an integer number.
1167	1168		nickname 			[3] UTF8String 	OPTIONAL,
1168	1169	...
1169	1170	}
@@ -1196,17 +1197,17 @@ Port-Number ::= INTEGER (0..65535)
1196	1197	
1197	1198	
1198	1199	TalkburstControlSetting	::= SEQUENCE
1199	-	{ 
-	1200	{
1200	1201		talk-BurstControlProtocol	[1] UTF8String,
1201	1202		talk-Burst-parameters		[2] SET OF VisibleString,
1202	-		-- selected by the PTC Server from those contained in the original SDP offer in the 
-	1203		-- selected by the PTC Server from those contained in the original SDP offer in the
1203	1204		-- incoming SIP INVITE request from the PTC Client
1204	1205		tBCP-PortNumber 			[3] INTEGER (0..65535),
1205	-		-- PTC Server's port number to be used for the Talk Burst Control Protocol 
-	1206		-- PTC Server's port number to be used for the Talk Burst Control Protocol
1206	1207		...
1207	1208	}
1208	1209	
1209	1210	Talk-burst-reason-code ::= VisibleString
1210	1211	
1211	1212	
1212	-	END
-	-	 No newline at end of file
-	1213	END
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Annex Z (normative): Removal of content from SMS
Subject to national agreement, the content of an SMS message may have to be removed in case of IRI-only interception.
The following procedure shall be applied to remove the content. 
The short message (SM) portion of the TP-User-Data (TS 23.040 [XX] clause 9.2.3.24) shall be replaced by the equivalent of "Space" in the original encoding for the total length of the SM portion as determined by the TP-User-Data-Length field (TS 23.040 [XX] clause 9.2.3.16), and (if present) the Length of the User Data Header (UDHL) field (TS 23.040 [XX] clause 9.2.3.24) if the latter is present as indicated by the TP-User-Data-Header-Indicator field (TS 23.040 [XX] clause 9.2.3.23). While replacing the SM data, the Data Coding Scheme (TS 23.038 [YY] clause 4) shall be considered.
If the TP-User-Data-Header-Indicator indicates the TP-User-Data Header is present, the Header shall be rewritten so that each of the Information Elements that are not classified as "SMS Control" in TS 23.040 [XX] clause 9.2.3.24 shall be converted to a Filler Information Element per TS 23.040 [XX] clause 9.2.3.24.x.
In any case, the overall length of the TP-User-Data, and if present, the TP-User-Data Header, shall not be changed. 
Note: the procedure in this annex is defined to ensure backwards compatibility in SMS decoding implementations if the SMS content has been removed.
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