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Abstract of the contribution: It has been determined that in many cases, it is beneficial to send LI as an encapsulated payload in the format and encoding it was originally intercepted in. A particular challenge for this case is the removal of information that is not authorized by the warrant. In many cases, which information needs to be removed and how it should be removed may be specified in TS 33.128. However, in some cases, the location or format of the unauthorized information may not be clearly specified or exactly what information needs to be removed may vary based on the specific authorization. This paper proposes a way to allow the LI system to provision the delivery of IRIs with both standard and non-standard information removed. This procedure would work in tandem with the proposed IRI structure that signals exactly what information was removed and how. 

X.Y	Encapsulated information modification provisioning
X.Y.1	General
When possible, encapsulated payloads shall be modified according to profiles defined in this document. When the profiles defined in this document are insufficient, a locally defined profile may be defined. In both cases, the profile shall be defined in accordance with the structure defined in clause X.Y.2.
X.Y.2	PayloadModificationProfileObject
The PayloadModificationProfileObject represents a policy which is to be applied to intercepted materials as part of an LITaskObject. Multiple PayloadModificationProfileObjects may be associated to an LITaskObject using the LITaskObjects ListOfPayloadModificationObjects field.
A change to a payload modification profile should be reflected in the data delivered by LITasks which use that profile in a timely fashion and not require re-tasking.
A payload modification profile is a list of rules (represented by PayloadModificationObjects) where each matching rule is applied to the traffic.
The PayloadModificationProfileObject consists of the fields shown in table X.Y.2-Ta1.
Table X.Y.2-Ta1: Structure of the PayloadModificationProfileObject
	Field
	Format
	Description
	Reference
	M/C/O

	PayloadModificationProfileName
	ShortString
	Optional human readable name for PayloadModificationProfile
	ETSI TS 103 280 [Re103280] clause 6.29.
	O

	PayloadModification
	List of PayloadModificationReferences
	List of references to PayloadModificationObjects
	Table X.Y.2-Ta2
	M



The PayloadModificationProfile shall include at least one PalyoadModificationReference. Each PayloadModificiationReference consists of the fields shown in table X.Y.2-Ta2.
Table X.Y.2-Ta2: Structure of the PayloadModificationReference
	Field
	Format
	Description
	Reference
	M/C/O

	ObjectIdentifier
	ObjectIdentifier
	Object Identifier of the associated PayloadModificationObject
	Clause X.Y.3.
	M



X.Y.3	PayloadModificationObject
X.Y.3.1	Overview
Table X.Y.3-Ta1: Structure of the PayloadModificationObject
	Field
	Format
	Description
	Reference
	M/C/O

	ModificationLocation
	ModificationLocation
	The location that the specified modification should be applied.
	Clause X.Y.3.2
	M

	ModificationCriteria
	ListOfModificationCriteria
	The criteria all of which shall match for this rule to apply. If no criteria are present, all instances of the ModificationLocation shall be modified.
	Clause X.Y.3.3
	O

	Action
	ModificationAction
	The action to take with any data present at the specified ModificationLocation that meet the specified ModificationCriteria.
	Clause X.Y.3.4
	M



X.Y.3.2	ModificationLocation
Table X.Y.3.2-Ta1: Choices for ModificationLocation
	Field
	Description
	Format

	jSONPointer
	JSON pointer that indicates location of the information within a JSON Document that needs to be modified. Shall be sent in the form of a JSON string value (See RFC 6901 [Re6901], clause 5).
	string

	xPath
	XPath indicating the node or nodes within an XML document that are to be modified.
	string

	sIPHeader
	Indicates the header field-name (see RFC 3261 [Re3261] clause 7.3.1) of the SIP Header field that is to be modified.
	string

	sIPBody
	Indicates the body of the SIP message is to be modified.
	EmptyElement

	mIMEHeader
	Indicates the header field-name (see RFC 2045 [Re2045] clause 3 and RFC 5322 [Re5322] clause 3.6) of the MIMEHeader that is to be modified.
	string

	mIMEBody
	Indicated that a body part or entire body of the MIME Message is to be modified.
	EmptyElement

	sMSTPMessage
	Indicates a portion of an Short Message Transport Layer Protocol (SMTP) message that is to be modified.
	SMSTPLocation

	sMSRPMessage
	Indicates a portion of an Short Message Relay Layer Protocol (SMRP) message that is to be modified.
	SMSRPLocation

	aBNFRule
	Describes a portion of a structure defined using ABNF syntax.
	ABNFRuleLocation

	iRIRecord
	Describes a specific IRI record that is to be modified.
	String

	iRIFieldName
	Describes a specific field within an IRI record that is to be modified.
	String



X.Y.3.3	ModificationCriteria
There are no modification criteria defined in the current version of this specification.
X.Y.3.4	ModificationAction
Table X.Y.3.4-1: Choices for ModificationAction
	Field
	Description
	Format

	nestedModifications
	Indicates that the modification is within a structure nested inside of the data described by the current modificationLocation. If there are multiple modifications required to nested strucures, they may be sent as a list.
	ListOfPayloadModificationReferences

	remove
	Indicates that data within the modification location shall be removed.
	EmptyElement

	replaceWithCharacters
	Indicates that data within the modification location shall be replaced with the indicated characters.
	string

	replaceWithOctets
	Indicates that data within the modification location shall be replaced with octets. Shall contain the value of the octets used to replace the information. If the length of the information being replaced is longer than the value included in this parameter, the value included in this parameter is repeated until the full length of the information being replaced is filled.
	hexBinary

	replaceWithBits
	Indicates that data within the modification location shall be replaced with bits. Shall contain the value of the bits used to replace the information. If the length of the information being replaced is longer than the value included in this parameter, the value included in this parameter is repeated until the full length of the information being replaced is filled.
	BitString



X.Y.3.5	SMSTPLocation
Table X.Y.3.5-1: Choices for SMSTPLocation
	Field
	Description
	Format

	SMSTPDU
	Indicates that the entire SMSTPDU should be modified.
	EmptyElement

	SMSTPDUField
	Indicates the name of a specific field within the SMSTPDU that should be modified.
	string

	SMSTPDUFieldIEI
	Indicates the IEI of a specific field within the SMSTPDU that should be modified.
	hexBinary



X.Y.3.5	SMSRPLocation
Table X.Y.3.5-1: Choices for SMSRPLocation
	Field
	Description
	Format

	SMSRPDU
	Indicates that the entire SMSRPDU should be modified.
	EmptyElement

	SMSRPDUField
	Indicates the name of a specific field within the SMSRPDU that should be modified.
	string

	SMSRPDUFieldIEI
	Indicates the IEI of a specific field within the SMSRPDU that should be modified.
	hexBinary




The following XSD defining the objects described in the tables above can also be found on the forge:
https://forge.3gpp.org/rep/sa3/li/-/tree/discussion/33128/EncapsulatedInformationModificationProvisioning
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:etsi="http://uri.etsi.org/03280/common/2017/07" xmlns:common="http://uri.etsi.org/03120/common/2016/02/Common" xmlns:core="http://uri.etsi.org/03120/common/2019/10/Core" xmlns="http://uri.etsi.org/03120/common/2022/07/PayloadMod" targetNamespace="http://uri.etsi.org/03120/common/2022/07/PayloadMod" elementFormDefault="qualified" attributeFormDefault="unqualified">
    <xs:import namespace="http://uri.etsi.org/03120/common/2016/02/Common"/>
    <xs:import namespace="http://uri.etsi.org/03120/common/2019/10/Core"/>
    <xs:import namespace="http://uri.etsi.org/03280/common/2017/07"/>
    <xs:complexType name="PayloadModificationProfileObject">
        <xs:complexContent>
            <xs:extension base="core:HI1Object">
                <xs:sequence>
                    <xs:group ref="PayloadModificationProfileObjectGroup"/>
                </xs:sequence>
            </xs:extension>
        </xs:complexContent>
    </xs:complexType>
    <xs:group name="PayloadModificationProfileObjectGroup">
        <xs:sequence>
            <xs:element name="PayloadModificationProfielName" type="etsi:ShortString" minOccurs="0"/>
            <xs:element name="PayloadModification" type="ListOfPayloadModificationReferences" minOccurs="0"/>
        </xs:sequence>
    </xs:group>
    <xs:complexType name="ListOfPayloadModificationReferences">
        <xs:sequence>
            <xs:element name="PayloadModificationReference" type="PayloadModificationReference" minOccurs="1" maxOccurs="unbounded"/>
        </xs:sequence>
    </xs:complexType>
    <xs:complexType name="PayloadModificationReference">
        <xs:sequence>
            <xs:element name="ObjectIdentifier" type="core:ObjectIdentifier"/>
        </xs:sequence>
    </xs:complexType>
    <xs:complexType name="PayloadModificationObject">
        <xs:complexContent>
            <xs:extension base="core:HI1Object">
                <xs:sequence>
                    <xs:group ref="PayloadModificationObjectGroup"/>
                </xs:sequence>
            </xs:extension>
        </xs:complexContent>
    </xs:complexType>
    <xs:group name="PayloadModificationObjectGroup">
        <xs:sequence>
            <xs:element name="ModificationLocation" type="ModificationLocation" minOccurs="1"/>
            <xs:element name="ModificationCriteria" type="ListOfModificationCriteria" minOccurs="0"/>
            <xs:element name="Action" type="ModificationAction" minOccurs="1"/>
        </xs:sequence>
    </xs:group>
    <xs:complexType name="ListOfModificationCriteria">
        <xs:sequence>
            <xs:element name="Criteria" type="ModificationCriteria" minOccurs="1" maxOccurs="unbounded"/>
        </xs:sequence>
    </xs:complexType>
    <xs:complexType name="ModificationCriteria">
        <xs:choice>
        </xs:choice>
    </xs:complexType>
    <xs:complexType name="ModificationLocation">
        <xs:choice>
            <xs:element name="jSONPointer" type="xs:string"/>
            <xs:element name="xPath" type="xs:string"/>
            <xs:element name="sIPHeader" type="xs:string"/>
            <xs:element name="sIPBody" type="EmptyElement"/>
            <xs:element name="mIMEHeader" type="xs:string"/>
            <xs:element name="mIMEBody" type="EmptyElement"/>
            <xs:element name="sMSTPLocation" type="SMSTPLocation"/>
            <xs:element name="sMSRPLocation" type="SMSRPLocation"/>
            <xs:element name="aBNFRule" type="xs:string"/>
            <xs:element name="iRIRecord" type="xs:string"/>
            <xs:element name="iRIFieldName" type="xs:string"/>
        </xs:choice>
    </xs:complexType>
    <xs:complexType name="SMSTPLocation">
        <xs:choice>
            <xs:element name="SMSTPDU" type="EmptyElement"/>
            <xs:element name="SMSTPDUField" type="xs:string"/>
            <xs:element name="SMSTPDUFieldIEI" type="xs:hexBinary"/>
        </xs:choice>
    </xs:complexType>
    <xs:complexType name="SMSRPLocation">
        <xs:choice>
            <xs:element name="SMSRPDU" type="EmptyElement"/>
            <xs:element name="SMSRPDUField" type="xs:string"/>
            <xs:element name="SMSTPDUFieldIEI" type="xs:hexBinary"/>
        </xs:choice>
    </xs:complexType>
    <xs:complexType name="ModificationAction">
        <xs:choice>
            <xs:element name="nestedModifications" type="ListOfPayloadModificationReferences"/>
            <xs:element name="remove" type="EmptyElement"/>
            <xs:element name="replaceWithCharacters" type="xs:string"/>
            <xs:element name="replaceWithOctets" type="xs:hexBinary"/>
            <xs:element name="replaceWithBits" type="BitString"/>
        </xs:choice>
    </xs:complexType>
    <xs:simpleType name="EmptyElement">
        <xs:restriction base="xs:string">
            <xs:enumeration value=""></xs:enumeration>
        </xs:restriction>
    </xs:simpleType>
    <xs:simpleType name="BitString">
        <xs:restriction base="xs:token">
            <xs:pattern value="[0-1]{0,}"/>
        </xs:restriction>
    </xs:simpleType>
</xs:schema>


