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[bookmark: foreword][bookmark: _Toc2086433]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
[bookmark: introduction][bookmark: _Toc2086434]Introduction
The LI technical specifications (TS 33.126 [2], TS 33.127 [3], TS 33.128 [4]) contain the normative part of the LI requirements and the technical report TR 33.929 [5] contain additional information as an implementation guidance for LI. The ADMF that receives the warrant information from the Law Enforcement Agencies has the task of provisioning the LI functions present in various Network Functions (NFs) of the serving the CSP network. Upon provisioning, the LI is activated in those NFs, and accordingly, the LI functions within those NFs monitor the target’s communications and provide the LI as required by the warrant.  
The scope of the NFs that provide the LI functions within the CSP network are determined based on various factors such as LI service type, CSP deployment choice, scope of LI as authorized in the warrant. The present document provides the logic used within the ADMF in provisioning the LI functions considering those points. 

[bookmark: scope][bookmark: _Toc2086435]
1	Scope
[bookmark: references][bookmark: _Toc2086436]The present document provides ADMF provisioning logic for LI in association with the LI functions defined in TS 33.126 [2], TS 33.127 [3] and TS 33.128 [4]. 
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][bookmark: _Toc2086437][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 33.126: "Lawful Interception Requirements".
[3]	3GPP TS 33.127: "Lawful Interception (LI) Architecture and Functions".
[4]	3GPP TS 33.128: "Lawful Interception (LI) Protocol and Procedures".
[5]	3GPP TS 33.929: "Lawful Interception (LI) Implementation Guidance".
[6]	ETSI TS 103 221-1: "Lawful Interception (LI); Internal Network Interfaces; Part 1: X1".
[6]	3GPP TS 24.147: "Conferencing using the IP Multimedia (IM) Core Network (CN) subsystem; Stage 3".
[7]	3GPP TS 23.501: "System Architecture for the 5G System".
[8]	3GPP TS 24.174: "Support of multi-device and multi-identity in the IP Multimedia Subsystem (IMS); Stage 3".
[9]	3GPP TS 23.228 "IP Multimedia Subsystem (IMS), Stage 2".
[10]	3GPP TS 24.341 "Support of SMS over IP networks, Stage 3".
[11]	3GPP TS 23.204 " Support of Short Message Service (SMS) over generic 3GPP Internet Protocol (IP) access, stage 2".
3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc2086438]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
[bookmark: _Toc2086439]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc2086440]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc120296880][bookmark: _Hlk129188050] 4	ADMF and Provisioning
4.1	Overview
According to the LI model defined in ETSI TS 103 221-1 [6], the ADMF as an administration function establishes and manages the Lawful Interception (LI). In doing so, the ADMF performs the target provisioning at various Network Elements (NEs) using the X1 protocol as defined in ETSI TS 103 221-1 [6]. 
Within the LI architecture model defined in TS 33.127 [3] and TS 33.128 [4], the ADMF has two sub-functions referred to as Lawful Interception Control Function (LICF) and Lawful Interception Provisioning Function (LIPF). The LICF receives the warrant information from the LEA over LI_HI1 interface. The LIPF performs the provisioning of all LI functions within various NFs of CSP network including the MDF2 and MDF3. See figure 4-1 below for an overview: 

 
In comparison to the LI model of ETSI 103 221-1, the LIPF plays the role of ADMF and the LI functions (within the NFs), MDF2, and MDF3 play the role of NE. 
The present document focusses on LIPF provisioning logic of LI functions, MDF2, MDF3 over the LI_X1. Henceforth, the term LIF logic is used in the present document. See clause 5 for details of LIPF logic.
4.2	Few General remarks
Remark 1: A separate box is used to represent each of the NF in which an LI function is provisioned by the LIPF. In the illustration shown below, P-CSCF and MGCF are two NFs and are represented by two separate boxes. 


Remark 2: The LI function present within a NF and provisioned by the LIPF is represented within the parenthesis. In the illustration shown below, the IRI-POI in P-CSCF and IRI-POI in MGCF are provisioned by the LIPF. 


Remark 3: The possible target identities that are applicable to the LI function present in a NF are represented within another parenthesis that begin with "Target Id:". In the illustration shown below, the possible target identities for an IRI-POI in P-CSCF and IRI-POI in MGCF are PEI (IMEI only), IMEI, IMPU and IMPI.


Remark 4: Some of the flow-charts have a callout description shown next to the provisioned box. The text within the callout description provides a hint on the conditions that would enable the LI function to provide the interception. When such a condition for the interception, is obvious, no such call-out description is provided. In the illustration shown below, no callout description is given for the IRI-POI of P-CSCF implying no further clarity is needed. The callout description for the IRI-POI in MGCF to hint that the IRI-POI in an MGCF is used only when an IMS session is redirected to a CS domain (see TR 33.929 [6]). 


The conditions given inside the call-out description are outside the scope of LIPF logic. However, the LIPF logic is aware of the condition in an overall scheme of things. 
Remark 5: Most of the flow-charts have follow up tables that identity the scope of NF domain in providing the LI functions. 
In the illustration shown below:
P-CSCF has CC-TF in a non-roaming case, has IRI-POI (for non-emergency services only) and CC-TF in VPLMN with LBO and CC-TF (for emergency services only) in VPLMN with HR (home-routed). 
MGCF has CC-TF in a non-roaming case, CC-TF in HPLMN with roaming (both LBO and HR) when an incoming session is redirected over a CS domain. 
IMS-AGW has CC-POI when P-CSCF has the CC-TF and IM-MGW has the CC-POI whenever the MGCF has the CC-TF. 
Note that table is to be used as an aide to understand the LIPF logic and it is outside the scope of LIPF logic. However, the LIPF logic is aware of the condition in an overall scheme of things. 
	NFs with LI function
	Non-roaming
	Roaming with LBO
	 Roaming with HR
	

	
	
	 VPLMN
	 HPLMN
	 VPLMN
	 HPLMN
	

	P-CSCF
	n/a
	IRI-POI (NOTE 1)
	n/a
	n/a
	n/a
	

	P-CSCF
	CC-TF
	CC-TF
	n/a
	CC-TF (NOTE 2)
	n/a
	

	IMS-AGW
	CC-POI
	CC-POI
	n/a
	CC-POI (NOTE 2) 
	n/a
	

	MGCF (NOTE 3)
	CC-TF
	n/a
	CC-TF
	n/a
	CC-TF
	

	IM-MGW (NOTE 3)
	CC-POI
	n/a
	CC-POI
	n/a
	CC-POI 
	



NOTE 1:	For non-emergency sessions only.
NOTE 2:	For emergency sessions only.
NOTE 3:	Only when an incoming session to a target is redirected over a CS domain.

5	LIPF logic
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