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6.2.3.2.2	PDU session establishment
The IRI-POI in the SMF, or in the case of interworking, the IRI-POI in the SMF+PGW-C, shall generate an xIRI containing an SMFPDUSessionEstablishment record when the IRI-POI present in the SMF detects that a PDU session has been established for the target UE. The IRI-POI present in the SMF shall generate the xIRI for the following events:
-	For a non-roaming scenario, the SMF (or for a roaming scenario, V-SMF in the VPLMN), sends the N1 NAS message (via AMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5G Session Management (5GSM) state within the SMF is changed to PDU SESSION ACTIVE (see TS 24.501 [13]).
-	For a home-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16: Nsmf_PDU_Session_Create response message with n1SmInfoToUe IE containing the PDU SESSION ESTABLISHMENT ACCEPT (see TS 29.502 [16]).
Table 6.2.3-1: Payload for SMFPDUSessionEstablishment record
	Field name
	Description
	M/C/O

	sUPI
	SUPI associated with the PDU session (e.g. as provided by the AMF in the associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be present except for PEI-only unauthenticated emergency sessions (see NOTE).
	C

	sUPIUnauthenticated
	Shall be present if a SUPI is present in the message and set to “true” if the SUPI has not been authenticated, or “false” if it has been authenticated.
	C

	pEI
	PEI associated with the PDU session if available (see NOTE).
	C

	gPSI
	GPSI associated with the PDU session if available (see NOTE).
	C

	pDUSessionID
	PDU Session ID See TS 24.501 [13] clause 9.4.
	M

	gTPTunnelID
	Contains the F-TEID identifying the GTP tunnel used to encapsulate the traffic, as defined in TS 29.244 [15] clause 8.2.3. Non-GTP encapsulation is for further study.
	M

	pDUSessionType
	Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.
	M

	sNSSAI
	Slice identifiers associated with the PDU session, if available. See TS 23.003 [19] clause 28.4.2 and TS 23.501 [2] clause 5.15.2.
	C

	uEEndpoint
	UE endpoint address(es) if available.
	C

	non3GPPAccessEndpoint
	UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte order).
	C

	location
	Location information provided by the AMF, if available.
Encoded as a userLocation parameter (location>locationInfo>userLocation), see Annex A.
	C

	dNN
	Data Network Name associated with the target traffic, as defined in TS 23.003[19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2.
	M

	aMFID
	Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] clause 2.10.1 when available.
	C

	hSMFURI
	URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See TS 29.502 [16] clause 6.1.6.2.2.
	C

	requestType
	Type of request as described in TS 24.501 [13] clause 9.11.3.47 if available. In the case where the network does not support Multi Access (MA) PDU sessions, but receives a MA PDU session request, a request type of “Initial request” shall be reported.
	C

	accessType
	Access type associated with the session (i.e. 3GPP or non-3GPP access) if provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).
	C

	rATType
	RAT Type associated with the access if provided by the AMF as part of session establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571 [17] clause 5.4.3.2.
	C

	sMPDUDNRequest
	Contents of the SM PDU DN Request container, if available, as described in TS 24.501 [13] clause 9.11.4.15.
	C

	uEEPSPDNConnection
	This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or handover using the N26 interface. When present, it shall contain the EPS bearer context(s) information present in the uEEPSPDNConnection parameter of the intercepted SmContextCreateData message. (see TS 29.502 [16] clause 6.1.6.2.2).
	C

	ePS5GSComboInfo
	Provides detailed information about PDN Connections. Shall be included when the AMF has selected a SMF+PGW-C to serve the PDU session. This parameter shall include the additional IEs in Table 6.2.3-1A, if present.
	C

	NOTE:	At least one of the SUPI, PEI or GPSI fields shall be present.



Table 6.2.3-1A: Payload for ePS5GSComboInfo
	ePSInterworkingIndication
	Indication that the AMF has selected a SMF+PGW-C to serve the PDU session. See TS 29.502 [16] clause 6.1.6.3.11.
	M

	ePSSubscriberIDs
	Includes the Subscriber Identities associated with the EPS PDN Connection in the UE Context sent from the MME to the AMF. See TS 29.274 [Re1] clause 7.2.1 and TS 23.502 [4] clause 4.11.1. 
	M

	ePSPdnCnxInfo
	Indicates that the PDU Session may be moved to EPS During its lifetime. See TS 29.502 [16] clause 6.1.6.2.31.
	C

	ePSBearerInfo
	Includes the EPS Bearer context(s) successfully setup in EPS for the PDU Session. See TS 29.502 [16] clause 6.1.6.2.4.
	C



[bookmark: _Toc90924770]*** Start of Next Change ***
6.3.1	General
The present document allows three options for EPC LI stage 3 interfaces for 4G / LTE:
-	Option A: Use LI_X1, LI_X2 and LI_X3 interfaces specified below in in clause 6.3.2 and 6.3.3 for the events listed in TS 33.127 [5] clause 6.3.2.3 and 6.3.3.2, and the events related to SMS over NAS as specified in TS 33.107 [36] clause 18.2.4. and the events listed in TS 33.107 [36] clause 12.2.1.2 for the SGW/PGW and ePDG.
-	Option B: Use LI_X1, LI_X2 and LI_X3 interfaces as specified in clause 6.3.2 and 6.3.3 for the events listed in TS 33.107 [36] clause 12.2.1.2 and for the events related to the MMEIdentifierAssociation record described in clause 6.3.2.2.2.
-	Option C: Use TS 33.107 [36] clause 12 natively as defined in that document.
For implementations that include EPS/5GS interworking, Option A shall be used.
In all cases, the present document specifies the stage 3 for the LI_HI1, LI_HI2 and LI_HI3 interfaces.
*** Start of Next Change ***
6.3.3	LI at SGW/PGW and ePDG
[bookmark: _Toc90924771]6.3.3.0	General
Unless otherwise specified, the following clauses apply to both CUPS and non-CUPS EPS architectures. When CUPS architecture is used, unless otherwise specified, the term SGW/PGW refers to both the SGW-U/PGW-U and the SGW-C/PGW-C.
Unless otherwise specified, the following clauses apply in the case of EPC-5GC interworking via combined SMF+PGW-C and UPF+PGW-U.
[bookmark: _Toc90924772]6.3.3.1	Provisioning over LI_X1
[bookmark: _Toc90924773]6.3.3.1.1	General
If the warrant is for IRI and CC, then the LI functions in the SGW/PGW shall be provisioned in accordance with clause 6.3.3.1.2 for non-CUPS architecture and clause 6.3.3.1.3 for CUPS architecture, the MDF2 shall be provisioned in accordance with clause 6.3.3.1.Cl1, and the MDF3 shall be provisioned in accordance with clause 6.3.3.1.Cl2.
If the warrant is for IRI only, the IRI-POI in the SGW/PGW shall be provisioned in accordance with clause 6.3.3.1.2 for CUPS architecture and clause 6.3.3.1.3 for non-CUPS architecture and the MDF2 shall be provisioned in accordance with clause 6.3.3.1.Cl1.
If approach 1 described in clause 6.2.3.9 is used for packet header information reporting:
· For non-CUPS architecture, the IRI-POI in the SGW/PGW shall be provisioned in accordance with clause 6.3.3.1.2 and the MDF2 shall be provisioned in accordance with clause 6.3.3.1.Cl1. 
· For CUPS architecture, the IRI-TF in the SGW-C/PGW-c shall be provisioned in accordance with clause 6.3.3.1.3 and the MDF2 shall be provisioned in accordance with clause 6.3.3.1.Cl1.
If approach 2 described in clause 6.2.3.9 is used for packet header information reporting:
· For non-CUPS architecture, the CC-POI in the SGW/PGW shall be provisioned in accordance with clause 6.3.3.1.2, the MDF2 shall be provisioned in accordance with clause 6.3.3.1.Cl1, and the MDF3 shall be provisioned in accordance with clause 6.3.3.1.Cl2.
· For CUPS architecture, the CC-TF in the SGW-C/PGW-C shall be provisioned in accordance with clause 6.3.3.1.3, the MDF2 shall be provisioned in accordance with clause 6.3.3.1.Cl1, and the MDF3 shall be provisioned in accordance with clause 6.3.3.1.Cl2.
The LI functions in the SGW/PGW and ePDG, the MDF2 and the MDF3 shall support the following target identifier formats in the ETSI TS 103 221-1 [7] messages (or equivalent if ETSI TS 103 221-1 [7] is not used):the target identifiers specified in TS 33.127 [5] clause 6.3.3.2:
-	IMSI. (using the IMSI target identifier format from ETSI TS 103 221-1 [7]).
-	MSISDN (using the E164Number target identifier format from ETSI TS 103 221-1 [7]).
-	ME Identity (using the IMEI. target identifier format from ETSI TS 103 221-1 [7]).
In the case of EPC-5GC interworking via combined SMF+PGW-C and UPF+PGW-U, the LI functions in the SMF+PGW-C, MDF2 and MDF3 shall support the following target identifier formats in the ETSI TS 103 221-1 [7] messages (or equivatlent if ETSI TS 103 221-1 [7] is not used):
-	SUPINAI.
-	SUPIIMSI.
-	IMSI.
-	GPSINAI.
-	GPSIMSISDN.
-	MSISDN (using the E164Number target identifier format from ETSI TS 103 221-1 [7]).
-	PEIIMEISV.
-	PEIIMEI.
-	IMEI.
When the target identifier is an IMSI, the LI functions in the SMF+PGW-C shall also trigger when events associated to a SUPI in the form of an IMSI with a value matching the provisioned IMSI target identifier value are detected. Likewise, then the target identifier is a SUPIIMSI, the LI functions in the SMF+PGW-C shall also trigger when events associated to an IMSI with a value matching the provisioned SUPIIMSI target identifier value are detected.
When the target identifier is an MSISDN, the LI functions in the SMF+PGW-C shall also trigger when events associated to a GPSI in the form of an MSISDN with a value matching the provisioned MSISDN target identifier value are detected. Likewise, then the target identifier is a GPSIMSISDN, the LI functions in the SMF+PGW-C shall also trigger when events associated to an MSISDN with a value matching the provisioned GPSIMSISDN target identifier value are detected.
When the target identifier is an IMEI, the LI functions in the SMF+PGW-C shall also trigger when events associated to a PEI in the form of an IMEI with a value matching the provisioned IMEI target identifier value are detected. Likewise, then the target identifier is a PEIIMEI, the LI functions in the SMF+PGW-C shall also trigger when events associated to an IMEI with a value matching the provisioned PEIIMEI target identifier value are detected.
[bookmark: _Toc90924774]6.3.3.1.2	Non-CUPS Architecture
When the EPS is implemented using non-CUPS architecture, the IRI-POI and CC-POI present in the SGW/PGW and ePDG are provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. A single task may be used.
Table 6.3.3-Ta1 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POI and the CC-POI in the SGW/PGW.
Table 6.3.3-Ta1: ActivateTask message for the IRI-POI and CC-POI in the SGW/PGW and ePDG in non-CUPS architecture
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF.
	M

	TargetIdentifiers
	One of the target identifiers listed in the clause above.
	M

	DeliveryType
	Set to “X2Only”, “X3Only” or “X2andX3” as needed to meet the requirements of the warrant.
	M

	ListOfDIDs
	Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	TaskDetailsExtensions/
HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7].  See table 6.2.3.9.2-1. Unless there is a CSP/LEA agreement to not report packet header information, this field shall be present to enable packet header information reporting.
	C


To enable packet header information reporting, parameters specified in table 6.2.3.9.2-1: PDHRReportingExtensions parameters shall be provided as the TaskDetailsExtensions/HeaderReporting field of the LI_X1 provisioning message.
[bookmark: _Toc90924775]6.3.3.1.3	CUPS Architecture
When the EPS is implemented using CUPS architecture, the IRI-POI, IRI-TF and CC-TF present in the SGW-C/PGW-C and the IRI-POI and CC-POI present in the ePDG are provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.
Table 6.3.3-Ta2 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POI, CC-TF and IRI-TF in the SGW-C/PGW-C. If the ePDG is used, the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POI and the CC-POI in the ePDG are detailed in Table 6.3.3-Ta-1.
Table 6.3.3-Ta2: ActivateTask message for the IRI-POI, CC-TF and IRI-TF in the SGW-C/PGW-C in CUPS architecture
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF. If the CC-TF or IRI-TF is also being tasked for the same interception, the same XID shall be used.
	M

	TargetIdentifiers
	One or more of the target identifiers listed in clause 6.3.3.1 .1.
	M

	DeliveryType
	Set to “X2Only”, “X3Only” or “X2andX3” as needed to meet the requirements of the warrant. (NOTE: "X2Only" for IRI-POI, IRI-TF and "X3Only" for CC-TF can also be also be used).
	M

	TaskDetailsExtensions/
HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7].  See table 6.2.3.9.2-1. Unless there is a CSP/LEA agreement to not report packet header information, this field shall be present to enable packet header information reporting.
	C

	ListOfDIDs
	Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M


To enable packet header information reporting, parameters specified in table 6.2.3.9.2-1: PDHRReportingExtensions parameters shall be provided as the TaskDetailsExtensions/HeaderReporting field of the LI_X1 provisioning message.
[bookmark: _Toc65946643][bookmark: _Toc90924776]6.3.3.1.Cl1	Provisioning of the MDF2
The MDF2 listed as the delivery endpoint for xIRI generated by the IRI-POI in the CP entity of the SGW/PGW or ePDG shall be provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 6.3.3-Ta3 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF2. 
Table 6.3.3-Ta3: ActivateTask message for MDF2
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF.
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the paragraph above.
	M

	DeliveryType
	Set to “X2Only”, “X3Only” or “X2andX3” as needed to meet the requirements of the warrant. (Ignored by the MDF2).
	M

	TaskDetailsExtensions/
HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA agreement to not report packet header information, this field shall be present to enable packet header information reporting.
	C

	ListOfDIDs
	Delivery endpoints of LI_HI2. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfMediationDetails
	Sequence of Mediation Details, See Table 6.3.3-Ta4.
	M



Table 6.3.3-Ta4: Mediation Details for MDF2
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	LIID
	Lawful Intercept ID associated with the task.
	M

	DeliveryType
	Set to "HI2Only".
	M

	ListOfDIDs
	Details of where to send the IRI for this LIID. Shall be included if deviation from the ListofDIDs in the ActivateTask message is necessary. If included, the ListOfDIDs in the Mediation Details shall be used instead of any delivery destinations authorised by the ListOfDIDs field in the ActivateTask Message.
	C

	ServiceScoping
	Shall be included to Identify the service(s) and associated service-related delivery settings for this LIID. May include more than one instance of this parameter to allow for different combinations of subparameters associated with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7], Annex C, Table C.2.
	C

	MediationDetailsExtensions/
HeaderReporting
	Header reporting-specific tag to be carried in the MediationDetailsExtensions field of ETSI TS 103 221-1 [7].  See table 6.2.3.9.2-1. This field shall be included if deviation from the taskDetails HeaderReporting TaskDetailsExtensions is required. If included, the details shall be used instead of the HeaderReporting instructions specified in the HeaderReporting field in the TaskDetails structure.
	C



[bookmark: _Toc65946644]6.3.3.1.Cl2	Provisioning of the MDF3
The MDF3 listed as the delivery endpoint for the xCC generated by the CC-POI in the UP entity of the SGW/PGW or ePDG shall be provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 6.3.3-Ta5 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF3. If packet header reporting is authorised and approach 2 described in clause 6.2.3.9 is used, the endpoint for the MDF3 shall be the MDF2 over LI_MDF.
Table 6.3.3-Ta5: ActivateTask message for MDF3
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF.
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the paragraph above.
	M

	DeliveryType
	Set to “X2Only”, “X3Only” or “X2andX3” as needed to meet the requirements of the warrant.
	M

	TaskDetailsExtensions/
HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA agreement to not report packet header information, this field shall be present to enable packet header information reporting.
	C

	ListOfDIDs
	Delivery endpoints of LI_HI3 or LI_MDF. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfMediationDetails
	Sequence of Mediation Details, See Table 6.3.3-Ta5.
	M



Table 6.3.3-Ta5: Mediation Details for MDF3
	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	LIID
	Lawful Intercept ID associated with the task.
	M

	DeliveryType
	Set to "HI3Only".
	M

	ListOfDIDs
	Details of where to send the CC for this LIID. Shall be included if deviation from the ListofDIDs in the ActivateTask message is necessary. If included, the ListOfDIDs in the Mediation Details shall be used instead of any delivery destinations authorised by the ListOfDIDs field in the ActivateTask Message.
	C

	ServiceScoping
	Shall be included to Identify the service(s) and associated service-related delivery settings for this LIID. May include more than one instance of this parameter to allow for different combinations of subparameters associated with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7], Annex C, Table C.2.
	C

	MediationDetailsExtensions/
HeaderReporting
	Header reporting-specific tag to be carried in the MediationDetailsExtensions field of ETSI TS 103 221-1 [7].  See table 6.2.3.9.2-1. This field shall be included if deviation from the taskDetails HeaderReporting TaskDetailsExtensions is required. If included, the details shall be used instead of the HeaderReporting instructions specified in the HeaderReporting field in the TaskDetails structure.
	C


6.3.3.2	Generation of xIRI over LI_X2
6.3.3.2.Cl1	General
When Option A specified in clause 6.3.1 is used:
-	For architectures with EPC/5GC interworking:
-	For home routed roaming interception in the visited network, in this version of the specification, the IRI-POI present in the SGW shall be implemented in accordance with Option B or Option C specified in clause 6.3.1.
-	For all other cases, the IRI-POI present in the SMF+PGW-C shall send the xIRIs over LI_X2 for each of the events listed in TS 33.127 [5] clause 6.3.3.3.1.2, as described in clause 6.3.Cl1.
When Option B specified in clause 6.3.1 is used:
-	The IRI-POI present in the SGW/PGW and ePDG shall send the xIRIs over LI_X2 for each of the events listed in TS 33.107 [36] clause 12.2.1.2, the details of which are specified in clause 12.2.3 of the same TS.
-	The IRI-POI present in the SGW/PGW and ePDG shall set the payload format to EpsHI2Operations.EpsIRIContent (value 14), see clause 5.3 and ETSI TS 103 221-2 [8] clause 5.4. The payload field shall contain an EpsHI2Operations.EpsIRIContent structure encoded according to TS 33.108 [12] clauses 10.5 and B.9.
-	As the LIID may not be available at the SGW/PGW and ePDG but is mandatory in EpsHI2Operations.EpsIRIContent according to TS 33.108 [12] Annex B.9, its value in the lawfulInterceptionIdentifier field of the encoded PDU shall be set to the fixed string "LIIDNotPresent".
*** Start of Next Change ***
6.3.Cl1	xIRI Messages for LI at the SMF+PGW-C
Editor's Note: LI reporting from the SMF+PGW-C is FFS.
*** End of All Changes ***

