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Abstract of the contribution: Our current IRI structures can inform the LEMF when interception has started with an active session, but not when interception has ended with an active session. This leads to some uncertainty and inefficiency at the LEMF which could be avoided by taking a similar approach with session "end" messages as we do with "begin" messages.
Problem statement
Some POIs, such as those in the AMF and SMF/UPF, have a concept of a session. That session usually follows the lifecycle of the session management in the target service, and has a beginning, middle and an end.
· A session begins (e.g. registration or PDU session establishment)
· Things happen in the middle of a session (e.g. location updates)

· The session ends (e.g. de-registration or PDU session release)
But the warrant can (and often does) start and end independently of any user session. If the warrant starts during an active session, we use a different kind of "begin" message to signal this.

· AMFStartOfInterceptionWithRegisteredUE

· SMFStartOfInterceptionWithEstablishedPDUSession

· MMEStartOfInterceptionWithEPSAttachedUE

· NEFStartOfInterceptionWithEstablishedPDUSession

· SCEFStartOfInterceptionWithEstablishedPDNConnection

In the same way, it is possible for interception to be terminated while a session is still ongoing. But these services only has one "end" message, which is generated when a session finishes. As a result, if interception is terminated before the end of a session, the LEMF simply stops receiving IRI and CC.

This works, but it lacks a positive indication at the LEMF that no more traffic will follow. This creates some uncertainty at the LEMF. The LEMF has to use techniques such as timeouts to free resources allocated for each session, which involves a risk because it can never be certain whether a late-arriving message is just about to arrive. Similarly, it will never be able to detect if a final message in a session has gone missing.

Potential Solution – a new message

This uncertainty could be avoided if we had a similar pair message for the end of sessions as we do for the start. An "end of interception with session active" message would allow the LEMF to free any resources associated with the session and give it confidence that no messages have been missed.
This is an approach already used in ETSI TS 102 232-3
 and ETSI TS 102 232-4
.
We propose adding new event to each of the relevant sections in TS 33.127 e.g.

6.2.3.3
IRI events

The IRI-POI present in the SMF shall generate xIRI, when it detects the following specific events or information:

-
PDU session establishment.
-
PDU session modification.
-
PDU session release.
-
Start of interception with an established PDU session.
-
End of interception with an established PDU session.
…
The start of interception with an established PDU session xIRI is generated when the IRI-POI present in a SMF detects that interception is activated on the target UE that has an already established PDU session in the 5GS. When a target UE has multiple PDU sessions, this xIRI shall be sent for each PDU session with a different value of correlation information.
The end of interception with an established PDU session xIRI is generated when the IRI-POI present in a SMF is instructed over LI_X1 to terminate interception before a PDU session is released.
We then propose to add a new xIRI message to each of the relevant services in TS 33.128, e.g.
6.2.3.2.X
SMFEndOfInterceptionWithPDUSessionActive
The IRI-POI in the SMF shall generate an xIRI containing an SMFEndOfInterceptionWithPDUSessionActive record when the IRI-POI present in the SMF receives an instruction over LI_X1 to terminate interception while a PDU session is still active.
It may be that each message is tailored to include information about the state of the session at the time interception was terminated e.g. last-reported location.

Next steps

We would like to establish if there is support for including this feature in Release 17.
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