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X.4.1
Overview
The second part of ID Association Caching is the retrieval of cached ID association by the LEAs for a specific UE.  The retrieval process is handled using request and response procedures between the LEAs and the CSP. 

LEA can submit six type of requests to the CSP: 

1. Request for the SUPI associated with a SUCI.     
2. Request for the SUPI associated with a 5G-S-TMSI.    
3. Request for the SUPI associated with a 5G-GUTI.   
4. Request for the 5G-GUTI associated with a SUPI.   
5. Request for an ongoing updates of new 5G-GUTI assigned to a SUPI.    

6. Request to stop the above ongoing updates.
The first three are also referred to retrieval of permanent ID from the non-permanent ID and the next two are referred as retrieval of non-permanent ID from a permanent ID.   
As shown in figure X.1-1, the LEA submits a request over the LI_HIQR interface to the IQF, which in turn forwards that request to the ICF over the LI_XQR interface. The response to such a request involves the ICF retrieving the cached ID association and returning the same to the LEA via the IQF.  

The ICF retrieves the cached ID association known at the time it receives the request unless the LEA specifies a particular time of interest to retrieve the ID association. The particular time which may be included in some of the requests is referred to as Observed Time.  In the list shown above, LEA includes the  Observed Time in the first 4 of the requests.   
The ICF within the CSP uses the Observed Time after applying a short time-window to overcome any timing issues between the LEA clock and the CSP clock to retrieve the cached ID association. The Observed Time is compared against the Association Start Time stored in the cached ID association.  
X.4.2
LI_HIQR
LI_HIQR is an interface that carries requests and responses between the LEA and the IQF. 

On the LI_HIQR interface, the following names are used to for the messages exchanged between the LEA and the IQF: 

-
LI_HIQR Request  (LEA to IQF).
-
LI_HIQR Response (IQF to LEA). 

-
LI_HIQR Updates (IQF to LEA).

LI_HIQR Request shall always carry the Observed Time field when the ID included in the message is 5G-S-TMSI or 5G-GUTI or the SUPI except for the case of ongoing updates. The TS 33.128 [4] defines the details of the LI_HIQR Request, LI_HIQR Response and LI_HIQR Updates. The same is summarized in the table below: 

Table X.4-1: LI_HIQR Request possibilities

	Message Name
	Request Details

	
	Request Type
	Observed Time
	Request Values

	LI_HIQR Request
	Identity Association
	Present
	SUCI
	N-CGI, TAC

	
	
	Present
	5G-S-TMSI
	N-CGI, TAC

	
	
	Present
	5G-GUTI
	N-CGI, TAC

	
	
	Present
	SUPI
	N/A

	
	Ongoing Identity Association
	Not present
	SUPI
	N/A


In table X.4-1, the Request Type of Identity Association with Request Values of SUCI, 5G-S-TMSI, and 5G-GUTI may also be viewed as a request for non-permanent ID to permanent ID. The Request Type of Identity Association with Request Values of SUPI and the Ongoing Identity Association may also be viewed as a request for permanent ID to non-permanent ID. 
Table X.4-2: LI_HIQR Response/Updates possibilities

	Message Name
	Identity Response Details

	
	Identity Association Record (one or more instance, NOTE 1)

	
	SUPI
	5G-GUTI
	SUCI
	PEI
	Association
	List of TA

	
	
	
	
	
	Start Time
	End Time
	

	LI_HIQR Response
	Present
	Present
	If found
	If found
	Present
	When applicable
	If available

	LI_HIQR Updates
	Present
	Present
	If found
	If found
	Present
	When applicable
	If available


NOTE 1:
LI_HIQR Updates will have at most one Identity Association Record. LI_HIQR Response may have more than one Identity Association Records. 

In table X.4-2, the Association Start Time included in the LI_HIQR Response and LI_HIQR Updates reflects the time at which the 5G-GUTI is assigned to the SUPI in the AMF.  Association End Time is included in the LI_HIQR Response and LI_HIQR Updates, when the ID association reported in the Identity Association Record is marked for deletion after the de-caching period within the ICF.  
NOTE 2:
The Association Start Time for the SUCI to SUPI retrieval case is also the time at which the 5G-GUTI is assigned in the AMF.   

On the LI_HIQR interface, every message is acknowledged by the receiving function. For example: LI_HIQR Request will have an acknowledgement. Likewise, the LI_HIQR Response will have an acknowledgement. In other words, the LI_HIQR Response is not really an acknowledgement to a LI_HIQR Request at a protocol level. 

X.4.3
LI_XQR

LI_XQR is the interface that carries requests and responses between the IQF and the ICF. 

On the LI_XQR interface, the following names are used for the messages exchanged between the IQF and the ICF: 

-
Identity Association Request (IQF to ICF).

-
Identity Association Response (ICF to IQF).

-
Activate Association Update (IQF to ICF).

-
Activate Association Update Acknowledgement (ICF to IQF).

-
Identity Association Update (ICF to IQF). 

-
Identity Association Update Acknowledgement (IQF to ICF)..

-
Deactivate Association Update (IQF to ICF).

-
Deactivate Association Update Acknowledgement (ICF to IQF). 

The TS 33.128 [4] defines the details of the above listed messages.  
The table X.4-3 provides a mapped LI_HIQR messages for each of the above: 

Table X.4-3: Mapping between LI_HIQR and LI_XQR

	LI_XQR 
	LI_HIQR 

	Message Name
	Direction
	Message Name
	Request Type
	Direction

	Identity Association Request
	IQF to ICF
	LI_HIQR Request
	Identity Association
	LEA to IQF

	Identity Association Response
	ICF to IQF
	LI_HIQR Response
	N/A
	IQF to LEA

	Activate Association Update
	IQF to ICF
	LI_HIQR Request
	Ongoing Identity Association
	LEA to IQF

	Activate Association Update Acknowledgement
	ICF to IQF
	LI_HIQR Response
	N/A
	IQF to LEA

	Identity Association Update
	ICF to IQF
	LI_HIQR Updates
	N/A
	IQF to LEA

	Identity Association Update Acknowledgement
	IQF to ICF
	N/A
	N/A
	N/A

	Deactivate Association Update
	IQF to ICF
	LI_HIQR Request
	Ongoing Identity Association
	LEA to IQF

	Deactivate Association Update Acknowledgement
	ICF to IQF
	N/A
	N/A
	N/A


As shown in table X.4-3, the Identity Association Update Acknowledgement is an acknowledgement from the IQF to ICF for the receipt of Identity Association Update Message. This is not seen on the LI_HIQR interface. Also, Deactivate Association Update Acknowledgement message which is a response from ICF to IQF for indicating successfully stopping on the further reporting of new 5G-GUTI assignments is not relayed to the LEA over LI_HIQR. 
The table X.4-4 provides the details of LI_XQR Identity Association Request possibilities: 

Table X.4-4: LI_XQR Identity Association Request possibilities

	Message Name
	Request Details

	
	Request Type
	Observed Time
	Request Values

	Identity Association Request
	Identity Association
	Present
	SUCI
	N-CGI, TAC

	
	
	Present
	5G-S-TMSI
	N-CGI, TAC

	
	
	Present
	5G-GUTI
	N-CGI, TAC

	
	
	Present
	SUPI
	N/A


The table X.4-5 shows the LI_XQR Ongoing Identity Association possibilities.  

Table X.4-5: LI_XQR Ongoing Identity Association possibilities

	Message Name
	SUPI
	LD Task Object (LI_HIQR)

	Activate Association Update
	Present
	Awaiting Disclosure

	Deactivate Association Update
	Present
	Disclosed


The LD Task Object shown in the table X.4-5 is not part of the LI_XQR messages. The IQF uses that information received in the LI_HIQR Request to generate the two messages over LI_XQR when the Request Type in the LI_HIQR Request is Ongoing Identity Association. 
The table X.4-6 provides the details of LI_XQR Response possibilities: 
Table X.4-6: LI_XQR Response possibilities

	Message Name
	Identity Response Details

	
	Identity Association Record (one or more instance)

	
	SUPI
	5G-GUTI
	SUCI
	PEI
	Association
	List of TA

	
	
	
	
	
	Start Time
	End Time
	

	Identity Association Response
	Present
	Present
	If found
	If found
	Present
	When applicable
	If available

	 Activate Association Update Acknowledgement  
	Present
	Present
	If found
	If found
	Present
	N/A
	If available

	Identity Association Update
	Present
	Present
	If found
	If found
	Present
	When applicable
	If available


Identity Association Update Acknowledgement and the Deactivate Association Update Acknowledgement message are not seen on the LI_HIQR interface and therefore, the details of the same are not shown in the table X.4-5.  

Request Type is not included in the Activate Association Update or Deactivate Association Update messages. The LD Task Object Desired Status will have "Awaiting Disclosure" in all requests except for the Deactivate Association Update, in which case, it will be "Disclosed".
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