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Abstract of the contribution: 3GPP SA3 LI specifications have defined the concept of Service Scoping in reference to the lawful interception. The ETSI LI specifications provides the necessary support to provision the Service Scoping aspects to the LI functions. However, the two specifications seem to be not aligned and some real-life deployment scenarios may not have been covered. This contribution discusses the service scoping related text in total from the two specifications: ETSI TS 103 221-1 and 3GPP TS 33.128. This paper was recently discussed at the ETSI TC LI meeting.
Background

The ETSI TS 103 221-1 seems to have the following structure for the LI_X1 provisioning (Activate Task): 

· Task Details

· Mediation Details. 

It is presumed that the to-be provisioned LI information as part of the Mediation Details is applicable for MDFs only. When multiple intercepts are active on a target ID, the POIs/TFs may receive the to-be-provisioned LI information inclusive of both intercepts within the Task Details only once.  This is illustrated with a sample flow in figure 1. 

Comparing the two specs: 

	TS 33.128
	ETSI 103 221-1

	Service Scoping:
1. CSP Service Type: 

· Voice, Data, Messaging, Push to Talk, LALS. 

2. Delivery Type:  

· IRI, CC, IRI + CC. 

3. Location Reporting:  

· At the beginning and end of the call, 

· Every time a new location of the target is obtained. 

4. Triggered LALS reporting:  

· Boolean 

5. Roaming:  

· Boolean: whether to stop the interception when the target is roaming.  


	Task Details: 

         Delivery Type: X2Only, X3Only, X2andX3. 

Mediation Details: 

          Delivery Type: 

· HI2Only, HI3Only, HI2andHI3.
          Service Scoping:    

1.  Service Type: 

· Voice, Data, Messaging, Push to Talk, LALS. 

2.   Location Type:    

· Do not report OR

· {At the beginning and end of the call

· Every time a new location of the target is obtained

·  LALS Reporting. }

3. Suspend Outbound Roaming International Calls:  

· Boolean 

4.  Report Post Dialled Digits:   

· Boolean 

	Task Details Extension/Header Reporting
	Task Details Extension

	
	Mediation Details Extension.


It is presumed that the Task Details Extension and Mediation Details Extension specified in ETSI TS 103 221-1 are to allow the  dependent specifications to define their own parameters that may be a sort of related service scoping through the use of Task Details Extension and Mediation Details Extension. In making use of this, the TS 33.128 defines the Task Details Extension for Header Reporting. 
A simple flow is shown in the following diagram: 
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Figure 1: Two intercepts: 1)  IRI  only, 2) IRI + CC

[Create Destination steps are skipped, for the simplicity of the drawing]

Discussion
According to 3GPP TS 33.128, the Delivery Type is part of the Service Scoping.

According to ETSI TS 103 221-1, the Delivery Type is not part of the Service Scoping. 

According to ETSI TS 103 221-1, Delivery Type is defined under Task Details and under Mediation Details. In both places, it is a Mandatory field, however, with different values. The Task Details says the MDF shall ignore Delivery Type field.  

Even though the two specs are not aligned, this does not cause an issue. 

ETSI TS 103 221-1 defines Report Post Dialled Digits as a part of the Service Scoping. 

The same is not defined in TS 33.128. Perhaps, one could presume such a scoping is not required according to TS 33.128 and therefore, it should be fine. 

The Location Type defined in ETSI TS 103 221-1 has an option not to report the location reporting (equivalent of not having the Location Type in the Service Scoping) and Report at the beginning and end of the call, report on change and LALS reporting. 

The 3GPP TS 33.128 where is referred to as Location Reporting has two possible values: Report at the beginning and end of the call and report on every time a new location is obtained.  LALS reporting is not part of Location Reporting. 

The 3GPP TS 33.128 includes the Triggered LALS Reporting as an independent parameter under Service Scoping. 

Perhaps, the same is included as a part of Location Type within the ETSI TS 103 221-1. 

In ETSI TS 103 221-1, the Service Scoping is part of Mediation Details. This leads to a conclusion that that none of the Service Scoping aspects be provisioned to the POIs and TFs. 

In 3GPP TS 33.128, header reporting is included as a part of the Task Details Extension.  However, since the header reporting is specific to an intercept, perhaps, this should have been the part of the Mediation Details or Mediation Details Extension as well. 

The TS 33.128 has statement that says:  The LIPF shall be able to provision the POI, TFs and the MDF2/MDF3 according to the CSP service type(s) applicable to a warrant. 

Similar statement is there for other sub-parameters of Service Scoping as well. 

However, the ETSI TS 103 221-1 does not allow the above capability as far as POIs and TFs are concerned. 
Summary

Should the two specifications be aligned in the placement of the different sub-parameters related to the Service Scoping?  ETSI TC LI#57-e agreed that the two specifications need not be aligned. 
Should the service scoping, as a whole, or in part,  be made part of Task Details as well? Examples: Service Type, Location Reporting, ETSI TC LI#57-e agreed that at least some part of service scoping should be part of Task Details. (** A CR to ETSI TS 103 221-1 is required. **)
Should the Header Reporting be part of the Mediation Details as well, e.g. Mediation Details Extension? ETSI TC LI#57-e agreed that Header Reporting should be part of the Mediation Details Extension (** a CR to TS 33.128 would be required **).
A simple flow with the presuming the above changes could look as shown below: 
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Figure 2: Two intercepts: 1)  IRI + CC with LALS triggering , 2) IRI only with header reporting
[Create Destination steps are skipped, for the  simplicity of the drawing]

Annex

Cut and Paste from ETSI TS 103 221-1 and 3GPP TS 33.128 (for easy reference)

ETSI TS 103 221-1

6.2.1.2
TaskDetails

The TaskDetails structure shall include the following.

Table 4: TaskDetails

	Field
	Description
	Format
	M/C/O

	XID
	Uniquely identifies the Task.

There may be more than one different Task relating to the same target identifier (two distinct XIDs). The X1 interface supports delivery of this situation (i.e. it is not considered an error on the X1 interface).
	UUIDv4 (see clause 5.1).
	M

	TargetIdentifiers
	List of criteria which are used to identify the traffic to be intercepted.

Where multiple criteria are present, all criteria are required to be matched. If an NE cannot target based on the criteria specified (e.g. due to an unsupported format or inappropriate combination of identifiers) the NE shall reject the request with an appropriate error.

It is an implementation decision which identifiers and combinations of identifiers are supported.
	Each TargetIdentifier given follows one of the formats given in table 5.
	M

	DeliveryType
	Statement of whether to deliver X2 and/or X3. An MDF shall ignore the contents of the field, and use the DeliveryType value given in the relevant MediationDetails structure (see annex C).
	Enumerated value - one of "X2Only", "X3Only" and "X2andX3".
	M

	ListOfDIDs
	Details of where to send the intercepted traffic.

It is an implementation decision for the NE to determine how to duplicate traffic if multiple destinations are specified, or if multiple destinations are supported. 
	List of Destination Identifiers (DID) referencing the desired delivery destination records.
	M

	ListOfMediationDetails
	Set of details for use by an NE that is performing mediation (i.e. a mediation and delivery function). This shall be included between the ADMF and the MDF. Multiple instances of this parameter may be included (e.g. when multiple LIIDs are associated with an XID).
	See annex C.
	C

	CorrelationID
	Correlation identifier to assign to intercepted material for this Task. Intended for use in triggering scenarios, and shall be ignored by non-mediation function NEs. 
	Unsigned integer.
	O

	ImplicitDeactivationAllowed
	Indication that a Task may implicitly deactivate itself once the NE has determined that it has completed. On deactivation of the Task, the NE shall issue a ReportTaskIssue message with the appropriate TaskReportType (see clause 6.5.2).
	Boolean.
	O

	ProductID
	When provided, shall be used by the receiving entity to populate the X2/X3 XID header as per ETSI TS 103 221‑2 [19], clause 5.2.7 instead of the XID of the Task. If not provided, the XID of the Task shall be used.
	UUIDv4.
	O

	TaskDetailsExtensions
	One or more extension placeholders; each may be populated by a list of elements defined by external specifications.
	See annex B.
	O


Annex C:

Table C.1: Mediation Details structure

	Field
	Description
	Format
	M/C/O

	LIID
	Lawful Interception Identifier associated with the Task
	LIID as defined in ETSI TS 103 280 [4]
	M

	DeliveryType
	Statement of whether to deliver HI2 and/or HI3 for this LIID
	Enumerated value - one of "HI2Only", "HI3Only" or "HI2andHI3"
	M

	StartTime
	Start time associated with the activation of interception or mediation for the Task (which may be in the future)
	Timestamp
	O

	EndTime
	End time associated with the deactivation of interception or mediation for the Task
	Timestamp
	O

	ListOfDIDs
	Details of where to send the intercepted traffic for this LIID. Shall be included if deviation from the taskDetails ListofDIDs is necessary. If included, the details shall be used instead of any delivery destinations specified in the ListOfDIDs field in the TaskDetails structure
	List of Destination Identifiers (DID) referencing the desired delivery destination records
	C

	ServiceScoping
	Shall be included to Identify the service(s) and associated service-related delivery settings for this LIID if there is no default setting in the MDF for ServiceScoping or to override the default setting in the MDF for ServiceScoping. May include more than one instance of this parameter to allow for different combinations of sub-parameters associated with a single LIID. This parameter is defined in more detail in table C.2
	Sequence containing - one or more instances of the ServiceScoping options listed in table C.2
	C

	MediationDetailsExtension
	One or more extension placeholders; each may be populated by a list of elements defined by external specifications
	See annex B
	O


Table C.2: Service Scoping structure

	Field
	Description
	Format
	M/C/O

	ServiceType
	Shall be included to Identify the service(s) to be reported for this LIID per the description beneath the table. The values given in this field indicate the services to which the other options in the Service Scoping structure shall apply
	One or more of the following enumerated values:

· "voice" 

· "data"

· "messaging"

· "pushToTalk"

· "LALS"
	C

	LocationType
	Shall be included to Identify whether and under what conditions to deliver location information for this LIID per the description beneath the table
	Choice of:

· "doNotReport" 

· One or more of the following enumerated values:

· "reportBeginningAndEnd" 

· "reportUponChange"

· "reportLALS"
	C

	SuspendOnOutboundInternationalRoaming
	Shall be included to Identify whether to suspend interception or not (i.e. continue interception) if the target undergoes outbound international roaming and per the description beneath the table
	Boolean
	C

	ReportPostDialledDigits
	Shall be included to identify whether reportPostdialleddigits are to be reported for this LIID for the ServiceType of "voice" per the description beneath the table. Not applicable to other service types
	Boolean
	C


3GPP TS 33.128
4.4
Service scoping

4.4.1
General

The interception product shall be delivered to the LEMF over LI_HI2 and LI_HI3, observing the service scoping described in the following clauses.

4.4.2
CSP service type

-
Voice.

-
Data.

-
Messaging (e.g. SMS/MMS).

-
Push-to-Talk (including MCPTT).

-
LALS (the Target Positioning service, per TS 33.127 [5], clause 7.3.3.2).

The LIPF shall be able to provision the POI, TFs and the MDF2/MDF3 according to the CSP service type(s) applicable to a warrant.

When multiple service types are applicable to a target due to multiple warrants, the MDF2/MDF3 shall be able to deliver interception product to each LEMF based on the CSP service type(s) of the respective warrant.

4.4.3
Delivery type

-
IRI.

-
CC.

-
IRI and CC.

The LIPF shall be able to provision the POI, TF and the MDF2/MDF3 according the delivery type(s) applicable to a warrant.

When different delivery types are applicable to a target due to multiple warrants, the MDF2/MDF3 shall be able to deliver IRI/CC to each LEMF based on the delivery type(s) of the respective warrant.

4.4.4
Location Reporting

-
Report location only at the beginning and end of a session.

-
Report location every time the target location information is detected at the POI (including location update with no physical change of location).

The LIPF shall be able to provision the POI and the MDF2 with an indication of which location reporting type is applicable to a warrant.

When different location reporting types are applicable to a target due to multiple warrants, then POI may be provisioned as if the reporting of all location information occurrences at the POI is required, with MDF2 restricting the delivery of location to the LEMF as per the provisioned information for a warrant.

4.4.5
LALS Triggering

-
This option is used to activate the LALS triggered location service (TS 33.127 [5], clause 7.3.3.3) for the target.

The LIPF shall be able to provision the LTF associated with a POI or MDF2 with the LALS triggered location service parameters provided in the warrant or use a default set of parameters.

4.4.6
Roaming Interception

-
Stop interception when the target is roaming outbound internationally.

NOTE 1: 
The definition of international roaming for LI purposes could vary per jurisdiction.

NOTE 2:
The method used to achieve the roaming related service scoping is not described in the present document.

Table 6.2.3-0A: ActivateTask message for SMF IRI-POI, CC-TF and IRI-TF

	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF. If the CC-TF or IRI-TF is also being tasked for the same interception, the same XID shall be used.
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the paragraph above.
	M

	DeliveryType
	Set to “X2Only”, “X3Only” or “X2andX3” as needed to meet the requirements of the warrant. (NOTE: "X2Only" for IRI-POI, IRI-TF and "X3Only" for CC-TF can also be also be used).
	M

	TaskDetailsExtensions/

HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7].  See Table 6.2.3-10.  This field shall be present if the packet header reporting is required. Only permitted to be sent to the IRI-TF.
	C

	ListOfDIDs
	Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M


Table 6.2.3-0B: ActivateTask message for MDF2

	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	XID
	XID assigned by LIPF.
	M

	TargetIdentifiers
	One or more of the target identifiers listed in the paragraph above.
	M

	DeliveryType
	Set to “X2Only”, “X3Only” or “X2andX3” as needed to meet the requirements of the warrant. (Ignored by the MDF2).
	M

	TaskDetailsExtensions/

HeaderReporting
	Header reporting-specific tag to be carried in the TaskDetailsExtensions field of ETSI TS 103 221-1 [7].  See Table 6.2.3-10.  This field shall be present if packet header reporting is required.
	C

	ListOfDIDs
	Delivery endpoints of LI_HI2. These delivery endpoints shall be configured using the CreateDestination message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	ListOfMediationDetails
	Sequence of Mediation Details, See Table 6.2.3-0C.
	M


Table 6.2.3-0C: Mediation Details for MDF2

	ETSI TS 103 221-1 [7] field name
	Description
	M/C/O

	LIID
	Lawful Intercept ID associated with the task.
	M

	DeliveryType
	Set to "HI2Only".
	M

	ListOfDIDs
	Details of where to send the IRI for this LIID. Shall be included if deviation from the ListofDIDs in the ActivateTask message is necessary. If included, the ListOfDIDs in the Mediation Details shall be used instead of any delivery destinations authorised by the ListOfDIDs field in the ActivateTask Message.
	C

	ServiceScoping
	Shall be included to Identify the service(s) and associated service-related delivery settings for this LIID. May include more than one instance of this parameter to allow for different combinations of subparameters associated with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7], Annex C, Table C.2.
	C
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