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Abstract of the contribution: This is a discussion paper and identifies a few points that require clarifications in TS 33.128. The paper also include 10 sample flows which can later be added to the TR 33.929.   
ID Association Caching – few points
General

ID association cached into the ICF whenever a new 5G-GUTI is assigned to a SUPI. The SUCI (when known) and the PEI (when known) may also be tagged along with that caching of the SUPI.  The Cell-Id and TA-ID are also cached. Association Start Time and Association End Time are also cached. 
Association Start Time and Association End Time  
The time at which the ID association is made (in the AMF) is reported by the IEF present in the AMF to the ICF. That time is referred to as Association Start Time. 
Similarly, the time at which the ID disassociation is made (in the AMF) is reported by the IEF present in the AMF to the ICF. This time is referred to as Association End Time. 
The Association Start Time of a new cached ID is same as the Association End Time of a previously cached ID.  
The ID disassociation in the AMF may also happen without a new ID association (e.g. device de-registering from the network). In other words, Association End Time of a cached ID does not always be the Association Start Time of a new cached ID. 
NOTE:
The Association Start Time is not the time when a new ID association is cached in the ICF. The Association End Time is neither the time when the cached ID is marked for removal (i.e. de-caching timer begins)  in the ICF nor the time when the cached ID is removed from the ICF. 
An illustration of an Association Start Time and an Association End Time are illustrated in the figure below.
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Figure 1: Association Start Time and Association End Time
LEA Requests

There are six types of Requests an LEA can submit to the CSP: 
1. Request for the SUPI associated with a SUCI at a particular time. The particular time is referred to as Observed Time. The paper explores whether it is possible to get away from having a this Observed Time for SUCI to SUPI retrieval. 

2. Request for the SUPI associated with a 5G-S-TMSI at a particular time. The particular time is referred to as Observed Time. 

3. Request for the SUPI associated with a 5G-GUTI at a particular time. The particular time is referred to as Observed Time. 

4. Request for the 5G-GUTI associated with a SUPI at a particular time. This particular time is referred to as Observed Time. The paper explores whether it is possible to get away from having a this Observed Time for SUPI to 5G-GUTI retrieval (instead always presume that Observed Time is the Current Time). 

5. Request for the 5G-GUTI associated with a SUPI each time a new 5G-GUTI is assigned to the SUPI. This request is also known as Ongoing Identity Request.  

6. Request to stop the above notification of the above Ongoing Identity Request.

The first three are also referred to retrieval of permanent identity from the temporary identity and the next two are referred as retrieval of temporary identity from the permanent identity. 

The Observed Time is presumed to be the time at which the LEAs have collected the IDs. The Observed Time is also the time that the ICF would use in identifying the right cached ID value. 
LI_HIQR

On the LI_HIQR interface, the following names will be used to for the messages exchanged between the LEA and the IQF: 
· LI_HIQR Request
· LI_HIQR Response. 

· LI_HIQR Updates.

LI_HIQR Request shall always carry the Observed Time field when the ID included in the message is 5G-S-TMSI or 5G-GUTI or the SUPI except for the case of Ongoing Identity Request. In other words, the Observed Time field shall not be present when the ID included in the message is a SUPI with an Ongoing Identity Request.  This discussion will determine whether, or not, to include the Observed Time when the ID included in the message is a SUCI.

Table 1: LI_HIQR Request possibilities

	Message Name
	RequestDetails

	LI_HIQR Request
	Type (RequestType)
	ObservedTime
	RequestValues

	
	IdentityAssociation
	Present?
	SUCI
	Cell-ID, TA-ID

	
	
	Present
	5G-S-TMSI
	Cell-ID, TA-ID

	
	
	Present
	5G-GUTI
	Cell-ID, TA-ID

	
	
	Present
	SUPI
	Not Present

	
	OngoingIdentityAssociation
	Not present
	SUPI
	Not Present


The Association Start Time included in the LI_HIQR Response and LI_HIQR Updates basically reflects the time (as reported in the LI_XQR message) at which ID association is made in the AMF.  Association End Time which may be included in some LI_HIQR Response messages is the time (as and when reported in the LI_XQR message) at which the ID disassociation is made in the AMF. 
Table 2: LI_HIQR Response/Updates possibilities

	Message Name
	IdentityResponseDetails

	
	IdentityAssociationRecord
	IdentityAssociationRecord  

	LI_HIQR Response
	SUPI
	5G-GUTI
	AssociationStartTime
	No use case today

	LI_HIQR Response
	SUPI
	5G-GUTI
	AssociationStartTime
	No use case today

	LI_HIQR Updates
	SUPI
	5G-GUTI
	AssociationStartTime
	No use case today


Association End Time and few other fields that are not mandatory and hence, are not shown in the table 2. 

On the LI_HIQR interface, every message is acknowledged by the receiving function. For example: LI_HIQR Request will have an acknowledgement. Likewise, the LI_HIQR Response will have an acknowledgement. In other words, the LI_HIQR Response is not really an acknowledgement to a LI_HIQR Request at a protocol level. 
LI_XQR
On the LI_XQR interface, as currently specified in the TS 33.128, the following names will be used for the messages exchanged between the IQF and the ICF: 

· Identity Association Request (IQF to ICF).
· Identity Association Response (ICF to IQF).
· Activate Association Update (IQF to ICF).
· Activate Association Update Acknowledgement (ICF to IQF).
· Identity Association Update (ICF to IQF). 
· Identity Association Update Acknowledgement (IQF to ICF)..

· Deactivate Association Update (IQF to ICF).
· Deactivate Association Update Acknowledgement (ICF to IQF). 

The Association Start Time included in the Identity Association Response, Activate Association Update Acknowledgement and Identity Association Update is the time at which the ID association is made in the AMF and reported by the IEF in the Time Stamp field to the ICF.  Association End Time which may be included in some Identity Association Response messages is the time  at which the ID disassociation is made in the AMF and reported by the IEF in the Time Stamp field to the ICF.  
 Table 3: LI_XQR Request possibilities

	Message Name  
	RequestDetails

	
	Type (RequestType)
	ObservedTime
	RequestValues

	IdentityAssociationRequest
	IdentityAssociation
	Present?
	SUCI
	Cell-ID, TA-ID

	
	
	Present
	5G-S-TMSI
	Cell-ID, TA-ID

	
	
	Present
	5G-GUTI
	Cell-ID, TA-ID

	
	
	Present
	SUPI
	Not Present


	Message Name  
	RequestDetails

	
	RequestType in LI_HIQR Request
	ObservedTime
	RequestValues

	ActivateAssociationUpdate
	OngoingIdentityAssociation
	Not present
	SUPI
	Not Present

	DeactivateAssociationUpdate
	OngoingIdentityAssociation
	Not Present
	SUPI
	Not Present


Request Type is not included in the Activate Association Update or Deactivate Association Update messages. The LD Task Object Desired Status will have "Awaiting Disclosure" in all requests except for the Deactivate Association Update, in which case, it will be "Disclosed".
Table 4: LI_XQR Response possibilities
	Message Name
	IdentityResponseDetails

	
	Original RequestType in LI_HIQR Request
	IdentityAssociationRecord

	IdentityAssociationResponse
	 IdentityAssociation
	SUPI
	5G-GUTI
	AssociationStartTime

	ActivateAssociationUpdatesAcknowledgement
	 OngoingIdentityAssociation
	SUPI
	5G-GUTI
	AssociationStartTime

	IdentityResponseUpdate
	 OngoingIdentityAssociation
	SUPI
	5G-GUTI
	AssociationStartTime

	DeactivateAssociationUpdateAcknowledgement
	OngoingIdentityAssociation
	SUPI
	5G-GUTI
	AssociationStartTime


IQF always acknowledges the Identity Response Update message with an Identity Response Update Acknowledgement message.  

LI_XER
On the LI_XER interface, as currently specified in the TS 33.128, the following names will be used for the messages exchanged between the IEF and the ICF: 

· IEF Association Record.

· IEF Disassociation Record

The time at which an ID association is made at the AMF is included by the IEF in the IEF Association Record message and the same is reported over LI_XQR and LI_HIQR as Association Start Time. Similarly, the time at which an ID disassociation is made at the AMF is included by the UEF in the IEF Disassociation Record message and the same is reported over LI_XQR and LI_HIQR as Association End Time.  

Table 5: IEF Identity Association Record

	SUPI
	5G-GUTI
	PEI (C)
	SUCI (C)
	Time Stamp
	CGI
	TAI
	CGI Time


Table 6: IEF Identity Disassociation Record

	SUPI
	5G-GUTI
	Time Stamp
	CGI
	CGI Time


SAMPLE FLOWS
 1. Caching scenario 1 
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2. Abnormal case – de-caching scenario 1
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3. Abnormal case – de-caching scenario 2
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4. Abnormal case – de-caching scenario 3
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5. SUCI to SUPI Retrieval scenario 1 – with Observed Time
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6. SUCI to SUPI Retrieval scenario 2 – without the Observed Time
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7. SUCI to SUPI Retrieval scenario 3 – with a fake Observed Time 
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8. 5G-S-TMSI to SUPI  Retrieval scenario – 3 scenarios in one flow 
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9. SUPI to 5G-GUTI  Retrieval scenario 1 (once) – with observed time
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10 . SUPI to 5G-GUTI  Retrieval scenario 2  (once)  – without the observed time


[image: image11.emf]AMF

UE-1

REGISTRATION REQUEST 

(SUCI)

UDM

UDM

SUPI

Alternate: 

Identity Request/Response 

(SUCI)

Identity Response (PEI)

REGISTRATION ACCEPT

(5G-GUTI)

REGISTRATION COMPLETE

(5G-GUTI)

Paging 

(5G-S-TMSI)

Service Request

(5G-S-TMSI)

CONFIGURATION UPDATE

(5G-GUTI)

CONFIGURATION UPDATE COMPLETE

New 5G-GUTI 

assigned

New 5G-GUTI 

assigned

Identity Request

[SUCI]

ICF

IQF LEA

IEF

IEF

LI_XER: IEFAssociationRecord

[5G-GUTI, SUCI, PEI, SUPI, TAI, 

Time-stamp]

IEF

LI_XER: IEFAssociationRecord

[5G-GUTI,  SUPI, TAI, 

Time-stamp]

Identity Association Request

[Identity Assocation]

[SUPI]

Identity Association Response

[Identity Response Details]

[5G-GUTI]

[SUPI]

[SUCI, PEI]

[AssociationStartTime = Tg]

LI_HIQR Response

[Identity Response Details]

[5G-GUTI]

[SUPI]

[SUCI, PEI]

[AssociationStartTime = Tg]

Tsuci

Tg

 Tp

LI_HIQR Request

[Identity Assocation]

[SUPI]

Identity Association Request

[Identity Assocation]

[SUPI]

Identity Association Response

[Identity Response Details]

[5G-GUTI]

[SUPI]

[PEI]

[AssociationStartTime = Tp]

LI_HIQR Response

[Identity Response Details]

[5G-GUTI]

[SUPI]

[PEI]

[AssociationStartTime = Tp]

LI_HIQR Request

[Identity Assocation]

[SUPI]

Identity Association Request

[Identity Assocation]

[SUPI]

LI_HIQR Request

[Identity Assocation]

[SUPI]

Identity Association Response

[Identity Response Details]

[5G-GUTI]

[SUPI]

[PEI]

[AssociationStartTime = Tp]

LI_HIQR Response

[Identity Response Details]

[5G-GUTI]

[SUPI]

[PEI]

[AssociationStartTime = Tp]


11. SUPI to 5G-GUTI Retrieval scenario 3 (ongoing)  
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12. SUPI to 5G-GUTI Retrieval scenario 4 (ongoing)
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13. SUPI to 5G-GUTI Retrieval scenario 5 (ongoing)
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14. SUPI to 5G-GUTI Retrieval scenario 6 (ongoing)
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FINAL DISCUSSION POINTS

1. The SUCI to SUPI association and 5G-GUTI to SUPI association are cached in one record within the ICF (flow 1).   The SUCI stays in the record for the life of the cached record. 
2. The LI_HIQR Request with Request Type of Identity Association with Request Values of SUCI carry the Observed Time (see flows 5,  6 and 7). What should be the guidance in populating this Observed Time? If it happens to be the time SUCI was in fact observed, then the response may result in no records found. 

3. The PEI be transferred to the new cached record – e.g. when a new 5G-GUTI is assigned and hence, the new ID association is cached.

4. For a SUPI to 5G-GUTI retrieval case should have the observed time. What is the guidance in populating this Observed Time? The SUPI may not be an observed ID. With association to the observation, the response may have more frequent  no records found. Alternatively, for this case, perhaps, the Observed Time could be the present time (flows 9 and 10). 

5. When the Ongoing Identity Association request is active, if a previously assigned 5G-GUTI gets disassociated from the SUPI without the assignment of a new 5G-GUTI, an   Identity Associate Update is sent with the Association End Time (as shown in flow 12). 
6. When an Ongoing Identity Association request is active, the reception of a deactivate identity association update does not result in any records (flows 13 and 14).  
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LI_HIQR Request
[IdentityAssocation]
[SUCI]
Identity Association Request
[IdentityAssocation]
[SUCI]
Identity Association Response
[Identity Response Details]
[5G-GUTI]
[SUPI]
[SUCI, PEI]
[AssociationStartTime = Tg]
LI_HIQR Response
[]
LI_HIQR Response
[Identity Response Details]
[5G-GUTI]
[SUPI]
[SUCI, PEI]
[AssociationStartTime = Tg]
Tg
Tsuci
T1



AMF
UE-1
ICF
IEF
LI_XER: IEFDeAssociationRecord
[5G-GUTI, SUPI, nCGI, 
Time-stamp = Te]
5G-GUTI 
removed
IEF
Te



AMF
UE-1
REGISTRATION REQUEST (SUCI)
UDM
UDM
SUPI
Alternate: 
Identity Request/Response (SUCI)
Identity Response (PEI)
REGISTRATION ACCEPT
(5G-GUTI)
REGISTRATION COMPLETE
Paging 
(5G-S-TMSI)
Service Request
(5G-S-TMSI)
CONFIGURATION UPDATE COMMAND
(5G-GUTI)
CONFIGURATION UPDATE COMPLETE
New 5G-GUTI assigned
New 5G-GUTI assigned
New 5G-GUTI assigned
Identity Request
[SUCI]
ICF
IEF
IEF
LI_XER: IEFAssociationRecord
[5G-GUTI, SUCI, PEI, SUPI, TAI, nCGI, Time-stamp = Tg]
IEF
LI_XER: IEFAssociationRecord
[5G-GUTI, SUPI, TAI, nCGI
Time-stamp = Tp]
IEF
Service Request
(5G-S-TMSI)
CONFIGURATION UPDATE COMMAND
(5G-GUTI)
CONFIGURATION UPDATE COMPLETE
LI_XER: IEFAssociationRecord
[5G-GUTI, SUPI, TAI, nCGI
Time-stamp = Tb]
REGISTRATION ACCEPT
(5G-GUTI)
REGISTRATION COMPLETE
New 5G-GUTI assigned
IEF
LI_XER: IEFAssociationRecord
[5G-GUTI, SUPI, TAI, nCGI
Time-stamp - Ty]
REGISTRATION REQUEST (5G-GUTI)
Tsuci
Tg
Tp
Tb
Ty



AMF
UE-1
DEREGISTRATION ACCEPT
5G-GUTI 
removed
ICF
IEF
IEF
LI_XER: IEFDeAssociationRecord
[5G-GUTI, SUPI, nCGI, 
Time-stamp = Te]
DEREGISTRATION REQUEST
(5G-GUTI)
Te



ICF
Association Start Time
Association Start Time
Association End Time
Association Start Time
AMF
IEF
New 5G-GUTI assigned
IEF
New 5G-GUTI assigned
IEF
Association End Time
5G-GUTI 
removed
IEF
New 5G-GUTI assigned
IEF
Time cached
Time cached
De-caching timer begins
De-caching timer begins
Time cached



