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Abstract of the contribution: 
At SA3LI#73, a CR to TS 33.126 (agreed as [12]) added the requirement that 
"[when roaming]…the home CSP shall provide to the visited CSP, the means to decrypt user services which are encrypted between the ME and an entity outside the visited CSP and using cryptographic parameters established in the home CSP." 
The setting in which this requirement is defined is denoted "HPLMN-enabled encryption". No details on a possible Stage-2 implementation of the above requirement have yet been discussed in SA3LI. 
The present document is the second in a suite of five contributions, initiating a discussion on different components necessary for defining a Stage-2 implementation. Specifically, the present document identifies a common architecture for the currently relevant use-cases of HPLMN-enabled encryption, and also discusses how to detect (in the VPLMN) that the encrypted services are activated.
1	LI for HPLMN-enabled encryption
1.1	Problem statement
What are the technical problem(s) encountered when implementing an LI-solution for HPLMN-enabled encryption? The generally applicable regulatory obligation assumed in the present document is that the VPLMN delivers (to the LEMF), an LI-product consisting of either: 
(i) decrypted UP traffic of a Target over HI3, or, 
(ii) encrypted traffic of a Target over HI3 and the "means to decrypt" said traffic, over HI2. 
In case (i), the VPLMN itself applies the "means to decrypt" before delivering.
Standard means to associate traffic with a specific Target ID such as IMSI/SUPI (either via direct provisioning or via some triggering function) are assumed to be in place and this issue is set aside for the remainder of the discussion. Given that, getting access to the encrypted UP traffic is in principle relatively straight-forward since the traffic must always pass at least one UPF in the VPLMN. 
With reference to requirement R6.4-175 of [9], what does obtaining "means to decrypt" entail? Clearly the "cryptographic parameters established in the home CSP" needs to be obtained, which comprises at least the necessary cryptographic keys. As will be seen in the following analysis, in many cases, the keys will in fact be the only "cryptographic parameter" known to the HPLMN, and these keys are in themselves not sufficient for decryption. Further, even if other parameters are known in the HPLMN, it is desirable to reduce the dependency on HPLMN co-operation to bare a minimum. Therefore, it will in the sequel generally be assumed that only the keys (though possibly augmented with key identifiers and user identifiers) are obtainable from the HPLMN. This part of the problem is in the sequel and in companion contributions referred to as the key retrieval problem, and is the focus of [14].   
There are however also other parameters required to constitute a complete and useful "means to decrypt": the selected encryption protocol and algorithm, nonces (used within the encryption protocol/algorithm), synchronization/crypto-state information (counters), etc. This, the second part of the problem, is referred to as the auxiliary security parameter retrieval problem and is the focus of [15].   
The remainder of the present document analyses the main existing 3GPP security solutions (the aforementioned BEST [2], encrypted variant of S8HR/N9HR [1,13], GAA/GBA [3],  and AKMA [6] solutions) that may impact VPLMN LI, and proposes a common generic framework onto which the key retrieval and auxiliary security parameter retrieval problem can be mapped.  A common problem that arises for all of these services is the problem of detecting (in the VPLMN) that the encrypted services are initiated, which is discussed below for each of the services.
2	Analysis
2.1	General
This clause analyses the aforementioned security architectures of BEST [2], GAA/GBA [3,4,5], AKMA [6] and encrypted S8HR/N9HR [1,13] side by side, to identify commonalities, enabling a uniform approach to LI for this type of services when HPLMN-enabled encryption is activated. In the case of S8HR/N9HR, for the purpose of encrypting SIP-signalling and media, respectively, it will be assumed that [10,11] are used. 
2.2	Architecture analysis and comparison
2.2.1	Common Features
Common to all the four examples (BEST, S8HR/N9HR with encryption, GAA/GBA and AKMA) is that the USIM/eSIM and HSS (or equivalent entity, e.g. AUSF in 5GC) provides a form of master key (MK) as basis for HPLMN-enabled encryption. Common is also that it is possible to identify a role of Key Server Function (KSF), providing service specific key (SK), and a role of Security Termination Function (STF), terminating the provided UP encryption services toward the ME. The SK is always derived from the MK.
NOTE 1: The BEST, GAA/GBA and AKMA documents will in some cases (text and diagrams) refer to the "UE" as having a secure (encrypted) connection with the STF, though it is obvious that in all cases, encryption and other UP security services are usually terminating in the ME (i.e. outside the USIM/eSIM). GAA/GBA does however also admit as option to encrypt all the way into the USIM.
OBSERVATION 1: Since according to [2-6] by default, neither MK, nor SK, are made available to the VPLMN, it is not possible to implement LI in the VPLMN for HPLMN-enabled encrypted services, without relying on (some) assistance from HPLMN to provide at least one of MK or SK. Even if there is some form of middlebox (such as a back-to-back decryption/re-encryption proxy) placed in the VPLMN, this middlebox will still in general require access to one of these keys. The same holds for [10,11] when used in the S8HR/N9HR fashion.
The required assistance from the HPLMN according to OBSERVATION 1 can either be of two types. 
1. Transparent: by introduction of a stand-alone, inter-PLMN key-transfer function, the key transfer becomes transparent to the rest of the network (i.e. no other changes to the non-LI parts of the network are needed, beyond adding the key-transfer function), or,
2. Explicit: the (non-LI) roaming network architecture is modified by the presence of an entity in the VPLMN which takes an active role in security signalling with the ME and obtains keys automatically, through its role.
NOTE 2: The reader is cautioned not to construe the word "transparent" as implying "simpler" or "advantageous". On the contrary, as will be seen in the analysis, this transparency comes with a cost in terms of complexity. The explicit approach, while implying more changes to the non-LI part of the network, has several important advantages.
Although providing SK (or MK) directly/indirectly to VPLMN would address VPLMN LI as such, it should be avoided if another key (derived from MK or SK) suffices to implement decryption, minimizing risk to subscriber and HPLMN.
OBSERVATION 2: The necessary key material provided directly or indirectly from HPLMN to VPLMN should suffice to enable decryption of services within the scope of the VPLMN's LI-obligation, but should also minimize the subscriber's exposure to undesired privacy impacts.
Below, we identify the MK, SK, KSF, and STF in the different architectures, and focus on which keys that seem suitable to provide from HPLMN to the VPLMN, this key will be denoted KLI. (How to actually obtain this key is discussed in [15].) The diagram below depicts a generic architecture model for BEST, S8HR/N9HR (with encryption), GAA/GBA and AKMA that can be derived from the corresponding 3GPP TS:es. Observe that the secure (encrypted) UP session may terminate in an STF in the HPLMN (1), or, an STF on an external data network such as the Internet (2). In case (2), the UP connection might alternatively (instead of LBO) be routed via the HPLMN, though this does not matter for the discussion.  
Hypothetically, the STF could also lie in the VPLMN, though this case is simpler from LI point of view and therefore omitted from further discussion.
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NOTE 3: KLI is the key need for decryption in the VPLMN. Depending on use-case, KLI could be identical to one of MK or SK, or could be a key derived from one of these. Encryption is applied between the ME and the STF.
NOTE 4: The figure only shows the existing network entities, it omits functions/entities which may need to be added to address LI.
 Figure 1: Generic architecture for HPLMN-enabled encryption according to current standards (without additional LI support). 

2.2.2	BEST
2.2.2.1	Architecture
The BEST architecture comprises the following relevant network elements, using network diagram reproduced from [2]. 


NOTE: BEST adaptation to 5G is currently work in progress.
Figure 2: BEST architecture [2].
There are two main options for security in BEST, denoted end-to-middle and end-to-end. 
· For the end-to-end security option, UP security is applied between an Enterprise Application Server (EAS) and the ME (above shown as UE). The end-to-end option can be based on keys derived by the USIM and the 3GPP HPLMN (the SK here corresponds to KEAS_PSK as defined in [2]). From this SK, the traffic protection keys (KE2Eenc, KE2Eint) are then derived and used to protect BEST UP (KE2Eenc is the key used for encryption). In this case, since keys are provided by the USIM and HPLMN, full LI-obligation is assumed to apply.  
· There is in fact also an option to base the end-to-end case on a specific key provisioned by a 3rd party enterprise (denoted KENTERPRISE). Lawful Intercept for the case of security based on KENTERPRISE is judged outside the scope of 3GPP, beyond delivering encrypted CC. 
· In the case of end-to-middle security, encryption for both BEST UP and CP is provided between ME and the Home Security Endpoint (HSE), based on keys (KE2Menc, KE2Mint) derived directly from CK, IK (KE2Menc is the key used for encryption).
· When the end-to-end option is used, end-to-middle security is also in place, but then only for the BEST CP, see below. 
The EMKS (End-to-middle Key Server) of Figure 2 is an optional network function that acts as proxy between the HSE and HSS. When present, the EMKS requests quintets from the HSS from which the BEST-specific traffic protection keys (KE2Menc, KE2Mint) are derived and delivered to the HSE. (When an EMKS is not present, the HSE is in direct communication with the HSS to obtain necessary key material). 
The figure below summarizes the different options in term of key hierarchy.


Figure 3: BEST key hirearchy [2].
With reference to the described BEST architecture, the KSF can always be associated with the HSE, since even when an EMKS is present, all keys passes, or are used by, the HSE. Depending on whether the end-to-end or end-to-middle option is used, the STF is either just the HSE, or, the HSE and the EAS (the latter external to the HPLMN). 
With this in mind, the MK can always be associated with the keys made available to the HSE (or EMKS) (i.e. the {CK, IK}, as part of the quintets). The SK consists of either 
· (KE2Menc, KE2Mint ) for the end-to-middle option, or,
· (KE2Menc, KE2Mint ) and KEAS_PSK for the end-to-end option.
To enable LI in the VPLMN, it would therefore in principle suffice to provide KE2Menc, and in the end-to-end option also the KE2Eenc as the KLI key. 
The EMSDP protocol of [2] is used for encryption in the end-to-middle case. For the end-to-end case, however, the EAS may use another protocol than EMSDP. 
OBSERVATION 3: For the end-to-end case, there may not always be a (3GPP) standard used for the encryption between ME and EAS (= STF). This is relevant for the discussion in clause 2.4 and [15].
Therefore, in the end-to-end case, it appears to be preferred to provide both KE2Menc and KEAS_PSK as the KLI key, to ensure all required keys can always be derived in the VPLMN. 
Enabling LI for BEST also implies the need for the VPLMN to obtain the configuration of the EMSDP protocol (and potentially also the configuration of the protocol used by the EAS), e.g. the selected security algorithms, etc, see [15].
2.2.2.2 Encrypted service detection
There has to be some way for the VPLMN to detect that the BEST protocol (with encryption) is initiated. When using BEST, details of the actual activation of encryption (typically in the form of a security handshake between ME and STF) may have no or only implicit visibility in the VPLMN. This is because the security protocol to use between ME and STF does not need to follow any 3GPP-defined standard (though "defaults" are defined). BEST does however make use of a dedicated "EMSDP Session Request" message which initializes BEST (both in end-to-middle and end-to-end case) and there is an explicit authentication and key agreement protocol between ME and the KSF which at least indicates that encryption might be expected to be activated in a near future. Also, use of BEST can be detected based on use of specific APN/DNN (see [2], annex A).

2.2.3	GAA/GBA and AKMA
2.2.3.1	General
GAA/GBA and AKMA are very similar and are treated together. 
NOTE 1: The Generic Authentication Architecture (GAA) comprises two main components. The Generic Bootstrapping Architecture (GBA) [3] which define a generic authentication and key agreement solution. The GBA-established keys can then be used with different security protocols, defined in 3GPP or elsewhere, and this protocol is the other component of the solution. 3GPP currently defines two such security protocols: a way to obtain subscriber certificates [4] (which can then be used with yet other protocols) and a set of profiles based on HTTPS/TLS [5]. 
NOTE 2: The case in [4] is challenging as it is rather open-ended how the issued subscriber certificates are actually going to be used. Cases [4,5] are both also challenging since knowledge of both the GBA-key produced by [3] as well as knowledge of the security protocol may still not always suffice for decrypting traffic. This issue is discussed in more detail below and in [15]. Due to the similarity with GBA, also AKMA may lead to such problems.
Both GBA and AKMA key agreement protocols have an associated key hierarchy which in the case of AKMA can be visualized as follows.


Figure 4: AKMA key hirearchy [6].
The key KAUSF is created in the AUSF (and in the ME) as result of successful primary network access authentication, i.e. it is integrated with normal security procedures by which the ME attaches to the network. An anchor key KAKMA is further derived (from KAUSF) in the AUSF and made available to the AKMA Anchor Function (AAnF). Finally, the AAnF, on request, derives service specific keys, KAF, for various application functions (AF) in the HPLMN or at an external DN, e.g. an enterprise or Internet. There is a one-to-one mapping between AKMA and GAA/GBA functions and keys as follows:
	AKMA
	GBA

	AUSF
	HSS

	AAnF
	BSF  (Bootstrapping Server Function)

	AF
	NAF (Network Application Function)

	KAKMA
	Ks

	KAF
	KsNAF


Figure 5: One-to-one correspondence between AKMA and GBA entities/keys.
For LI purposes, the only really significant difference between AKMA and GAA/GBA (besides the naming conventions) is that in GBA, an explicit procedure (called bootstrapping) is used to create Ks, the key corresponding to KAKMA, while in AKMA, this is as discussed above done as a "background" process during network attach. 
OBSERVATION 4: In AKMA, there is no signalling traffic visible in the VPLMN that can be used to determine that preparatory procedures for HPLMN-enabled encryption are taking place. While GBA does define a specific signalling protocol, this protocol could be "obscured" to the VPLMN if it is executed inside HTTPS/TLS (GAA/GBA puts no requirement on transport protocol, beyond IP connectivity). 
Common to GAA/GBA and AKMA is that these protocols are generic authentication and key agreement protocols. The established keys can, in principle be used with any data plane security protocol, e.g. TLS, DTLS, IPsec, SRTP, etc. Therefore, Observation 3 applies also here. There is a defined "Ua-protocol identifier" which is to be used when the ME initiates connection with the corresponding STF (i.e. the AF or NAF) to signal which protocol to use. Unfortunately, it may not always be sufficient to know which security protocol is being used. This is elaborated further in the companion contribution [16].
2.2.3.2	GBA specifics
2.2.3.2.1	Archtiecture
The GBA architecture is depicted below.


Figure 6: GBA archirecture from [3].
Here, the BSF acts as KSF and obtains quintets from the HSS, then performs AKA authentication with the UE over the Ub interface (using HTTP Digest-AKA) from which the corresponding GBA-master key MK (denoted Ks in the GBA-specification) is derived. This key is associated with a key-identifier, denoted B-TID, which includes an identifier for the BSF.
When the ME (above shown as a UE) later accesses some service (in some part of the PLMN or potentially in an external data network such as the Internet), provided by a Network Application Function (NAF) over Ua, the UE presents B-TID and the aforementioned Ua-protocol identifier. The NAF uses B-TID to request a service-specific key, KsNAF, from the BSF over the Zn interface. The KsNAF thus corresponding to the SK key. The STF obviously maps to the NAF. The (encryption) protocol used between ME and NAF/STF is indicated by the Ua-protocol identifier.
GBA has two variations, depending on whether the UE-side GBA functionality is implemented in the USIM or in the ME, but there are no significant differences from LI point of view. (Though, if encryption is actually terminated inside the USIM, LI obligations may not apply.) Since any security protocol can be used with the GBA-key, KsNAF, it seems appropriate to associate KLI with KsNAF.
2.2.3.2.2	Encrypted service detection
When using GAA/GBA, details of the actual activation of encryption may have only implicit visibility in the VPLMN. This is because the security protocol to use between ME and STF does not need to follow any 3GPP-defined standard (though "defaults" are defined). GAA/GBA does however make use of an explcit authentication and key agreement protocol between ME and the KSF. This procedure uses the Digest AKA protocol over HTTP and, according to [3], always incudes the product token "3gpp-gba-tmpi" in the user agent request-header. A problem is however if the request is done over HTTPS/TLS. In such case, one could instead rely on a well-known DNS name of the BSF (corresponding to the KSF). Indeed, a standardized format for BSF name (stored on the USIM) is defined in [14], clause 16.2. This would in principle be usable for detection of GBA bootstrapping initiation.  
2.2.3.3	AKMA specifics
2.2.3.3.1	Architecture
AKMA, according [6] is as mentioned functionally equivalent to GBA, with the only real difference being the aforementioned lack of a specific bootstrapping procedure over a Ub-like interface as in GBA. Therefore, in AKMA, the KSF maps to the AAnF and the STF maps to the AF. The key-mappings are: MK maps to KAKMA and, as with GBA, SK and KLI both maps to KAF. AKMA also uses the equivalent of a Ua-protocol identifier (in AKMA, denoted "Ua*-protocol identifier") to negotiate encryption protocol between ME and AF/STF.
2.2.3.2.1	Encrypted service detection
The fact that no explicit signalling occurs in AKMA makes detection of AKMA service usage difficult in the VPLMN. While there therefore appears to be no way in the VPLMN to detect ME communication with the KSF, there however appears some possibility to detect AKMA usage, during handshake with the STF, see [15].

2.2.4 S8HR/N9HR with Encryption
2.2.4.1	Architecture
It is assumed that HPLMN-enabled security for IMS/Vo5GS will use [10] for SIP signalling protection between ME and the IMS (P-CSCF) and media plane protection (if enabled) will use some option from [11]. 
As far as intercept of SIP/CP is concerned, the situation is relatively straightforward: the P-CSCF (in the HPLMN) acts as STF for SIP signalling, the keys CKIM, IKIM are derived by HSS and USIM (or potentially ISIM) and made available to P-CSCF via S-SCSCF. The KSF could be identified with either HSS, S-CSCF or P-CSCF. In this case MK = SK = (CKIM, IKIM) and the key CKIM would suffice as KLI.
Intercept of the media plane (when encrypted) is more complicated due to the existence of several options in [11] for location of the STF (the so called "end-to-accessedge", "end-to-middle" and "end-to-end" solution). Further, there are several options for key management. It can be based either on a Key Management Server (KMS), or, to transport keys in-band in the SIP (known as the SDES option). The KMS may further be implemented as a NAF within the GAA/GBA framework. Thus, location of STF and KSF would be implementation dependent for the media plane. 
NOTE: The KMS has an X2-like interface defined in [8] (denoted Xk), though this assumed an intra-PLMN interface, not applicable in roaming with home-routing. 
2.2.4.1 Encrypted service detection
In the case of IMS/Vo5GS using S8HR/N9HR it is assumed a specific APN/DNN is accessed from the ME which aids in recognizing S8HR/N9HR PDU sessions being initiated over the VPLMN. PDU session establishment for the IMS signalling and user plane sessions have dedicated QoS flows which can be recognized in the VPLMN through QFI values.

3 Summary 
This concludes the overall problem definition. In summary, all of the encryption services defined by BEST, GAA/GBA, AKMA and, at least for the CP, also the S8HR/N9HR architecture, follows a general approach where 
a) A master key, MK, is derived in the ME (from the USIM/ISIM/eSIM) and in a key server function KSF (e.g. the AUSF or HSS or some other specific network function) in the HPLMN.
b) From the master key, a service specific (encryption) key, SK, is derived and made available to a Security Termination Function (STF), located outside the VPLMN. 
c) Traffic encryption key(s) are derived from the SK, leading to need for a key retrieval function providing a suitable decryption key KLI, as further discussed in [15].
d) Other security parameters, is by some mean established between the ME and the STF. This may not involve the KSF. This leads to an auxiliary security parameter retrieval problem discussed in [16].
For c) and d) two main approaches are possible, having different pros and cons as elaborated in [15,16]. An outline of the two main possibilities for an overall LI architecture, combining the pieces above is presented for further discussion in [17]. 
Furthermore, there has to be some means for the VPLMN to detect that HPLMN-enabled encryption is being activated. This appears relatively straightforward for IMS with S8HR/N9HR, and also appears feasible for BEST and GAA/GBA. It however seems non-trivial for AKMA.
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