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Abstract of the contribution: This paper revisits the previous discussion with a different drawing showing the Service Scoping aspects from an LIPF perspective for the Service Type of Data.  The chart presented here is recommended for inclusion in an Annex of TS 33.128 (if agreed, a CR will be generated, of-course).. 
BACKGROUND
Previously, during the SA3LI#78-e meeting a paper was discussed that analysed the implication of service scoping from an LIPF perspective and the role of different IRI-POI, CC-TF, MDF2 and MDF3, This paper revisits the same with a different drawing showing the service scoping aspects from an LIPF perspective for the Service Type of Data.  
The paper provided the flow-charts for the Service Type of Data, voice, messaging and PTC. This paper focusses on the Data only. 

NOTE: Since the previous discussion, the TS 33.128 also includes LALS as one of the Service Type values. 

The following were present in the previous paper (S3i200311) for Data: 

<the rest of the contents of this background are cut and paste from S3i200311 which was noted >

LI Provisioning for Service Type of Data
It is assumed the NFs that provide the POIs and NFs are in the packet core network. There are three scenarios here: 

· The CSP network is a HPLMN 

· The CSP network is a VPLMN with LBO

· The CSP network is a VPLMN with HR. 

The LIPF logic for handling the Service Type of Data for each of those scenarios are illustrated in the figure 2A, 2B and 2C below: 
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Figure 2A: LIPF logic in Service Type handling of Data - HPLMN
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Figure 2B: LIPF logic in Service Type handling of Data – VPLMN (LBO)
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Figure 2C: LIPF logic in Service Type handling of Data – VPLMN (HR)

DISCUSSION

During and after the SA3LI#78-e meeting, it was noted that an LIPF may not be aware of a few points that a NF may be aware of, e.g. a target is non-roaming UE Vs an inbound roaming UE Vs outbound roaming UE. 
In other words, when the LIPF is not aware of the roaming aspects, it will have to provision the LI functions in all the NFs that may be present in the HPLMN or VPLMN, irrespective of the roaming scenarios. To avoid duplicate interception (as illustrated below), a few additional parameters may have to be added to the LI_X1 related tasks as a part of the provisioning.   
The LI for Service Type of Data should cover the following five scenarios: 

1. The target is non-roaming: 

2. The target is outbound roaming with HR

3. The target is outbound roaming with LBO

4. The target is inbound roaming with HR

5. The target is inbound roaming with LBO. 

NOTE: This revisited paper now considers that the LIPF is not aware of scenario-to-target association.  

The same NF that provides the IRI-POI function may be present in one or more of the above scenarios. For example: An AMF would be present in scenarios 1, 4 and 5. An SMF would be present in scenarios 1, 2, 4 and 5. An UDM/HSS would present in scenarios 1, 2 and 3.  

In the EPS, different deployment options are considered: 

· SGW-based

· PGW-based. 

When  SGW-based option is deployed, the IRI-POI/CC-TF in PGW/PGW-C will also have to be provisioned to address the scenario 2 since  SGW/SGW-C won’t be present in the HPLMN. 

Similarly. when PGW-based option is deployed, the IRI-POI/CC-TF in SGW-C will have also have to be provisioned  to address the scenario 4 since PGW/PGW-C won’t be present in the VPLMN. This is not an issue in 5GC since SMF/UPF play the dual role of SGW and PGW. 

However, when  SGW/SGW-C is provisioned with the intercept related information, if the deployment option is PGW-based approach, then the SGW/SGW-C should not perform an interception unless the target is inbound roaming with HR. To accommodate this an additional parameter may be required to the Activate-Task sent to the IRI-POI/CC-TF over LI_X1. 

With the understanding that a Service Type of Data means LI within the packet core network, and with the consideration of drawing the flow just from an LIPF perspective, the following single flow-chart replaces the previously presented four flow-charts to illustrate the LIPF logic for provisioning for the Service Type of Data. 

NOTE: The style and the information given within the boxes are unchanged from the previous discussion paper. 
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Figure x: LIPF logic for the handling of Service Type for Data
As shown in figure x, PGW/PGW-C and SGW and SGW-C, even though are provisioned with the intercept data, provide the LI functions only under special cases: 

· PGW/PGW-C, with the SGW based deployment option,  only when the target is outbound roaming with Home Routed roaming. 

· The LIPF may have to indicate the condition in which those PGW/PGW-C will have to provide the LI functions. For example, by including a parameter in LI_X: ActivateTask sent to PGW/PGW-C:  “outbound roamers only”. 

· SGW/SGW-C, with the PGW based deployment option, only when the target is inbound roaming with Home Routed roaming. 

· The LIPF may have to indicate the condition in which those SGW/SGW-C will have to provide the LI functions. For example, by including a parameter in LI_X1: ActivateTask sent to SGW/SGW-C: “inbound roamers with HR only”. 

The UDM and the HSS are expected to provide the IRI-POI functions in the HPLMN only, however, in this case, no additional parameter is  needed, since the same NFs will never receive the target related triggering events when the target is inbound roaming in a VPLMN. 
The table shown below represent the scope of NF domain that provide the IRI-POI/CC-TF functions for the Service Type of Data under different scenarios : 
	NFs with LI  
	Non-roaming
	Roaming LBO
	Roaming HR

	
	5GC
	EPC (SGW) 
	EPC(PGW) 
	VPLMN
	HPLMN
	VPLMN
	HPLMN

	
	
	
	
	5GC
	EPC (SGW)
	EPC(PGW)
	5GC
	EPC
	5GC
	EPC
	5GC
	EPC

	AMF
	IRI-POI
	n/a
	n/a
	IRI-POI
	n/a
	n/a
	n/a
	n/a
	IRI-POI
	n/a
	n/a
	n/a

	MME
	n/a 
	IRI-POI
	IRI-POI
	n/a 
	IRI-POI
	IRI-POI
	n/a
	n/a
	n/a
	IRI-POI
	n/a
	n/a

	SMF
	IRI-POI 
	n/a
	n/a
	IRI-POI 
	n/a
	n/a
	n/a
	n/a
	IRI-POI 
	n/a
	IRI-POI 
	n/a

	SMF
	CC-TF
	n/a
	n/a
	CC-TF
	n/a
	n/a
	n/a
	n/a
	CC-TF
	n/a
	CC-TF
	n/a

	UPF
	CC-POI
	n/a
	n/a
	CC-POI
	n/a
	n/a
	n/a
	n/a
	CC-POI
	n/a
	CC-POI
	n/a

	SGW
	n/a
	IRI-POI
	n/a
	n/a
	IRI-POI
	n/a
	n/a
	n/a
	n/a
	IRI-POI
	n/a
	n/a

	SGW
	n/a
	CC-POI
	n/a
	n/a
	CC-POI
	n/a
	n/a
	n/a
	n/a
	CC-POI
	n/a
	n/a

	PGW
	n/a
	n/a
	IRI-POI
	n/a
	n/a
	IRI-POI
	n/a
	n/a
	n/a
	n/a
	n/a
	IRI-POI

	PGW
	n/a
	n/a
	CC-POI
	n/a
	n/a
	CC-POI
	n/a
	n/a
	n/a
	n/a
	n/a
	CC-POI

	SGW-C
	n/a
	IRI-POI
	n/a
	n/a
	IRI-POI
	n/a
	n/a
	n/a
	n/a
	IRI-POI
	n/a
	n/a

	SGW-C
	n/a
	CC-TF
	n/a
	n/a
	CC-TF
	n/a
	n/a
	n/a
	n/a
	CC-TF
	n/a
	n/a

	SGW-U
	n/a
	CC-POI
	n/a
	n/a
	CC-POI
	n/a
	n/a
	n/a
	n/a
	CC-POI
	n/a
	n/a

	PGW-C
	n/a
	n/a
	IRI-POI 
	n/a
	n/a
	IRI-POI 
	n/a
	n/a
	n/a
	n/a
	n/a
	IRI-POI 

	PGW-C
	n/a
	n/a
	CC-TF
	n/a
	n/a
	CC-TF
	n/a
	n/a
	n/a
	n/a
	n/a
	CC-TF

	PGW-U
	n/a
	n/a
	CC-POI
	n/a
	n/a
	CC-POI
	n/a
	n/a
	n/a
	n/a
	n/a
	CC-POI

	UDM
	IRI-POI
	n/a
	n/a
	n/a
	n/a
	n/a
	IRI-POI
	n/a
	n/a
	n/a
	IRI-POI
	n/a

	HSS
	n/a
	IRI-POI
	IRI-POI
	n/a
	n/a
	n/a
	n/a
	IRI-POI
	n/a
	n/a
	n/a
	IRI-POI


The use of “n/a” in the above table implies that the LI function is not applicable to the NF for the indicated scenario. 
There can two reasons for this to happen: 

· The NF won’t be part of the scenario, e.g. SMF has a “n/a” under the column EPC because SMF won’t be part of EPC. Similarly, SMF has a “n/a” under the column Roaming LBO (HPLMN) because with LBO, the SMF is not part of HPLMN. 
· The  function in that NF is not applicable to the scenario, e.g. SGW has a “n/a” under the column EPC (PGW) for non-roaming scenario because with PGW-based deployment option, SGW does not provide the LI functions.  
Even though an HSS may also be part of a 5GC, for Data based interception, HSS has no role to play.  

SUMMARY AND PROPOSAL
The TS 33.126 and TS 33.127 use the Service Scoping more casually, however, the TS 33.128 includes five categories within the Service Scoping:   
· Service Type

· Delivery Type

· Location Reporting

· LALS triggering

· Roaming Interception. 

The information given in this paper pertains to the Service Type aspects only. 
This paper also proposes to consider the flow-chart given in the DISCUSSION part along with the table to an Annex of TS 33.128. Perhaps, some part of the text should also be part of that Annex. 

REFRENCED TEXT FROM TS 33.126/TS 33.127/TS 33.128  
The TS 33.126, TS 33.127 and TS 33.128 have requirement on the Service Scoping and Service Type. 

TS 33.126:

R6.3 – 420
Service Scope - All CSP based services shall be in scope of LI including mission critical services and non-mission critical services.
R6.4 – 10
LI Service Scope - The CSP shall only deliver Interception Product relating to specific CSP services which are specified implicitly or explicitly in the warrant.

TS 33.127:

Clause 5.4.3: Interface LI_HI1

Service scoping: used to identify the service (e.g. voice, Data, messaging, target positioning) to be intercepted.
Clause 5.4.4.2
LIPF and POI

The following are examples of some of the information that may be passed over LI_X1 to the POI as a part of intercept provisioning:

· Information necessary to associate multiple xIRI/xCC at MDF2/MDF3.
· Target identifier.
· Type of intercept (IRI only; CC only; or IRI and CC).
· Service scoping.

· Further filtering criteria.
· Address of MDF2 or MDF3.
Clause 5.4.4.3
LIPF and TF

The following are examples of some of the information that may be passed over LI_X1 to the TF as a part of intercept provisioning:

· Information necessary to associate multiple xIRI/xCC at MDF2/MDF3.
· Target identifier.
· Type of intercept (IRI only; CC only; or IRI and CC).
· Service scoping.

· Further filtering criteria.
· Address of MDF2 or MDF3.
Clause 5.4.4.4
LIPF and MDF2/MDF3

The following are examples of some of the information that may be passed over LI_X1 to the MDF2/MDF3 as a part of intercept provisioning:

· Information necessary used to associate multiple xIRI/xCC at MDF2/MDF3.
· Target identifier.
· Lawful Interception identifier.
· Type of intercept (IRI only; CC only; or IRI and CC).
· Service scoping.

· Further filtering criteria.
· LEMF address.
Clause 7.4.2.1
Overview

The network function involved in providing the interception of IMS-based services are determined based on the deployment option, the network configuration, LI service scope and the IMS session including the roaming scenarios. 
TS 33.128:
4.4
Service scoping

4.4.1
General

The interception product shall be delivered to the LEMF over LI_HI2 and LI_HI3, observing the service scoping described in the following clauses.

4.4.2
CSP service type

-
Voice.

-
Data.

-
Messaging (e.g. SMS/MMS).

-
Push-to-Talk (including MCPTT).

-
LALS (the Target Positioning service, per TS 33.127 [5], clause 7.3.3.2).
The LIPF shall be able to provision the POI, TFs and the MDF2/MDF3 according to the CSP service type(s) applicable to a warrant.

When multiple service types are applicable to a target due to multiple warrants, the MDF2/MDF3 shall be able to deliver interception product to each LEMF based on the CSP service type(s) of the respective warrant.

4.4.3
Delivery type

-
IRI.

-
CC.

-
IRI and CC.

The LIPF shall be able to provision the POI, TF and the MDF2/MDF3 according the delivery type(s) applicable to a warrant.

When different delivery types are applicable to a target due to multiple warrants, the MDF2/MDF3 shall be able to deliver IRI/CC to each LEMF based on the delivery type(s) of the respective warrant.

4.4.4
Location Reporting

-
Report location only at the beginning and end of a session.

-
Report location every time the target location information is detected at the POI (including location update with no physical change of location).

The LIPF shall be able to provision the POI and the MDF2 with an indication of which location reporting type is applicable to a warrant.

When different location reporting types are applicable to a target due to multiple warrants, then POI may be provisioned as if the reporting of all location information occurrences at the POI is required, with MDF2 restricting the delivery of location to the LEMF as per the provisioned information for a warrant.

4.4.5
LALS Triggering

-
This option is used to activate the LALS triggered location service (TS 33.127 [5], clause 7.3.3.3) for the target.

The LIPF shall be able to provision the LTF associated with a POI or MDF2 with the LALS triggered location service parameters provided in the warrant or use a default set of parameters.

4.4.6
Roaming Interception

-
Stop interception when the target is roaming outbound internationally.

NOTE 1: 
The definition of international roaming for LI purposes could vary per jurisdiction.

NOTE 2:
The method used to achieve the roaming related service scoping is not described in the present document.

5.2.4
Service scoping

The LIPF shall be able to provision the POI, TFs and the MDF2/MDF3 according to the service scoping (see clause 4.4) applicable to a warrant as described in Clause 6.2.1.2 and Annex C of ETSI TS 103 221-1 [7].

5.3.4
Service scoping

When applicable, the POIs shall deliver the xIRIs/xCC to MDF2/MDF3 over LI_X2/LI_X3 according to the service scoping as provisioned by the LIPF to them (see clause 4.4).
5.4.2
Service scoping

LEAs shall be able to provide the service scoping as applicable to the warrant to the CSP over the LI_HI1 interface (see clause 4.4).

5.5.4
Service scoping

The MDF2 and MDF3 shall be able to deliver the IRI messages and the CC to the LEMF over LI_HI2 and LI_HI3 respectively, according to the service scoping (see clause 4.4).
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