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Abstract of the contribution
This paper is to clarify the application of “non-local” in the context of Lawful Interception (LI).
The approach is to review how the term “non-local” is defined and being used in the current LI specs, namely: 33.126, 127, 128, ETSI 103 221-1 and LS(20)P54027r1, CR11 to TS 103 120 - Non Local IDs to check for correctness and consistency. 
Need SA3 LI to come to a unified view on the definition and usage of “local” and “non-local” in the context of LI.


Discussion
Table 1 below provides a summary of how “non-local” is defined and being used in the current LI specifications.
	Specification
	Current “Non-local” definition/usage
	Question & Remark

	33.126
LI Requirements
	R6.2 – 120 Non-Local Target Identification - The CSP shall be able to isolate communications passing through its network based on a visible target identity, when the target identifier is not assigned, or managed, by the CSP.
	“Non-Local Target Identification” implies a non-subscriber target identity

Is there a LI requirement for non-subscriber, whether it is in roaming or non-roaming state?

	33.127
LI Architecture and Functions
	Non-local has the following representation:
A non-subscriber identity
A target identity
A target type
	The use of “non-local” is not entirely consistent.

It seems target type is used to determine which IMS Network Functions are provisioned for LI.

What is the significant of non-subscriber and target type in the current design of LI solutions?

	33.128
Protocol and Procedures for LI
	Non-local ID is a target identity. It is only referenced in Section 6.2.5.3 – SMS Message.

NOTE 1: In the above-mentioned descriptions, the requirements of target Non-Local ID do not apply when both originating and terminating users of an SMS message are served by the same CSP. The method used to identify a target non-Local ID is different from the method used to identify a local target ID.
	Require more explanation on NOTE 1. In particular, the requirements of target Non-Local ID do not apply when both originating and terminating users of an SMS message are served by the same CSP.

What are the methods used to identify a target non-local ID and local target ID?

What is the significant of identifying a target non-local ID and a local target ID?  

	103221-1 – LI Internal Network Interfaces; Part 1: X1)
	NonLocalIdentifier identities the target identity is local or non-local.
	NonLocalIdentifier being an internal identifier, how does it map to its external public user identity (e.g. a phone number)?

	LS(20)P54027r, CR11 to TS 103 120 – Non Local IDs

103 120 – LI Interface for Warrant Information
	IsLocal and IsNonLocal flags are used to instruct current task shall be intercepted as local and non-local identities.
	Where are these flags being used in the current and future LI solutions?  



Table 1: definition and usage of “Non-local” in the current LI specifications



It is evident that the definition and usage of “non-local ID” in the current LI specifications are not consistent and need to be rectified. Below (Table 2) are the proposed changes for SA3 LI to consider.

	Specification
	Current “Non-local” definition/usage
	Proposed changes

	33.126
LI Requirements
	R6.2 – 120 Non-Local Target Identification - The CSP shall be able to isolate communications passing through its network based on a visible target identity, when the target identifier is not assigned, or managed, by the CSP.

Non-Local Target Identification” implies a non-subscriber target identity
	There is a requirement for CSP to isolate communications passing through its network based on a visible target identity whether it is a subscriber or a non-subscriber.

“Target Identification” in Section 6.1 (Overview), R6.2-40 (Target Role in Communication) and R6.2-50 (Target Communication Identification) adequately described the above requirement. Hence, it is proposed to remove the “Non-Local Target Identification” requirement from 33.126.

	33.127
LI Architecture and Functions
	Non-local has the following representation:
A non-subscriber identity
A target identity
A target type
	Based on the current architecture and design of LI solutions, “non-local ID” is not used as an identity but rather a way of matching an identity. Hence, it is incorrect to label it as an identity in Section 3.1 (Definition), Section 7.4.2.1 (Overview), Section 7.4.2.2 (Target Identities), and Section 7.5.2.2 (Target Identities).
· It is proposed to remove “non-local ID” from these Sections.

“Non-local ID target” is defined as a target type in Section 7.4.6.1, a determining factor for which IMS Network Functions are provisioned for LI.
· To improve consistency, it is proposed to replace “Non-local ID” with “IsNonLocal” from LS(20)P54027r, CR11 to TS 103 120 – Non Local IDs.

	33.128
Protocol and Procedures for LI
	Non-local ID is a target identity. It is only referenced in Section 6.2.5.3 – SMS Message.

NOTE 1: In the above-mentioned descriptions, the requirements of target Non-Local ID do not apply when both originating and terminating users of an SMS message are served by the same CSP. The method used to identify a target non-Local ID is different from the method used to identify a local target ID.
	Based on the analysis done for 33.127, non-local ID is not used as an identity. Hence, it is proposed to replace all “non-local ID” with “IsNonLocal”.

	103221-1 – LI Internal Network Interfaces; Part 1: X1)
	NonLocalIdentifier identities the target identity is local or non-local.
	To improve consistency, it is proposed to replace “NonLocalIdentifier” with “IsLocal” and “IsNonLocal” from LS(20)P54027r, CR11 to TS 103 120 – Non Local IDs.

	LS(20)P54027r, CR11 to TS 103 120 – Non Local IDs

103 120 – LI Interface for Warrant Information
	[bookmark: _GoBack]IsLocal and IsNonLocal flags are used to instruct current task shall be intercepted as local and non-local identities.
	To improve clarity, it is proposed to update the meaning of IsLocal and IsNonLocal as follows:
· IsLocal means the interception shall be done on the user side of the network.
· IsNonLocal means the interception shall be done on the network (i.e. gateway) side of the network.



Table 2: Proposed changes to the current LI specifications



Background & Analysis
3GPP TS 33.126 V16.2.0 (2020-07)
R6.2 - 120  Non-Local Target Identification - The CSP shall be able to isolate communications passing through its network based on a visible target identity, when the target identifier is not assigned, or managed, by the CSP.

	The Non-Local Target Identification seems to describe a non-subscriber target identity.



3GPP TS 33.127 V16.4.0 (2020-07)
Section 3.1 – Definition
“Non-local ID”: An identity assigned and managed at a different CSP than the CSP performing LI.”

	The non-local ID seems to describe a non-subscriber identity, and it’s somewhat in-line with the description in 33.126 for non-local target identity. 



Section 7.4.2.1 – Overview
The capabilities defined in this clause apply for the interception of IMS-based services. The target of interception can be a subscriber of the CSP or a non-local ID.

	The non-local ID seems to imply a non-subscriber target.



Section 7.4.2.2 – Target Identities
The LIPF provisions the intercept related information associated with the following target identities to the IRI-POI and CC-TF present in the IMS Signalling Functions:
IMPU.
IMPI.
PEI (IMEI only).
IMEI.
Non-local ID.
If the non-local ID is provided in a warrant is in E.164 format, then the IRI-POI/CC-TF shall accept the target identity in that format.

	The non-local ID is used as a target identity.



Section 7.4.6.1 – General
The IMS Network Functions that provide the IRI-POI, CC-TF and CC-POI functions can vary based on the network topology and session scenarios such as:
Network topologies:
Non-roaming.
Roaming case with Local Break Out (LBO), VPLMN.
Roaming case with LBO, HPLMN.
Roaming case with Home Routed (HR), VPLMN.
Roaming case with HR, in HPLMN.
Session types:
Normal sessions.
Emergency sessions.
Redirected sessions.
IMS specific services such as conferencing, PTC.
Target type:
Non-local ID target.
A deployment option within the CSP may also have a role in selection of the Network Functions. In the case of roaming case, the interception performed in the VPLMN and HPLMN are based on separate independent warrants.

	The non-local ID is used as a target type.

The statement highlighted in blue, it seems the LEA needs to specify VPLMN or HPLMN interception in their warrant for inbound roaming target.



Section 7.4.6.2 – IMS Network Functions providing the IRI-POI
The IMS Network Functions that handle the target side of the session provide the IRI-POI functions except when the alternate option is used for the non-local ID target. When the alternate option is used for the non-local ID target, the IMS network function that handles the session-leg of the local served user connected directly to the non-local ID target.
Table 7.4.6.2-1: IMS Network Functions providing the IRI-POI functions (non-roaming case)
	Session type/target type
	Default
	Alternative option

	Normal sessions
	S-CSCF
	P-CSCF 

	Emergency sessions
	E-CSCF
	P-CSCF (NOTE 1)

	Redirected sessions
	S-CSCF
	-

	Conference (NOTE 2)
	Conf-AS/MRFC
	-

	PTC
	PTC-Server
	-

	Non-local ID in CS domain (NOTE 3)
	MGCF
	S-CSCF

	Non-local ID in IMS domain (NOTE 3)
	IBCF
	S-CSCF



NOTE 1: For originated emergency sessions handled in the fixed networks, where S-CSCF is also part of an emergency session, the S-CSCF based IRI-POI as a deployment option may also be considered.
NOTE 2: A conference ID can also be a target. Conf-AS stands for conference AS (see NOTE 2 in clause 7.4.4.1). When a normal session is extended to a conference session, the IMS signalling functions that provide the IRI-POI functions prior to the conference may continue to provide the IRI-POI functions in addition to the conference AS/MRFC.
NOTE 3: Non-roaming means that the local served user is non-roaming.

	Under what condition(s) the Alternative Option will be used?

NOTE 3 seem to describe the local served user is a subscriber. Or, is it a non-subscriber provisioned as a target?



Table 7.4.6.2-2: IMS Network Functions providing the IRI-POI functions (roaming case)
	Session type/target type
	Local Breakout (LBO)
	Home Routed (HR)

	
	HPLMN
	VPLMN
	HPLMN
	VPLMN

	
	Default
	Alternate Option
	Default
	Alternate
Option
	Default
	Alternate Option
	Default
	Alternate Option

	Normal sessions
	S-CSCF
	-
	P-CSCF
	-
	S-CSCF
	P-CSCF
	N9HR/S8HR
	-

	Emergency sessions
	-
	-
	E-CSCF
	P-CSCF
	-
	-
	E-CSCF
	P-CSCF

	Redirected sessions
	S-CSCF
	-
	-
	-
	S-CSCF
	-
	-
	-

	Conference (NOTE 2)
	Conf-AS/MRFC
	-
	-
	-
	Conf-AS/MRFC
	-
	-
	-

	PTC
	PTC-Server
	-
	-
	-
	PTC-Server
	-
	-
	-

	Non-local ID (E.164) in CS domain (NOTE 4)
	MGCF
	S-CSCF
	P-CSCF
	IBCF
	MGCF
	S-CSCF
	N9HR/S8HR
	-

	Non-local ID in SIP/IMS domain (NOTE 4)
	IBCF
	S-CSCF
	P-CSCF
	IBCF
	IBCF
	S-CSCF
	N9HR/S8HR
	-



NOTE 4: For roaming, this means the local served user is roaming.  Also, see NOTE 3.
The interception capabilities for normal sessions as defined in tables 7.4.6.2-1 (non-roaming) and 7.4.6.2-2 (roaming) shall be used for the cases where the Conf-AS and the PTSC-Server are not under the control of CSP serving the warrant.

	The non-local ID is used as a target type.

NOTE 4 seem to describe the local served user is an inbound roamer.

Based on the target type, IMS network functions are configured with IRI-POI capabilities under different network operational scenarios.



[bookmark: _Toc40725082]7.4.6.3	IMS Network Functions providing the CC-TF and CC-POI functions
The IMS Network Functions that handle the target side (including the non-local ID target) of the session provide the CC-TF and CC-POI functions. For redirected scenarios, the IMS Network Functions that handle the redirected-to-user side of the session provide the CC-TF and CC-POI functions.

Table 7.4.6.3-1 provides the IMS Network Functions that provide the CC-TF functions when the CC-POI functions are provided by the IMS Media Functions as indicated (also see clause 7.4.4.1).
Table 7.4.6.3-1: Mapping between the IMS Network Functions providing the CC-TF and the CC-POI functions
	CC-POI 
	CC-TF 

	PGW (NOTE 1)
	P-CSCF 

	PGW-U (NOTE 1)
	P-CSCF 

	IMS-AGW
	P-CSCF

	MRFP
	Conference AS/MRFC 

	PTC-Server
	PTC-Server

	TrGW
	IBCF

	IM-MGW
	MGCF


[bookmark: _Hlk39827967]
NOTE 1: This is defined in TS 33.107 [11] and outside the scope of the present document.
Table 7.4.6.3-2 below identifies the IMS Media Functions that provide the CC-POI functions in a non-roaming case for session scenarios (PGW and PGW-U based options are not shown in the table).
Table 7.4.6.3-2: IMS Media Functions providing the CC-POI functions (non-roaming case)
	Session type/target type
	CC-POI 

	Normal sessions
	IMS-AGW

	Emergency sessions
	IMS-AGW

	Redirected sessions: intra-PLMN 
	IMS-AGW

	Redirected sessions: inter-PLMN (CS domain)
	IM-MGW

	Redirected sessions: inter-PLMN (IMS-domain)
	TrGW

	Conference (NOTE 4)
	MRFP

	PTC
	PTC- Server

	Non-local ID in CS domain (NOTE 2)
	IM-MGW

	Non-local ID in IMS domain (NOTE 2)
	TrGW



	The non-local ID is used as a target type.

In this non-roaming case, is non-local ID a subscriber or a non-subscriber provisioned as a target?



Table 7.4.6.3-3: IMS Media Functions providing the CC-POI functions (roaming case)
	Session type/target type
	Local Breakout (LBO)
	Home Routed (HR)

	
	HPLMN
	VPLMN
	HPLMN
	VPLMN

	
	
	Default
	Alternate Option
	
	

	Normal sessions
	TrGW
	IMS-AGW
	-
	IMS-AGW
	N9HR/ S8HR

	Emergency sessions
	-
	IMS-AGW
	-
	-
	IMS-AGW

	Redirected sessions: intra-PLMN 
	Redirected-to-party non-roaming
	IMS-AGW
	-
	-
	IMS-AGW
	-

	
	Redirected-to-party roaming
	TrGW
	-
	-
	IMS-AGW
	-

	Redirected sessions: inter-PLMN
	Redirected-to-party in CS domain
	IM-MGW
	-
	-
	IM-MGW
	-

	
	Redirected-to-party in IMS domain
	TrGW
	-
	-
	TrGW
	-

	Conference (NOTE 4)
	MRFP
	-
	-
	MRFP
	-

	PTC
	PTC-Server
	-
	-
	PTC-Server
	-

	Non-local ID in CS domain (NOTE 3)
	IM-MGW
	IMS-AGW
	TrGW
	IM-MGW
	N9HR/ S8HR

	Non-local ID in IMS domain (NOTE 3)
	TrGW
	IMS-AGW
	TrGW
	TrGW
	N9HR/S8HR



	The non-local ID is used a target type.

In this roaming case, is non-local ID an inbound roamer?



Section 7.5 – MMS
Section 7.5.2.2 – Target Identities
The LIPF provisions the intercept related information associated with the following target identities to the IRI-POI/CC-POI present in the MMS Proxy-Relay:
E.164 Number.
Email Address.
GPSI.
IMPI.
IMPU.
IMSI.
Non-Local Id.
SUPI.

	The non-local id is used as a target identity. 



The interception performed on the above identities are mutually independent, even though, an xIRI may contain the information about the other identities when available.

3GPP TS 33.128 v16.3.0 (2020-07)
[bookmark: _Toc39154271]6.2.5.3 – SMS Message
The IRI-POI in the SMSF shall generate an xIRI containing an SMSMessage record for the following cases:
SMS-MO case:
When a target UE originates an SMS message or when any UE originates an SMS message destined to a target non-local ID.
SMS-MT case:
When an SMS message delivery to a target UE is attempted or when an SMS message delivery originated from a target non-local ID is attempted to any UE.
When an SMS message is successfully delivered to a target UE or when an SMS message originated from a target non-local ID is successfully delivered to any UE.
The SMS-MT case can also apply to the scenario when a receipt of SMS delivery from the far end is delivered successfully to the target UE or when a receipt of SMS delivery from a target non-Local ID is successfully delivered to the originating UE.

	The non-local ID is used as a target identity.

There is no definition for “non-local ID” in the 33.128 spec.  However, if the non-local ID in 33.128 assumes the same non-local ID definition in 33.127, then it seems to be a non-subscriber identity.



The IRI-POI present in the SMSF shall generate the xIRI containing the SMSMessage record when it detects following events:
The SMSF receives a SMCP message CP-DATA_RPDATA [SUBMIT_SMS] from a target UE (via AMF in Nsmsf_SMService_UplinkSMS message) or from any UE with TP-DA field within the SUBMIT_SMS containing a target non-Local ID and SMSF returns the SMCP: CP-ACK to that originating UE.
The SMSF receives a Nsmsf_SMService_UplinkSMS with SmsRecordData IE containing the SMCP message CP-DATA_RP-ACK [SMS-DELIVER-REPORT] in response to a previously sent SMCP: Namf_Communication_N1N2MessageTransfer with N1MessageContainer having the SMCP message CP-DATA_RP-DATA [SMS-DELIVER].

NOTE 1: In the above-mentioned descriptions, the requirements of target Non-Local ID do not apply when both originating and terminating users of an SMS message are served by the same CSP. The method used to identify a target non-Local ID is different from the method used to identify a local target ID.

Table 6.2.5-1: Payload for SMSMessage record
	Field name
	Description
	M/C/O

	originatingSMSParty
	Identity of the originating SMS party. See NOTE 2.
	M

	terminatingSMSParty
	Identity of the terminating SMS party. See NOTE 3.
	M

	direction
	Direction of the SMS with respect to the target. See NOTE 4.
	M

	transferStatus
	Indicates whether the transfer succeeded or not. See NOTE 5.
	M

	otherMessage
	In the event of a server-initiated transfer, indicates whether the server will send another SMS. May be omitted if the transfer is target-initiated. See NOTE 6.
	C

	peerNFAddress
	Address of the other network function (SMS-GMSC/IWMSC/SMS-Router) involved in the communication of the SMS, if available.
	C

	peerNFType
	Type of the other network function (SMS-GMSC/IWMSC/SMS-Router) involved in the communication of the SMS, if available.
	C

	location
	Location information associated with the target sending or receiving the SMS, if available. See NOTE 7.
Encoded as a userLocation parameter (location>locationInfo>userLocation), see Annex A.
	C

	sMSTPDUData
	SMS TPDU, encoded as per TS 23.040 [18] clause 9. See NOTE 8.
	C



NOTE 2: For the SMS-MO case, the originating party is the address of the UE from which the SMSF receives the CP-DATA_RP_DATA (SUBMIT-MS) message (via AMF in the Nsmsf_SMService_UplinkSMS). The GPSI is one of the data fields used in the Nsmsf related messages (see TS 29.540 [21]). Alternatively, the SMSF may find the originating party address in the same way it finds the address when generating charging records. For SMS-MT case, this is derived from TP-OA field (TS 23.040 [18]).
NOTE 3: For SMS-MT case, the terminating party is the address of the UE to which the SMSF sends the CP-DATA_RP_DATA (SMS-DELIVER) message (via AMF in Namf_Communications_N1N2MessageTransfer). The GPSI is one of the data fields used in the Namf related messages (TS 29.518 [22]). Alternatively, the SMSF may find the terminating party address in the same way it finds the address when generating charging records. For SMS-MO case, this is derived from the TP-DA field (TS 23.040 [18]).
NOTE 4: For the SMS-MO case, for SMS originated from the target UE, the value fromTarget is used and for SMS destined to target Non-local ID, the toTarget is used.  For SMS-MT case, for SMS terminated to the target UE, the value toTarget is used and for SMS originated from a target Non-local ID, the fromTarget is used.

	What is a local target ID, and how is it different from the non-local ID?



NOTE 5: This field is set to transferSucceeded or transferFailed as follows:
SMS-MO case:
To transferSucceeded: when the IRI-POI in the SMSF detects that SMSF sends the MO-FORWARD-SHORT-MESSAGE-request [SUBMIT SMS] message to the SMS-IWMSC.
To transferFailed: when the IRI-POI in SMSF detects the scenarios where SMSF cannot send the MO-FORWARD-SHORT-MESSAGE-request [SMS-SUBMIT] to SMS-IWMSC, but still generates an xIRI containing the SMSMessage record.
SMS-MT case:
To transferSucceeded: when the IRI-POI in the SMSF detects that SMSF sends the MT-FORWARD-SHORT-MESSAGE-answer [SMS-DELIVER-REPORT] message to the SMS-IWMSC.
To transferFailed: when the IRI-POI in SMSF detects the scenarios where SMSF cannot send the MT-FORWARD-SHORT-MESSAGE-Answer [SMS-DELIVER-REPORT] to the SMS-GMSC, but an xIRI containing the SMSMessage record is still generated.

NOTE 6: This is only applicable to the SMS-MT case and can be derived from the TP-MMS (More Message to Send) field present in the SMS-DELIVER sent to the UE (via AMF in the Namf_Communications_N1N2MessageTransfer).
NOTE 7: This is derived from the ueLocation field of SmsRecord IE received from the AMF in the Nsmsf_SMService_UplinkSMS message (TS 29.540 [21]). For the SMS-MO case, the SMCP message is CP-DATA_RP-DATA [SMS-SUBMIT] and for the SMS-MT case, the SMCP message is CP-DATA-RP-ACK [SMS-DELIVER-REPORT].
NOTE 8: According to the intercept related data provisioning received over the LI_X1 reference point from the LIPF, the IRI-POI present in the SMSF may discover that the Interception Product may not include the CC. In this case, the IRI-POI present in the SMSF may remove the sMSTPDUDATA from the SMSMessage record sent to the MDF2. When multiple warrants are issued on a target UE, the SMSF may deliver the SMSMessage record with the sMSTPDUDATA present to the MDF2. In that case, the MDF2 is expected to remove the equivalent information from the IRI message sent over the LI_HI2 reference point when it discovers from the intercept related data provisioned to it over LI_X1 reference point.
[bookmark: _Toc39154272]6.2.5.4	Generation of IRI over LI_HI2
When an xIRI containing the SMSMessage record is received over LI_X2 from the IRI-POI in SMSF, the MDF2 shall send the IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the SMSMessage record received over the LI_X2. The SMSMessage record may be enriched by other information available at the MDF (e.g. additional location information).
The threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded IRIPayload.
The timestamp field of the psHeader structure shall be set to the time that the SMSF event was observed (i.e. the timestamp field of the xIRI). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.
National regulations may require that the MDF2 removes information regarded as content from the smsTPDUData field in case of an IRI only warrant. The details of what needs be removed, and under what circumstances this is for national regulation, are outside the scope of the present document.
[bookmark: _Toc39154273]6.2.6	LI support at NRF
The SIRF present within the NRF provides SBA-related information to the LIPF over the LI_SI interface. Details for this interface are not considered in the present document and are for further study.

ETSI TS 103 221-1 V1.6.1 (2019-12)

Table 1: TargetIdentifier Formats
	Format Name
	Description
	Format

	E164Number
	E.164 Number in fully international format, written as decimal digits
	Given in ETSI TS 103 280 [Error! Reference source not found.] InternationalE164 format

	IMSI
	International Mobile Subscriber Identity, following the Recommendation ITU‑T E.212 [Error! Reference source not found.] numbering scheme, written as decimal digits
	Given in ETSI TS 103 280 [Error! Reference source not found.] IMSI format

	IMEI
	International Mobile station Equipment Identity, following the numbering plan defined in ETSI TS 123 003 [Error! Reference source not found.], written as decimal digits without the (Luhn) check digit
	Given in ETSI TS 103 280 [Error! Reference source not found.] IMEI format

	MACAddress
	A MAC address
	Given in ETSI TS 103 280 [Error! Reference source not found.] MACAddress format

	IPv4Address
	An IPv4 address
	Given in ETSI TS 103 280 [Error! Reference source not found.] IPv4Address format

	IPv6Address
	IPv6 address
	Given in ETSI TS 103 280 [Error! Reference source not found.] IPv6Address format

	IPv4CIDR
	IPv4CIDR, written in dotted decimal notation followed by CIDR notation
	Given in ETSI TS 103 280 [Error! Reference source not found.] IPv4CIDR format

	IPv6CIDR
	IPv6CIDR written as eight groups of four hexadecimal digits separated by a colon, followed by CIDR notation
	Given in ETSI TS 103 280 [Error! Reference source not found.] IPv6CIDR format

	TCPPort
	TCP Port number, written in decimal notation
	Given in ETSI TS 103 280 [Error! Reference source not found.] TCPPort format

	TCPPortRange
	Range of TCP Ports, written as decimal numbers separated by a colon
	Given in ETSI TS 103 280 [Error! Reference source not found.] TCPPortRange format

	UDPPort
	UDP Port number, written in decimal notation
	Given in ETSI TS 103 280 [Error! Reference source not found.] UDPPort format

	UDPPortRange
	Range of UDP Ports, written as decimal numbers separated by a colon
	Given in ETSI TS 103 280 [Error! Reference source not found.] UDPPortRange format

	EmailAddress
	Email address following W3C HTML 5 Recommendation
	Given in ETSI TS 103 280 [Error! Reference source not found.] EmailAddress format

	SIP-URI
	SIP-URI according to the SIP URI scheme given in IETF RFC 3261 [Error! Reference source not found.]
	Given in ETSI TS 103 280 [Error! Reference source not found.] SIPURI format

	TEL-URI
	TEL-URI according to the TEL URI scheme (see IETF RFC 3966 [Error! Reference source not found.])

Implementers should consider whether the value could be sent as an E.164 number (or one of the related types) instead
	Given in ETSI TS 103 280 [Error! Reference source not found.] TELURI format

	H323-URI
	H323 URI according to the H323 URI scheme (see IETF RFC 3508 [Error! Reference source not found.])
	Given in H323Uri format (see XSD schema)

	IMPU
	IP Multimedia Public Identity, as per ETSI TS 123 003 [Error! Reference source not found.]
	Given in IMPU format (see XSD schema)

	IMPI
	IP Multimedia Private Identity, as per ETSI TS 123 003 [Error! Reference source not found.]
	Given in IMPI format (see XSD schema)

	NAI
	Network Access Identifier following IETF RFC 7542 [Error! Reference source not found.] format
	Given in ETSI TS 103 280 [Error! Reference source not found.] NAI format

	RADIUS
	Any Radius attribute that uniquely identifies the subscriber within the specific CSP (see note 1)
	Given as binary octets containing RADIUS AVP following IETF RFC 2865 [Error! Reference source not found.], clause 5 (see note 2)

	GTPUTunnelId
	GTP-U Tunnel Identifier
	Given as a 32-bit integer

	GTPCTunnelId
	GTP-C Tunnel Identifier
	Given as a 32-bit integer

	CallPartyRole
	Identifies the role of a party in a call. Intended for use in conjunction with e.g. E164Number
	One of the values "Originating", "Terminating", "ForwardedTo"

	NonLocalIdentifier
	Identifies whether the identifier is local or non-local. Intended for use in conjunction with e.g. E164Number
	One of the values "Local" or "NonLocal"

	SUPIIMSI
	Subscription Permanent Identifier in IMSI format
	Given in ETSI TS 103 280 [Error! Reference source not found.] SUPIIMSI format

	SUPINAI
	Subscription Permanent Identifier in NAI format
	Given in ETSI TS 103 280 [Error! Reference source not found.] SUPINAI format

	SUCI
	Subscription Concealed identifier
	Given in ETSI TS 103 280 [Error! Reference source not found.] SUCI format

	PEIIMEI
	Permanent Equipment Identifier in IMEI format
	Given in ETSI TS 103 280 [Error! Reference source not found.] PEIIMEI format

	PEIIMEICheckDigit
	Permanent Equipment Identifier in IMEICheckDigit format
	Given in ETSI TS 103 280 [Error! Reference source not found.] PEIIMEICheckDigit format

	PEIIMEISV
	Permanent Equipment Identifier in IMEISV format
	Given in ETSI TS 103 280 [Error! Reference source not found.] PEIIMEISV format

	GPSIMSISDN
	General Purpose Subscription Identifier in MSISDN format
	Given in ETSI TS 103 280 [Error! Reference source not found.] GPSIMSISDN format

	GPSINAI
	General Purpose Subscription Identifier in NAI format
	Given in ETSI TS 103 280 [Error! Reference source not found.] GPSINAI format

	TargetIdentifierExtension
	Identifier defined by an external specification
	See annex B

	NOTE 1:	Future versions of the present document may need to consider temporary identifiers including pseudonyms or short-term identifiers which have been derived from the permanent identifiers.
NOTE 2:	Depending on NE implementation, this may not be exactly the same binary representation used to match traffic e.g. for case-insensitive matching.



	NonLocalIdentifier identities the target identity is local or non-local.
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Table 8.14: TaskFlag Dictionary
	Dictionary Owner
	Dictionary Name

	ETSI
	TaskFlag.

	Defined DictionaryEntries

	Value
	Meaning

	IsTest
	Indicates that the current Task is for test purposes. This may alter the process or documentation accompanying the authorisation.

	IsNonLocal
	[bookmark: _Hlk43828849]Indicates that the current Task shall be intercepted as a non-local identity.

	IsLocal
	[bookmark: _Hlk43828863]Indicates that the current Task shall be intercepted as local identity. If both the IsNonLocal and IsLocal flag are absent, the Task shall be intercepted as a local identity unless otherwise agreed.



	Local and non-local identities are used to determine how intercept shall be done.
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