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1. Overall Description:

Background:

The initial issue raised by LS S2-2000428, regarding the question if the following scenario could fulfil the LI requirement in PLMN’s country when the SNPN is in a different country, i.e. the selected N3IWF is deployed in different country than PLMN.

Quote from clause 6.3.6.2 in TS 23.501:
Accessing a standalone non-public network service via a PLMN, the UE uses a configured N3IWF FQDN to select an N3IWF deployed in the NPN.
The LS reply S3i200071/S2-2002622 has answered that the described scenario shall consider similar arrangement of N3IWF selection (e.g. in-country N3IWF) defined for PLMNs. 

With this LS SA2 would like to clarify the architectural differences between PLMN and SNPN and ask some questions regarding the LI requirements.

Note that N3IWF is used to access services of an SNPN over the User Plane of a PLMN without PLMN being involved other than providing IP connectivity, and to access services of a PLMN over the User Plane of an SNPN without SNPN being involved other than providing IP connectivity.

Architectural differences:

· “Roaming” is defined between one PLMN and another PLMN. There is no roaming concept between one SNPN and one PLMN, neither between one SNPN and another SNPN. 
· When UE is roaming into a VPLMN, there are roaming reference points and roaming agreement defined between VPLMN and HPLMN. UE uses a single subscription to access both VPLMN and HPLMN. Such roaming reference points between VPLMN and HPLMN enable the possibility to use an in-country N3IWF.
· There are no roaming reference points defined between SNPN and PLMN, neither roaming agreement is assumed. SNPN and PLMN are independent of each other. When UE is accessing SNPN service via PLMN, UE uses two independent subscriptions to access each network separately. The whole PLMN in this scenario can be regarded as a black box of “Untrusted non-3GPP Access” from SNPN point of view, simply offering IP connectivity for the UE to the N3IWF of SNPN, as depicted by Figure 1.
· However, optionally, there might be some SLA between PLMN and SNPN in order to enable the underlay network to fulfill the QoS requirement in the overlay network. PLMN is the underlay network and SNPN is the overlay network in case of accessing SNPN service via PLMN. See the notes in TS 23.501 clause 5.30.2.7 and 5.30.2.8.
· There is no relation between the PLMN subscription and the SNPN subscriptions. The PLMN subscription belongs to one country, while the SNPN subscription could belong to another country and to an entity that is not a PLMN. The UE can also be configured with multiple SNPN subscriptions, each of which may belong to a completely different country and a completely different entity that is not a PLMN.
· The existing “in-country N3IWF” rule (i.e. UE must use N3IWF in same country as where the UE is located) developed for PLMNs requires not only N3IWF is in the visiting country, but also the AMF, SMF and UPF are in the visiting country, which cannot be assumed by the architecture of SNPN.



Figure 1: UE is accessing SNPN via PLMN 

SA2 comments: currently (without considering SNPNs) a roaming UE discovers via a preliminary DNS query whether it needs to select an N3IWF in visited country, or it can select one in HPLMN. In order for a PLMN (e.g. VPLMN in a visited country) to selectively exempt specific SNPNs, such information on the SNPNs to be exempted need to be delivered to (roaming) UEs. It is hard to foresee deployments where the DNS servers of a (e.g. visited or home) country can provide information on exceptions for specific SNPNs of other countries (e.g. it would be too difficult to manage and make the mechanism scale). 
Therefore, the N3IWF algorithm would need to be modified considerably to satisfy this scenario raised by SA3-LI, so that the UE has configuration information saying, in layman terms, “ignore the LI requirements and feel free to select N3IWF in home country”. Such information would not be tied to the HPLMN subscription, but to the SNPN subscription, thus implying the expectation that the SNPN operator configures the UE N3IWF selection algorithm correctly. SA2 does not believe this is a realistic expectation, e.g. an enterprise can configure its UEs to never select an N3IWF in the visited country, independently of whether the SNPN is exempt or not in the visited country, and neither the HPLMN nor the visited country would have really control on that configuration. 
Also asking the (V)PLMN serving the UE to ensure that the UE is not allowed to discover an N3IWF in the home country if it corresponds to a non-exempted SNPN, means that the (V)PLMNs would need to be aware of all the foreign SNPNs that are exempted, which is a burden in terms of maintenance and configuration, and that the (V)PLMN would need to know which SNPN the UE is subscribed to. It is unclear to SA2 how such scenario raised by SA3-LI could be implemented.  


Regarding the statement in S3i200071 “There are countries having regulations authorizing LI on organizations and enterprises at the same level as applicable to PLMNs”, we would like to ask following questions:

Question 1
In Figure 2 below with existing methods, the UE’s payload including its SNPN traffic can be intercepted at UPF in PLMN. If such interception at UPF in PLMN is not enough from regulation point of view to intercept encrypted enterprise network traffic, what is the additional LI requirement for the PLMN operator, given that the SNPN is in another country?
What are the regulatory requirements for a Standalone NPN?

NOTE:
· The PLMN in the Figure 2 may be HPLMN or VPLMN with local breakout. (Home routed is shown in Annex). The DN between PLMN and SNPN represents Internet IP connectivity. 
· There may be LI regulatory requirement for SNPN in country B, according to S3i200071. But country A has no jurisdiction over SNPN in another country.



Figure 2: UE is accessing SNPN via PLMN in a different country




Question 2
If the additional LI requirement is about intercepting and decrypting the SNPN traffic by PLMN operator in country A, what LI requirement distinguishes such encrypted SNPN traffic from other type of encrypted traffic, e.g. VPN traffic handled by PLMN CN in country A and routed to/from country B? 

NOTE:
· Neither the PLMN operator in country A nor any PLMN operator in country B is involved in the encryption process.
· The SNPN in country B may lease spectrum license from a PLMN operator in country B or use unlicensed spectrum. 
· PLMN operators in country B may not be involved in the SNPN traffic handling or at most may only be involved in routing IP traffic to/from SNPN.


Question 3
If the scenarios in Annex figures A-1 to A-3 in TS 23.501/2 are to be supported in a specific deployment, SA2 would like to understand the LI requirements. What are the LI requirements that would be applicable in terms of encryption in the cases illustrated in the Annex figures A-1 to A-3 in the involved PLMNs in the two countries?


Regarding the statement “Some country regulations may selectively exempt specific NPNs from this N3IWF in-country deployment requirements, NPN subscribed UEs roaming in those counties need to be able to identify that exemption rather than halting further selection”, we would like to make the following comment.


Question 4
[bookmark: _Hlk37338760]SA2 would like to ask SA3-LI how to enable the selective exemptions in some countries considering the current architecture, current N3IWF selection mechanisms, and that the exceptions need to be known by the UE and known and enabled by a VPLMN? 

SA2 would also like to point out that the following scenario is already supported as it is covered as part of Rel-15 N3IWF selection already:
· UE is accessing PLMN via SNPN access, SNPN and PLMN are in the same or in different countries.
In this case, N3IWF of the PLMN in the same country (where UE is located) is selected.

2. Actions:
To SA3-LI
ACTION: 	SA2 kindly requests SA3-LI to evaluate the response in LS S3i200071 based on the clarified architectural differences and answer the questions listed above.

3. Date of Next SA WG2 Meetings:
SA WG2 Meeting #139E		01 – 12 June 2020	Elbonia
SA WG2 Meeting #140		24 – 28 August 2020	TBD


Annex


Figure A-1: Roaming with home routed traffic, SNPN in the country of VPLMN



Figure A-2: Roaming with home routed traffic, SNPN in the country of the HPLMN



Figure A-3: Roaming with home routed traffic, SNPN in third country than VPLMN/HPLMN

image1.emf
PLMN UE

N3IWF

3GPP 

Access

Data Network

SNPN

UPF

N3

N6

Y1

Y2

AMF SMF

N2

N2

N4

N3

NWu

N11

N1

N1


Microsoft_Visio_2003-2010_Drawing.vsd
PLMN


UE


N3IWF


3GPP Access


Data Network


SNPN


UPF


N3


N6


Y1



image2.emf
SNPN CN PLMN CN

UE

AMF SMF

UPF

PLMN

3GPP Acess

AMF SMF

N3IWF UPF

DN

N11

N4

N3

N4

N11

N2

N1 for 

NPN

Country A Country B

DN


Microsoft_Visio_Drawing.vsdx
SNPN CN
PLMN CN
UE
AMF
SMF
UPF
PLMN
3GPP Acess
AMF
SMF
N3IWF
UPF
DN
N1 for PLMN
N11
N4
N3
N3
N4
N11
N2
N2
NWu for NPN
N1 for NPN
N6
N6



Country A
Country B
DN



image3.emf
HPLMN CN VPLMN CN

UE

AMF SMF

UPF

PLMN

3GPP Acess

SMF

UPF

DN

N11

N4

N9

N4

N16

Country A

Country B

SNPN CN

AMF SMF

N3IWF UPF

N3

N4

N11

N2

NWu for NPN


Microsoft_Visio_Drawing1.vsdx
HPLMN CN
VPLMN CN
UE
AMF
SMF
UPF
PLMN
3GPP Acess
SMF
UPF
DN
N1 for PLMN
N11
N4
N3
N9
N4
N16
N2
N6
Country A
Country B

SNPN CN
AMF
SMF
N3IWF
UPF
N3
N4
N11
N2





NWu for NPN



image4.emf
HPLMN CN VPLMN CN

UE

AMF SMF

UPF

PLMN

3GPP Acess

SMF

UPF

DN

N11

N4

N9

N4

N16

Country A

Country B

SNPN CN

AMF SMF

N3IWF UPF

N3

N4

N11

N2

NWu for NPN


Microsoft_Visio_Drawing2.vsdx
HPLMN CN
VPLMN CN
UE
AMF
SMF
UPF
PLMN
3GPP Acess
SMF
UPF
DN
N1 for PLMN
N11
N4
N3
N9
N4
N16
N2
N6
Country A
Country B

SNPN CN
AMF
SMF
N3IWF
UPF
N3
N4
N11
N2





NWu for NPN



image5.emf
HPLMN CN VPLMN CN

UE

AMF SMF

UPF

PLMN

3GPP Acess

SMF

UPF

DN

N11

N4

N9

N4

N16

Country A Country B

SNPN CN

AMF SMF

N3IWF UPF

N3

N4

N11

N2

Country C

NWu for NPN


Microsoft_Visio_Drawing3.vsdx
HPLMN CN
VPLMN CN
UE
AMF
SMF
UPF
PLMN
3GPP Acess
SMF
UPF
DN
N1 for PLMN
N11
N4
N3
N9
N4
N16
N2
N6
Country A
Country B


SNPN CN
AMF
SMF
N3IWF
UPF
N3
N4
N11
N2
Country C





NWu for NPN



