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*** First change ***
5.3.5	Administrative Function (ADMF)
[bookmark: _Toc26539525]5.3.5.1	General
The Administration Function (ADMF) provides the CSP's administrative and management functions for the LI capability. This includes overall responsibility for the provisioning, modifying, and de-provisioning the Point(s) Of Interception (POI), Triggering Functions (TF), and the Mediation and Delivery Functions (MDF).
The ADMF’s primary roles and responsibilities include:
-	The logical point of contact from the LEA to the CSP for Lawfully authorised requests for deriving the CSP internal details for intercept creation, modification, and deletion.
-	Maintaining the CSP / LEA mutually agreed unique Lawful Intercept IDentifier (LIID) for the warrant which is used for all corresponding LI_HI1, LI_HI2, LI_HI3, and LI_HI4 communications for warrant correlation.
-	CSP administration and local management of LEA LI requests (start/stop times, filter criteria, LEA policy toggles, etc.).
-	Deriving internal information (ID mappings, potential POIs, etc.) from the LEA Lawful request.
-	For virtualised instances, verifying the authenticity/integrity of CSP network LI functions (e.g., functions’ software image) prior to instantiation. 
-	LI enabled NF physical location policy control ensuring LI functions are within the legal location policy of the warrant. 
-	If required, providing keys to newly instantiated LI functions to enable decryption of LI specific software.
-	LI Certificate Authority (LI_CA, sub-CA of the CSP root CA) for issuing certificates to LI functions as part of their LI provisioning via LI-X1 [8] interface.
-	Provisioning of all required and valid LI enabled NFs instantiated by the CSP network.
-	Maintaining the master list of all authorised and provisioned LI functions.
-	Managing the termination of LI instances across all impacted NFs when a LEA LI task request expires or the LEA specifically requests termination of a LI instance.
-	Certificate revoking when the LI function is terminated or the NF is de-instantiated.
-	Maintaining the status of the warrant execution within the CSP (e.g., accepted, pending/provisioning, active, suspended, de-provisioned, etc.).
-	Reporting warrant execution status changes to the LEA as well as responds to audit requests from the LEA (as agreed between the LEA and CSP).

Refer to Section 5, LI interfaces, and figures 5.4-1 and 5.6-1 for details on specific interfaces between the ADMF and other network functions.
The ADMF may be deployed as a physical network function or may be virtualized via NFV.
The ADMF includes three logical sub-functions:The Administration Function (ADMF), responsible for the overall management of the LI system, includes the two logical functions:
· Lawful Intercept Control Function (LICF).
· Lawful Intercept Provisioning Function (LIPF).
· Lawful Intercept Certificate Authority (LI CA).
Within one ADMF there is one LICF, one LI CA, and at least one, but possibly multiple LIPFs.
The LICF and LIPF communicate via the internal LI_ADMF interface.
The ADMF contains the issuing Certificate Authority (CA) for all LI components (POIs, TFs, MDFs, etc.). Further details are defined in clause 8.3.
NOTE:	It is assumed that the LICF is always implemented on dedicated LI infrastructure which is only accessible to CSP personnel explicitly authorised to handle LI. However, the LIPF is assumed in some scenarios (e.g. virtualisation) to be implemented within the main CSP network infrastructure environment, although still only accessible to LI authorised CSP personnel.
There may be more than one ADMF instance (physical or virtual) within a given CSPs’ network, however, only one ADMF instance can control a given LI network function.
Refer to ETSI 103 221-1 (Lawful Interception (LI); Part 1: Internal Network Interface X1 for Lawful Interception [8]) for the LI_X1 reference architecture and interface definition.
The ADMF being the CSP’s master LI controller, database, and is stateful; it’s implementation shall be able to support high availability and data integrity to the same level (or higher) as the CSP’s network and services.

[bookmark: _Toc26539526]5.3.5.2	LICF
The LICF controls the management of the end-to-end life cycle of a warrant. The LICF contains the master record of all sensitive information and LI configuration data. The LICF is ultimately responsible for all decisions within the overall LI system. The LICF, via the LIPF acting as its proxy is responsible for auditing other LI components (POIs, MDFs etc.). The LICF is responsible for communication with administrative LEA systems (LI_HI1).
The LICF provides the intercept information derived from the warrant for provisioning at the POI, TF, MDF2,  and MDF3, and PAG. With the exception of the communication with the LEA, all other communication between the LICF and any other entities shall be proxied by the LIPF.
The LICF also maintains and authorises the master list of POIs, TFs,  and MDFs, etc.. In dynamic networks the LIPF is responsible for providing the LICF with any necessary updates to the POI/TF and MDF list.
In 5G, the LICF in the ADMF (via the LIPF) also maintains understanding of active use of NFs via the NRF / SIRF.
[bookmark: _Toc26539527]5.3.5.3	LIPF
The LIPF provisions all the applicable POIs, TFs and MDFs.
The role of the LIPF varies depending on implementation of network functions and of the ADMF itself (e.g. virtual or non-virtual).
In its simplest form, the LIPF is the secure proxy used by the LICF to communicate with POIs, TFs, MDFs or other infrastructure required to operate LI within the CSP network. In this scenario the LIPF does not store target information and simply routes LI_X1 messages from and to the LICF.
In scenarios where the ADMF is required to take an active role in POI triggering, the LIPF is responsible for receiving triggering information (e.g. from an IRI-TF) and forwarding the trigger to the appropriate POI. 
For directly provisioned POIs, TFs and MDFs, the LIPF will forward all LI administration instructions from the LICF to the intended destination POI, TF or MDF.
In SBA as defined in TS 23.501 [2] or virtualised deployments, the LIPF is responsible for identifying changes to NFs, POIs, and TFs and MDFs through interaction with the SIRF or underlying virtualisation infrastructure. The LIPF shall notify the LICF of changes affecting the number of active NFs/POIs and TFs or other information which the LICF requires to maintain the master POI/TF and MDF list.
While the LIPF is assumed to be stateful with respect to dynamic interceptions it is managing, it shall not hold the full static target or other historic LI data. If the LIPF is deployed in a virtualised environment, the LIPF shall not store LI information in persistent storage and shall rely on the LICF to manage re-synchronisation in the case of LIPF restart.
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