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[bookmark: _Toc533098187]
Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
[bookmark: _Toc533098188]Introduction
. This document describes protocols and procedures for Lawful Interception based on 3GPP specifications. Lawful Interception shall always be done in accordance with the applicable national or regional laws and technical regulations. 
[bookmark: _Toc533098189]
1	Scope
The present document describes …………………….
[bookmark: _Toc533098190]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: " System Architecture for the 5G System".
[3]	3GPP TS 33.126: " Lawful Interception Requirements".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 33.127: "Lawful Interception (LI) Architecture and Functions".
[6]	ETSI TS 103 120: " Lawful Interception (LI); Interface for warrant information".
[7]	ETSI TS 103 221-1: " Lawful Interception (LI); Part 1: Internal Network Interface X1 for Lawful Interception".
[8]	ETSI TS 103 221-2: "Lawful Interception: Internal Network Interface X2/X3"
[9]	ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 1: Handover specification for IP delivery"
[10]	ETSI TS 102 232-7: "Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP delivery; Part 7: Service-specific details for Mobile Services"
[11]	3GPP TS 33.501: "Security Architecture and Procedures for the 5G System"
[12]	3GPP TS 33.108: "3G security; Handover interface for Lawful Interception (LI)"
[13]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS)".
[14]	3GPP TS 24.007: "Mobile radio interface signalling layer 3; General Aspects".
[15]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane nodes".
[16]	3GPP TS 23.002: "Network architecture".
[17]	3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces; Stage 3".
[18]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
…
[bookmark: _Toc533098191]3	Definitions, symbols and abbreviations
[bookmark: _Toc533098192]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Definition format (Normal)
<defined term>: <definition>.
example: text used to clarify abstract rules by applying them literally.
Editor’s Note: Import applicable definitions from 33.126 & 33.107.

[bookmark: _Toc533098193]3.2	Symbols
For the purposes of the present document, the following symbols apply:
Symbol format (EW)
<symbol>	<Explanation>

[bookmark: _Toc533098194]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
Abbreviation format (EW)
<ACRONYM>	<Explanation>

5GC	5G Core Network
5G-EIR	5G Equipment Identity Register
ADMF	LI Administration Function
AMF	Access Management Function
AUSF	Authentication Server Function
CC	Content of Communication
CPOI	Control plane Point Of Interception 
CSP	Communication Service Provider
CUPS	Control and User Plane Separation
GPSI	Generic Public Subscription Identifier
IRI	Intercept Related Information
LADN	Local Area Data Network
LALS 	Lawful Access Location Services

LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LICF	Lawful Interception Control Function
LI_CPS	Lawful Interception CC interception rules Provisioning Signalling??
LI_HI1	LI_Handover Interface 1
LI_HI2	LI_Handover Interface 2
LI_HI3	LI_Handover Interface 3
LIPF	Lawful Interception Provisioning Function
LIR	Location Immediate Request
LI_SI	Lawful Interception System Information Interface
LI_X1	Lawful Interception Internal Interface 1
LI_X2	Lawful Interception Internal Interface 2
LI_X3	Lawful Interception Internal Interface 3
LMF	Location Management Function
LTF	Location Triggering Function
MDF	Mediation and Delivery Function
MDF2	Mediation and Delivery Function 2
MDF3	Mediation and Delivery Function 3
N3IWF	Non 3GPP Inter Working Function
NEF	Network Exposure Function
NPLI	Network Provided Location Information
NR	New Radio
NRF	Network Repository Function
NSSF	Network Slice Selection Function
PCF	Policy Control Function
PEI	Permanent Equipment Identifier
POI	Point Of Interception
UPF	User Plane Function
UPOI	User plane Point Of Interception 
SIRF	System Information Retrieval Function 
SMF	Session Management Function
SMSF	SMS-Function
SUPI	Subscriber Permanent Identifier
SX3LIF	Split X3 LI Interworking Function
TF	Triggering Function
UDM	Unified Data Management
UDSF	Unstructured Data Storage Function
xCC	X3 Communications Content.
xIRI	X2 Intercept Related Information

Editor’s Note: Only add those abbreviations which are specifically needed and rely on 21.905 where possible.

[bookmark: _Toc533098195]4	General
Editor’s Note: This should largely follow 33.108 section 4 approach but also describe LI interface beyond HI which have been pushed out of 33.127 compared with 107/108 split.
Editor’s Note:- Things such as Timing, Quality etc that are common should go in this section and not repetitively in later sections.
[bookmark: _Toc533098196]4.1	Introduction
Editor’s Note – We should consider whether this approach is too “node-centric”, or whether we should describe things in terms of interactions between pairs of elements
Editor’s note – it is expected that SA3-LI will define and maintain message definitions and parameter types for individual e.g. xIRI and xCC messages but try rely on envelope / protocol definitions from ETSI where appropriate
Editor’s Note – Need to consider where the description of “procedures” goes and how it fits in the document
Editor’s Note – Need to consider how we describe how an NF and POI is instantiated using X0 but this would be separate to the normal X1/2/3 descriptions in the main body of the document – this would “assume” that a network had been brought into service correctly.
Editor’s Note – We should try and provide call flows conventions and give use cases to be part of the description in the non-trivial interactions (especially X1)
Editor’s Note – Need to scrub through and make this consistent with 33.127 (e.g. HI_4, LI_T2 and LI_T3)
Editor’s Note – We should probably start with a protocol stack, describing the various areas of concern.
Editor’s Note – there is support for the use of ETSI TS 102 232 for HI handover.
Editor's Note - A conceptual ASN.1 module was discussed during the meeting. The meeting decided to focus on the ASN.1 module for X2/X3 first and then align that with the appropriate HI2/HI3 output.
The present document provides details of the internal and external interfaces required for a network operator, access provider and/or service provider to provide the necessary information to a Law Enforcement Agency (LEA) required to meet LI requirements. LI requirements for 3GPP networks and services are given in TS 33.126 [3].
The high-level architecture that defines the necessary interfaces is specified in TS 33.127 [5]. The generic high-level architecture is as follows:


The specification of the interfaces is split into two parts. 
· Internal interfaces used between an operator’s network functions are described in clause 4.2. 
· External interfaces used in communicating with a LEA are described in section 4.3

[bookmark: _Toc533098197]4.2	Basic Principles for Internal Interfaces
This clause lists the internal interfaces shown in clause 4.1, indicates the protocol used to realise each interface, and gives a reference to the relevant clauses of the present document that specify how the protocol is to be used for the given interface.
Table 4.2-1: Internal interfaces and related protocols
	Interface
	Description
	Protocol used to realise interface
	Usage

	LI_SI
	Provides system information to the LIPF from the SIRF
	Out of scope of the present document
	

	LI_X1
	Used to configure and audit Directly-tasked POIs, TFs and MDFs.
	ETSI TS 103 221-1 [7]
	See section 5.2.2

	LI_X1 (Management)
	Used to audit Triggered POIs
	ETSI TS 103 221-1 [7]
	See section 5.2.3

	LI_X2
	Passes xIRI information from IRI-POIs to the MDF2
	ETSI TS 103 221-2 [7]
	See section 5.3.2

	L_X3
	Passes xCC information from CC-POIs to the MDF3
	ETSI TS 103 221-2 [7]
	See section 5.3.3

	LI_T2
	Passes triggering information from the IRI-TF to a Triggered IRI-POI
	ETSI TS 103 221-1 [7]
	See section 5.2.4

	LI_T3
	Passes triggering information from a CC-TF to a Triggered CC-POI
	ETSI TS 103 221-1 [7]
	See section 5.2.4

	LI_ADMF
	Used to pass intercept provisioning information form the LICF to the LIPF
	Out of scope of the present document
	

	LI_MDF
	Used by MDF2 and MDF3 in interactions necessary to correctly generate CC and IRI from xCC and xIRI.
	Out of scope of the present document
	



[bookmark: _Toc533098198]4.3	Basic Principles for Handover Interfaces
This clause lists the external and handover interfaces shown in clause 4.1, indicates the protocol used to realise each interface, and gives a reference to the relevant clauses of the present document that specify how the protocol is to be used for the given interface.
Table 4.3-1: Internal interfaces and related protocols
	Interface
	Description
	Protocol used to realise interface
	Usage

	LI_HI1
	Used to send warrant and other interception request information from LEA to operator.
	ETSI TS 103 120 [6] shall be supported
Other methods (e.g manual exchange) may be used depending on national regulatory requirements. 
	See section 5.3.4

	LI_HI2
	Used to send IRI from the MDF2 to the LEMF
	ETSI TS 102 232 - 1 [9] and ETSI TS 102 232 – 7 [10] shall be supported
	See section 5.3.5

	LI_HI3
	Used to send CC from the MDF3 to the LEMF
	ETSI TS 102 232 -1 [9] and ETSI TS 102 232 – 7 [10] shall be supported
	See section 5.3.5

	LI_HI4
	Sends notification information from MDF2/3 to LEMF
	ETSI TS 102 232 - 1 [9] and ETSI TS 102 232 – 7 [10] shall be supported
	See section 5.3.6




[bookmark: _Toc533098199]5	Transport and Communications Protocol
Editor’s Note: Equivalent to ANNEX A 33.108 goes here.
Editor’s Note: Based on working agreements;
-	Protocols must be real-time (LI_X and HI)
- 	Support real-time delivery of HI2 and HI3
-	Not use FTP as per 33.108
- 	Not include support for ROSE unless a positive use case is identified
- 	Be upgradable to support virtual networks (rate padding etc).
- 	Full AAA, confidentiality and Integrity protection as standard.
[bookmark: _Toc533098200]5.1	General
This clause describes the protocols used for each of the interfaces at a level which is agnostic of the subject service or network. Additional specific fields or behaviours are given in the relevant parts of clauses 6 and 7.
[bookmark: _Toc533098201]5.2	Protocols for LI_X1 and LI_T interfaces
[bookmark: _Toc533098202]5.2.1 	General usage of ETSI TS 103 221-1
Functions having an LI_X1, LI_T2 or LI_T3 interface shall support the use of ETSI TS 103 221-1 [7] to realise the interface.
In the event of a conflict between ETSI TS 103 221-1 [7] and the present document, the terms of the present document shall apply.
The LIPF and MDF2/3 shall maintain a mapping between internal interception identifiers (XIDs) and external interception identifiers (LIIDs), as defined by TS 103 221-1 [7] clause 5.1.2. In the case of multiple interceptions for a single target identifier, it is an implementation decision for the LIPF/TF whether multiple XIDs are used (i.e. a one-to-one mapping between XID and LIID is maintained) or whether the single XID is used and mapped to multiple LIIDs at the MDF2/3.Clauses 6 and 7 give further details for specific networks or services (e.g. minimum supported Target Identifier Formats).
[bookmark: _Toc533098203]5.2.2 	Usage for realising LI_X1
For the purposes of realising LI_X1 between the LIPF and a POI or TF, the “ADMF” defined in the TS 103 221-1 reference model (clause 4.2) shall be considered to be the LIPF, and the “NE” shall be considered to be the POI or TF.
[bookmark: _Toc533098204]5.2.3	Usage for realising LI_X1 (Management)
For the purposes of realising LI_X1 between the LIPF and a Triggered POI, the “ADMF” defined in the TS 103 221-1 reference model (clause 4.2) shall be considered to be the LIPF, and the “NE” shall be considered to be the Triggered POI.
[bookmark: _Toc533098205]5.2.4	Usage for realising LI_T2
For the purposes of realising LI_X1 between a TF and a Triggered POI, the “ADMF” defined in the TS 103 221-1 reference model (clause 4.2) shall be considered to be the TF, and the “NE” shall be considered to be the Triggered POI.
[bookmark: _Toc533098206]5.2.4	Usage for realising LI_T3
For the purposes of realising LI_X1 between a TF and a Triggered POI, the “ADMF” defined in the TS 103 221-1 reference model (clause 4.2) shall be considered to be the TF, and the “NE” shall be considered to be the Triggered POI.
Editor’s Note – TS 103 221-1 leaves the following areas open to implementation, but which this document could define (either generally, per interface type or for specific interfaces between named functions in clauses 6/7):
· TIME1/TIME2 wait timers with defaults (5/15sec respectively), these could be changed
·  defines error messages and wait timers but does not set out any specific procedures (e.g. retries) should such an error occur. Does this document want to specify any? See clause 5.2.2 and 5.2.3.
· ADMF/NE identifiers are simple opaque tokens – the format could be specified in this document if required (although there may not be a need, it could be left to implementation). See clause 6.1.
· Keepalives and Pings are supported but not enabled by default – either could be enabled by this document if required. These also define two new timers (TIME_P1 (1 minute) and TIME_P2 (1 hour)) which could be redefined if needed. See clause 6.6
· Further more specific error codes can be defined if required
Any necessary TargetIdentifierExtensions (see Annex B – although we should also consider adding the most obvious ones directly to the spec)
[bookmark: _Toc533098207]5.3	Protocols for LI_X2 and LI_X3
[bookmark: _Toc533098208]5.3.1 	General usage of ETSI TS 103 221-2
Functions having an LI_X2 or LI_X3 interface shall support the use of ETSI TS 103 221-2 [8] to realise the interface.
In the event of a conflict between ETSI TS 103 221-2 [8] and the present document, the terms of the present document shall apply.
xIRI and xCC messages sent using ETSI TS 103 221-2 shall contain the appropriate XID as received in the relevant LI_X1 provisioning message (or LI_T2/3 triggering message, if appropriate).
[bookmark: _Toc533098209]5.3.2 	Usage for realising LI_X2
The POI sending xIRI messages over the LI_X2 interface shall set the PDU type field for these messages to “X2 PDU”. (see TS 103 221-2 [8] clause 5.1).
The TLS transport profile (see [8] clause 6) shall be supported and used by default.
Unless otherwise specified, xIRI messages shall include the Timestamp conditional attribute field, with the value set to the time that the event occurred.
[bookmark: _Toc533098210]5.3.3	Usage for realising LI_X3
The POI sending xIRI messages over the LI_X2 interface shall set the PDU type field for these messages to “X3 PDU”. (see TS 103 221-2 [8] clause 5.1).
Editor’s Note – Need to investigate the use of e.g. UDP for X3 for high data rate scenarios, and potentially take this to ETSI.
Editor’s Note: Other areas where we may wish to define, or override defaults specified in TS 103 221-2 are:
· Whether we wish to define formats and hierarchies for the DID, NFID and IPID (clauses 5.3.3, 5.3.4 and 5.3.5)
· Whether sequence numbers are used (see clause 5.3.6). We might want to make this decision per-function. Also may wish to define procedures at the MF should sequence numbers not match up.
· Whether timestamps are used (see clause 5.3.7). We might want to make this decision per-function.

[bookmark: _Toc533098211]5.4	Protocols for LI_HI1
[bookmark: _Toc533098212]5.4.1 	General
Functions having an LI_HI1 interface shall support the use of ETSI TS 103 120 [6] to realise the interface.
In the event of a conflict between ETSI TS 103 120 [6] and the present document, the terms of the present document shall apply.
[bookmark: _Toc533098213]5.4.2 	Usage of ETSI TS 103 120
Editor’s Note - TBD

[bookmark: _Toc533098214]5.5	Protocols for LI_HI2 and LI_HI3
[bookmark: _Toc533098215]5.5.1 	General
Functions having an LI_HI2 or LI_HI3 interface shall support the use of ETSI TS 102 232-1 [9] and ETSI TS 102 232-7 [10] to realise the interface.
In the event of a conflict between either specification and the present document, the terms of the present document shall apply.

[bookmark: _Toc533098216]5.5.2 	Usage for realising LI_HI2
The LI_HI2 messages are structured as a header and a payload. The header contains general information like LIID, Timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains intercept related information based on information that the MDF2 has received from sources in the network, such as the IRI-POI as described in section 6 and 7 of the present document. Details of the LI_HI2 messages can be found in Annex B of the present document. Messages defined as passing over the LI_HI2 interface shall be passed as the payload of the threeGPP-IRI field (see TS ETSI 102 232 -7 [10] clause 15)
Editor’s Note – Clause 15 does not yet exist, and will either be introduced by a CR or the text above will be revised.
[bookmark: _Toc533098217]5.5.3 	Usage for realising LI_HI3
The LI_HI3 messages are structured as a header and a payload. The header contains general information like LIID, Timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of communication based on information that the MDF3 has received from sources in the network, such as the CC-POI as described in section 6 and 7 of the present document. Details of the LI_HI3 messages can be found in Annex B of the present document. Messages defined as passing over the LI_HI3 interface shall be passed as the payload of the threeGPPCC field (see TS ETSI 102 232 – 7 [10] clause 15)
Editor’s Note – Clause 15 does not yet exist, and will either be introduced by a CR or the text above will be revised.
Editor’s Note – Need to investigate the use of e.g. UDP for HI3 for high data rate scenarios, and potentially take this to ETSI.
Editor’s Note – this assumes we add a new dedicated CC contents field to TS 102 232 part 1 and refer to it in part 7
Editor’s Note – There are more options in TS 102 232 than can be further specified or overridden in this document, including (contribution to specify these details are welcome):
· Use of keepalives and length of wait timers (TIME1, TIME2, TIME3). See clause 6.3.4.
· Support or use of various capabilities (encryption, payload aggregation, capability negotiation etc). See primarily clause 6.2.

[bookmark: _Toc533098218]5.6	Protocols for LI_HI4
[bookmark: _Toc533098219]5.6.1 	General
Functions having an LI_HI4 shall support the use of ETSI TS 102 232-1 to realise the interface.
In the event of a conflict between ETSI TS 102 232 [] and the present document, the terms of the present document shall apply.
[bookmark: _Toc533098220]5.6.2 	Usage for realising LI_HI4
The LI_HI4 messages are structured as a header and a payload. The header contains general information like LIID, Timestamp (as for example defined in ETSI TS 102 232-1 [9]). The payload contains the administrative information such as notification. Details of the LI_HI4 messages can be found in Annex B of the present document. 
Editor’s note Annex B could be copy of Annex M from 33.108
Where the LI_HI4 interface is present alongside an LI_HI2 or LI_HI3 interface, the LI_HI4 messages shall be transmitted along the same TCP or TLS connection as the LI_HI2 or LI_HI3 messages. Where ETSI TS 102 232-1 is used for LI_HI2 or LI_HI3, messages defined as passing over the LI_HI4 interface shall be passed as the contents of the threeGPP-HI1-Operation field.
The MDF2/3 shall support generation LI_HI4 notifications for at least the following events:
· Activation of an interception at the MDF2/3 via LI_X1Modification of an interception at the MDF2/3 via LI_X1
· Deletion of an interception at the MDF2/3 via LI_X1.
Use of the notifications is a deployment matter for the CSP.

[bookmark: _Toc533098221]6	Network Layer Based Interception
Editor’s note: Stage 3 for 33.127 section 6, describing any remaining specific fields, behaviours or details not covered in section 5
Editor’s note: Parameters in this section to have common drafting rules.
[bookmark: _Toc533098222]6.1 	Introduction
This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces specific 3GPP-defined network deployments not already described in clauses 4 and 5.
[bookmark: _Toc533098223]6.2 	5G
[bookmark: _Toc533098224]6.2.1 	General
This clause describes gives details of the LI interfaces specific to LI for 5G networks.
Editor’s Note: For now, only the “LI at AMF” section is provided, and only one event within this section. This is intended as a pencil sketch for how we could complete the specification. If the meeting is content with this approach, the other sections can be added as required. 
[bookmark: _Toc533098225]6.2.2 	LI at AMF
[bookmark: _Toc533098226]6.2.2.1	Provisoning over LI_X1
The IRI-POI present in the AMF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.
The POI in the AMF shall support the following Target Identifier Formats in the ETSI TS 103 221-1 [7] messages (or equivalent of ETSI TS 103 221-1 is not used):
· SUPI
· PEI
· GPSI
· IMSI (Editor’s Note – this would seem a sensible idea for now, but can be discussed)
· IMEI (Editor’s Note – as above)
· MSISDN (Editor’s note – as above)

[bookmark: _Toc533098227]6.2.2.2	Generation of xIRI over LI_X2
The IRI-POI present in the AMF shall emit X2 PDUs over LI_X2 for each of the events listed in TS 33.127 [5] clause 6.3.2.4. Details for each of these events is described in the following clauses.
· 
xIRI messages pertaining to the same registration shall be given the same correlation number.
Editor’s Note – Target Identity goes in the X2 XID header
Editor’s Note – Something about fan-out at the MDF (Target Identity here may be mapped to multiple LIIDs  at the MDF, and how this happens is up to the ADMF/MDF).

[bookmark: _Toc533098228]6.2.2.2.1	Registration
The IRI_POI in the AMF shall generate an xIRI AMF Registration message when the IRI-POI present in the AMf detects that a UE matching one of the target identifiers provided via LI_X1 has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access. 
The message shall contain the following payload, encoded as per clause 5.3.2.
XIRIAMFRegistrationMessage ::= SEQUENCE
{
· See clause 6.2.2.2.1 for details of this structure
	
	registrationType			[1] AMFRegistrationType,
	registrationResult			[2]	AMFRegistrationResult,		
	requestedSliceInformation	[3]	RequestedSliceInformation	OPTIONAL,
	supi						[4]	SUPI,
	suci						[5] SUCI 						OPTIONAL,
	pei							[6] PEI,
	gpsi						[7] GPSI 						OPTIONAL,
	guti						[8]	GUTI,
	location					[9]	LocationInformation 		OPTIONAL
}

AMFRegistrationType	::=	ENUMERATED
	{
		initial		(1),
		mobility	(2),
		periodic	(3),
		emergency	(4)
	}

AMFRegistrationResult	::= ENUMERATED
	{
		threeGPPAccess					(1),
		nonThreeGPPAccess				(2),
		threeGPPAndNonThreeGPPAccess	(3)
	}

Editor’s Note – We may choose to refactor the ASN.1 into a single module later, but for now we will write each in the relevant section to make them easier to discuss. At that point we can also consider any other factorisation (e.g. grouping fields together) subject to keeping the number of OPTIONAL fields to a minimum.
Editor’s Note – we may want to qualify whether each field is directly observed or obtained from some internal state within the NF associated with the POI.
Editor’s Note – we also need to indicate which identifier (e.g. SUPI) was used to isolate/identify the traffic at the POI?
Editor’s Note – Need to consider impacts of unauthenticated emergency calls and PARLOS. This editor’s note also applies to other events.
Table 6.2.2-1: Payload for AMF Registration xIRI message
	Field name
	Description
	M/C/O

	registrationType
	Specifies the type of registration, see 3GPP TS 24.501 [13] clause 9.11.3.7. 
	M

	registrationResult
	Specifies the result of registration, see 3GPP TS 24.501 [13] clause 9.11.3.6.
	M

	requestSliceInformation
	Slice requested for the registration, if available
Editor’s Note – need to define valid format / values for this
	C

	supi
	SUPI associated with the registration (see clause 6.2.2.4)
	M

	suci
	SUCI used in the registration
	C

	pei
	PEI provided by the UE during the registration.
	M

	gpsi
	GPSI obtained in the registration, if available as part of the subscription profile.
	C

	guti
	5G-GUTI provided as outcome of initial registration or used in other cases, see 3GPP TS 24.501 [13] clause 5.5.1.2.2.
	M

	location
	Location information determined by the network during the registration, if available
	C



[bookmark: _Toc533098229]6.2.2.2.2	Deregistration
The IRI_POI in the AMF shall generate an xIRI AMF Deregistration message when the IRI-POI present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has deregistered from the 5GS. The message shall contain the following payload, encoded as per clause 5.3.2.

XIRIAMFDeregistrationMessage ::= SEQUENCE
{
· See clause 6.2.2.2.2 for details of this structure
	deregistrationDirection	[1]	AMFDirection,
	accessType				[2]	AMFAccessType,
	supi					[3]	SUPI					OPTIONAL,
	suci					[4]	SUCI					OPTIONAL,
	pei						[5]	PEI						OPTIONAL,
	gpsi					[6] GPSI					OPTIONAL,
	guti					[7]	GUTI					OPTIONAL,
	cause					[8]	FiveGMMCause			OPTIONAL,
	location				[9] LocationInformation	OPTIONAL
}

AMFDirection	::=	ENUMERATED
	{
			networkInitiated 	(1),
			ueInitiated			(2)
	}

AMFAccessType	::=	ENUMERATED
	{
			threeGPPAccess					(1),
			nonThreeGPPAccess				(2),
			threeGPPandNonThreeGPPAccess	(3)
	}

FiveGMMCause	::= INTEGER (0..255)


Editor’s note: Type definition may have been duplicated to make checks easier. Duplications need to be removed in the final version of the ASN.1
Table 6.2.2-2: Payload for AMF Deregistration xIRI message
	Field name
	Description
	M/C/O

	deregistrationDirection
	Indicates whether the registration was initiated by the network or by the UE
	M

	accessType
	Indicates the access for which the deregistration is handled, see 3GPP TS 24.501 [13] , clause 9.11.3.20.
	M

	supi
	SUPI associated with the deregistration (see clause 6.2.2.4), if available
	C

	suci
	SUCI used in the deregistration, if available (see NOTE 1)
	C

	pei
	PEI used in the deregistration, if available (see NOTE 1)
	C

	gpsi
	GPSI associated to the deregistration, if available as part of the subscription profile
	C

	guti
	5G-GUTI used in the deregistration, if available, see 3GPP TS 24.501 [13], clause 5.5.2.2.1 (see Note 1)
	C

	cause
	Indicates the 5GMM cause value for network-initiated deregistration, see 3GPP TS 24.501 [13], clause 9.11.3.2
	C

	location
	Location information determined by the network during the deregistration, if available
	C



NOTE 1: At least one among SUCI, PEI and GUTI shall be provided.

[bookmark: _Toc533098230]6.2.2.2.3	Location Update
The IRI_POI in the AMF shall generate an xIRI AMF Location Update each time the IRI-POI present in an AMF detects that the target’s UE location is updated due to target’s UE mobility (e.g. in case of Xn based inter NG-RAN handover).  The generation of such xIRI may be omitted if the updated UE location information is already included in other xIRIs (e.g. mobility registration) provided by the IRI-POI present in the same AMF at the same time. The message shall contain the following payload, encoded as per clause 5.3.2.
AMFLocationUpdateMessage ::= SEQUENCE
{
· See clause 6.2.2.2.3 for details of this structure
	supi				[1]	SUPI,
	suci				[2]	SUCI				OPTIONAL,
	pei					[3]	PEI					OPTIONAL,
	gpsi				[4] GPSI				OPTIONAL,
	guti				[5]	GUTI				OPTIONAL
	location			[6] LocationInformation
}

Table 6.2.2-3: Payload for AMF Location Update xIRI message
	Field name
	Description
	M/C/O

	Supi
	SUPI associated with the location update (see clause 6.2.2.4)
	M

	Suci
	SUCI associated with the location update, if available, see 3GPP TS 24.501 [13].
	C

	Pei
	PEI associated with the location update, if available.
	C

	Gpsi
	GPSI associated with the location update, if available as part of the subscription profile.
	C

	Guti
	5G-GUTI associated with the location update, if available, see 3GPP TS 24.501 [13].
	C

	Location
	Updated location information determined by the network.
	M



[bookmark: _Toc533098231]6.2.2.2.4	Start Of Interception With Registered UE
The IRI_POI in the AMF shall generate an xIRI AMF Start of Interception with Registered UE message when the IRI-POI present in the AMF detects that interception is activated on a target UE that has already been registered in the 5GS (see clause 6.2.2.4 on Identity Privacy). The message shall contain the following payload, encoded as per clause 5.3.2.

XIRIAMFStartOfInterceptionWithRegisteredUEMessage ::= SEQUENCE
{
· See clause 6.2.2.2.1 for details of this structure
	
	registrationResult			[1]		AMFRegistrationResult,
	registrationType			[2]		AMFRegistrationType			OPTIONAL,
	requestedSliceInformation	[3]		RequestedSliceInformation 	OPTIONAL,
	supi						[4]		SUPI,
	suci						[5] 	SUCI						OPTIONAL,
	pei							[6] 	PEI,
	gpsi						[7] 	GPSI						OPTIONAL,
	guti						[8]		GUTI,
	location					[9]		LocationInformation 	OPTIONAL,
	timeOfRegistration			[10]	Timestamp 				OPTIONAL
}

AMFRegistrationResult	::= ENUMERATED
	{
		threeGPPAccess					(1),
		nonThreeGPPaccess				(2),
		threeGPPAndNonThreeGPPAccess	(3)
	}


AMFRegistrationType	::=	ENUMERATED
	{
		initial		(1),
		mobility	(2),
		periodic	(3),
		emergency	(4)
	}

Editor’s note: Type definitions above have been duplicated for easier check, needs to be removed from the final version.

Table 6.2.2-4: Payload for AMF Start Of Interception With Registered UE xIRI message
	Field name
	Description
	M/C/O

	registrationResult
	Specifies the result of registration, see 3GPP TS 24.501 [13], clause 9.11.3.6
	M

	registrationType
	Specifies the type of registration, see 3GPP TS 24.501 [13] clause 9.11.3.7, if available
	C

	requestSliceInformation
	Slice requested for the registration, if available
Editor’s Note – need to define valid format / values for this. This may be different to normal registration case.
	C

	Supi
	SUPI associated with the registration (see clause 6.2.2.4)
	M

	Suci
	SUCI used in the registration
	C

	Pei
	PEI provided by the UE during the registration
	M

	Gpsi
	GPSI obtained in the registration, if available as part of the subscription profile.
	C

	Guti
	5G-GUTI provided as outcome of initial registration or used in other cases, see 3GPP TS 24.501 [13], clause 5.5.1.2.2.
	M

	Location
	Location information, if available
	C

	timeOfRegistration
	Time at which the last registration occurred, if available
	C




[bookmark: _Toc533098232]6.2.2.2.5	AMF Unsuccessful Procedure
The IRI_POI in the AMF shall generate an xIRI AMF Unsuccessful Procedure message when the IRI-POI present in the AMF detects an unsuccessful procedure for a UE matching one of the target identifiers provided via LI_X1.
Unsuccessful registration shall be reported only if the target UE has been successfully authenticated. 
The message shall contain the following payload, encoded as per clause 5.3.2.
XIRIAMFUnsuccessfulProcedure ::= SEQUENCE
{
· See clause 6.2.2.2.X for details of this structure

	failedprocedureType			[1] FailedAMFProcedureType,
	failurecause				[2]	AMFFailureCause,
	requestedSliceInformation	[3]	RequestedSliceInformation	OPTIONAL,
	supi						[4]	SUPI						OPTIONAL,
	suci						[5] SUCI						OPTIONAL,
	pei							[6] PEI							OPTIONAL,
	gpsi						[7] GPSI						OPTIONAL,
	guti						[8]	GUTI						OPTIONAL,
	location					[9]	LocationInformation 		OPTIONAL
}

FailedAMFProcedureType ::= ENUMERATED
{
    registration            (1),
    deregistration          (2),
    locationupdate          (3),
    sms                     (4),
    pDUSessionEstablishment (5)  
}


AMFFailureCause	::= CHOICE
{
	fiveGMMCause 	[1]		FiveGMMCause,
	fiveGSMCause	[2]		FiveGSMCause

}

FiveGMMCause	::= INTEGER (0..255)
FiveGSMCause	::= INTEGER (0..255)

Editor’s Note: Type definitions above may have been duplicated for easier check and need to be removed from the final ASN.1.
Editor’s Note – We may choose to refactor the ASN.1 into a single module later, but for now we will write each in the relevant section to make them easier to discuss. At that point we can also consider any other factorisation (e.g. grouping fields together) subject to keeping the number of OPTIONAL fields to a minimum.
Editor’s Note – we may want to qualify whether each field is directly observed or obtained from some internal state within the NF associated with the POI.
Editor’s Note – we also need to indicate which identifier (e.g. SUPI) was used to isolate/identify the traffic at the POI?
Table 6.2.2-5: Payload for AMF Unsuccessful Procedure xIRI message
	Field name
	Description
	M/C/O

	failedprocedureType
	Specifies the procedure which failed at the AMF
	M

	failurecause
	Provides the value of the 5GSM or 5GMM cause, see 3GPP TS 24.501 [13], clauses 9.11.3.2 and 9.11.4.2.
	M

	requestSliceInformation
	Slice requested for the procedure, if available
Editor’s Note – need to define valid format / values for this
	C

	Supi
	SUPI associated with the procedure, if available (see Note)
	C

	Suci
	SUCI used in the procedure, if applicable and if available (see Note)
	C

	Pei
	PEI used in the procedure, if available (see Note)
	C

	Gpsi
	GPSI used in the procedure, if available (see Note)
	C

	Guti
	5G-GUTI used in the procedure, if available, see 3GPP TS 24.501 [13], clause 9.11.3.4 (see Note)
	C

	Location
	Location information determined during the procedure, if available
	C



Note: At least one identity shall be provided, the others shall be provided if available.

[bookmark: _Toc533098233]6.2.2.3	Generation of IRI over LI_HI2
When an AMF xIRI message is received over LI_X2, the MDF2 shall emit an IRI message over LI_HI2 without undue delay.
The timestamp field of the psHeader structure shall be set to the time that the AMF event was observed (i.e. the Timestamp field of the X2 PDU).
The payload of the xIRI messages shall be used as the payload of the IRI contents. 
[bookmark: _Hlk526235424]When additional warrants are activated on a target UE, MDF2 shall be able to generate and deliver the Start of Interception with Already Registered UE message to the LEMF associated with the additional warrants without receiving a corresponding xIRI.
Editor’s Note – we also want to ensure that we indicate what the LEA-provided target identifier was (e.g. SUPI provided by the ADMF). 
Editor’s Note - Fields could be e.g. “LEA-provided”, “Transformed from something else”, “Observed in the signalling/content”, “obtained /known from somewhere else”.

[bookmark: _Toc533098234]6.2.2.4	Identity Privacy
The AMF shall ensure for every registration (including re-registration) that SUPI has been provided by the UDM to the AMF and that the SUCI to SUPI mapping has been verified as defined in TS 33.50 [11]. This shall be performed regardless of whether the SUPI is a target of interception, and whether the null encryption algorithm is used for the SUCI. The AMF shall maintain the SUPI to SUCI mapping for at least the lifetime of the registration in order to allow interception on SUPI after the initial registration.
[bookmark: _Toc533098235]6.2.3	LI for SMF/UPF
[bookmark: _Toc533098236]6.2.3.1	Provisioning of SMF over LI_X1
The IRI-POI and CC-TF present in the SMF are provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. 
The POI in the SMF shall support the following Target Identifier Formats in the ETSI TS 103 221-1 [7] messages (or equivalent of ETSI TS 103 221-1 is not used):
· SUPI
· PEI
· GPSI

 Editor’s Note: Are there any significant differences between provisioning of the two functions?
 Editor’s Note: Point out somehow that if the two functions are co-located or implemented together, a single provisioning message containing all the information is sufficient.
[bookmark: _Toc533098237]6.2.3.2	Generation of xIRI at SMF over LI_X2
[bookmark: _Toc533098238]6.2.3.2.1	General
The IRI-POI present in the AMF shall emit X2 PDUs over LI_X2 for each of the events listed in TS 33.127 [5] clause 6.2.3.3), each of which is described in the following clauses.
[bookmark: _Toc533098239]6.2.3.2.2	PDU Session Establishment
The IRI_POI in the SMF shall generate an xIRI SMF PDU Session Establishment message when the IRI-POI present in the SMF detects that a PDU session has been established for the target UE. The message shall contain the following payload, encoded as per clause 5.3.2.

EDITOR’S NOTE: The ASN.1 structures are currently in the body of the text (this makes drafting and pCRs easier, as the ASN.1 is next to the tables which give the full definition of the information). For the final published version it is agreed that the ASN.1 structures will be put together i.e. all in one place. It is agreed that there will be only one place in which the published ASN.1 exists
EDITOR’S NOTE: The EDITOR’S NOTEs on the following parameters have been put into the Table below, not inline with the ASN.1. 



XIRISMFPDUSessionEstablishmentMessage ::= SEQUENCE
{
	supi				[0]	SUPI OPTIONAL,
	pei					[1] PEI OPTIONAL,
	gpsi				[2] GPSI OPTIONAL,
	pduSessionID		[3] PDUSessionID,
	gtpTunnelID			[4] FTEID,  
	pdnType				[5]	PDNType,  
	sNSSAIs				[6] SEQUENCE OF SNSSAI OPTIONAL,
	ueEndpoint			[7] UEEndpointAddress,
	locationInformation	[8]	Location OPTIONAL,
	dnn					[9] UTF8String,
	amfID				[10] AMFID,
	requestType			[11] , --See EDITOR’S NOTE in Table below 
	accessType			[12] AMFAccessType OPTIONAL,
	ratType				[13] RATType OPTIONAL
}

PDNType ::= ENUMERATED
{
	ipv4 		(1),
	ipv6 		(2),
	ipv4v6 		(3),
	nonIP		(4),
	ethernet	(5)
}

PDUSessionID ::= INTEGER (0..255)

SNSSAI ::= SEQUENCE
{
	sliceServiceType 	[0] INTEGER (0..255),
	sliceDifferentiator	[1]	OCTET STRING (SIZE(3)) OPTIONAL
}

FTEID ::= SEQUENCE
{
	teid		[0] INTEGER (0.. 4294967295)
	ipv4Address	[1] IPv4Address OPTIONAL,
	ipv6Address	[2] IPv6Address OPTIONAL
}

UEEndpointAddress ::= CHOICE
{
	ipv4Address		[1] IPv4Address,
	ipv6Address		[2] IPv6Address,
	ethernetAddress	[3] MACAddress

}





AMFID ::= SEQUENCE
{
	amfRegionID		[1] INTEGER (0..255),
	amfSetID		[2] INTEGER (0..1023),
	amfPointer		[3] INTEGER (0..63)
}

RATType ::= ENUMERATED
{
	nr(0),
	eutra(1),
	wlan(2),
	virtual(3)
}

Table 6.2.3-1: Payload for PDU Session Establishment xIRI message
	Field name
	Description
	M/C/O

	Supi
	SUPI associated with the PDU session (e.g. as provided by the AMF in the associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be present except for PEI-only unauthenticated emergency sessions.
	C

	Pei
	PEI associated with the PDU session if available
	C

	Gpsi
	GPSI associated with the PDU session if available
	C

	pduSessionID
	PDU Session ID as assigned by the AMF, as defined in TS 24.007 [14] clause 11.2.3.1b
Editor’s Note (2018-12-05)– This appears to be only one byte long (and actually only uses four bits of that byte); is this the correct reference?
	M

	gtpTunnelID
	Contains the F-TEID identifying the tunnel used to encapsulate the traffic, as defined in TS 29.244 [15] clause 8.2.3.
	M

	pdnType
	Identifies the type of PDU being carried by the GTP-U tunnel as defined in TS 29.244 [15] clause 8.2.79
	M

	sNSSAIs
	List of slice identifiers associated with the PDU session, if available. See TS 23.003 [16] clause 28.4.2 and TS 23.501 [11] clause 5.12.2.2.
EDITOR’S NOTE 2018-12-17: Check whether there can be more than one slice associated with an SMF, and if not then remove “SEQUENCE OF” for SNSSAI element.
	C

	ueEndpoint
	Identifies the UE endpoint (either from the UE IP Address element of the PDI or the UE IP address of the associated Traffic Endpoint)
Editor’s note (2018-12-17): Confirm this parameter is known at this point. Make sure it is the user plane one and not the signalling one (which is not the internet-contactable one). 
EDITOR’S NOTE (2018-12-17): Check (in 33.501 and the CT specification) whether there should be additional fields in the UEEndPointAddress structure to be used when the PDNType is nonIP(4). Editor’s Note (2018-12-05) – needs further study – not convinced this is correct way to define the field. Alternative formulations welcome

	M

	locationInformation
	Location information provided by the AMF, if available
	C

	Dnn
	Data Network Name associated with the target traffic, as defined in TS 23.003 [16] clause 9A and described in TS 23.501 [11] clause 4.3.2.2
	M

	Amfid
	Identifier of the AMF associated with the target UE, as defined in TS 23.003 [z] clause 2.10.1.
	M

	requestType
	Type of request from the AMF (i.e. initial, emergency, existing PDU session)
Editor’s Note – needs further study – closest applicable reference appears to be 24.008 clause 10.5.6.17 but this is UE / radio signalling and doesn’t appear to match the possible values cited in 23.502. Advice appreciated.
	M

	accessType
	Access type associated with the session (i.e. 3GPP or non-3GPP access) if provided by the AMF.
Editor’s Note – Assume we can re-use the access type enumeration defined for the AMF messages here
	C

	ratType
	RAT Type associated with the access if provided by the AMF as part of session establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571 [17] clause 5.4.3.2
Editor’s Note – Can be provided by AMF according to 23.502, but is it redundant if location information is supplied?
	C


At least one of the SUPI, PEI or GPSI fields shall be present. 
Editor’s Note – TS 29.244 allows for forwarding without use of GTP-U, but figure 8.3.1-1 in TS 23.501 seems to suggest that GTP-U will always be used for N3/N9. Do we need to cater for non-GTP-U-encapsulated PDUs being forwarded? Call on 2018-12-17 confirmed this needs further study.  
Editor’s Note – Do we want to report if the SMF performs secondary authentication as part of the session establishment? Call on 2018-12-17 confirmed this needs further study.
Editor’s Note – Multiple UPFs could be selected for a given PDU session. Should we either (a) factor out the UPF-related fields and allow them to occur multiple times in this structure, or (b) ask that this event is raised for each SMF-UPF interaction? Conclusion from 2018-12-17: The SMF is responsible for picking the most appropriate UPF. The SMS should choose only one UPF. If necessary, the SMF may choose more than one UPF, in which case it should handle filtering/de-duplication of CC. If the SMF does not handle de-duplication, the SMF shall ensure that the MDF has the information necessary to perform de-duplication.    
EDITOR’S NOTE: Confirm whether the amfID, request type and accessType are relevant for SMF LI, and if so clarify the purpose. 
[bookmark: _Toc533098240]6.2.3.2.3	PDU Session Modification
The IRI_POI in the SMF shall generate an xIRI SMF PDU Session Establishment message when the IRI-POI present in the SMF detects that a PDU session has been modified for the target UE. The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFPDUSessionModificationMessage ::= SEQUENCE
{
· See clause 6.2.3.3.3 for details of this structure
?
}

Table 6.2.3-2: Payload for PDU Session Modification xIRI message
	Field name
	Description
	M/C/O

	
	
	

	
	
	



Editor’s Note – For further study – likely to be a copy of the details available in the PDU Session Establishment message.

[bookmark: _Toc533098241]6.2.3.2.4	PDU Session Release
The IRI_POI in the SMF shall generate an xIRI SMF PDU Session Establishment message when the IRI-POI present in the SMF detects that interception has been activated for the target UE that has an already established PDU session. The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFPDUSessionReleaseMessage ::= SEQUENCE
{
· See clause 6.2.3.3.4 for details of this structure
	supi				[0]	SUPI,
	pei					[1] PEI OPTIONAL,
	gpsi				[2] GPSI OPTIONAL,
	pduSessionID		[3] PDUSessionID,
	timeOfFirstPacket	[4] GeneralizedTime OPTIONAL,
	timeOfLastPacket	[5] GeneralizedTime OPTIONAL,
	uplinkVolume		[6] INTEGER OPTIONAL,
	dlownlinkVolume		[7] INTEGER OPTIONAL,
	locationInformation	[8]	Location OPTIONAL,
}

Table 6.2.3-3: Payload for PDU Session Release xIRI message
	Field name
	Description
	M/C/O

	Supi
	SUPI associated with the PDU session
	M

	Pei
	PEI associated with the PDU session if available
	C

	Gpsi
	GPSI associated with the PDU session if available
	C

	pduSessionID
	PDU Session ID as assigned by the AMF
	M

	timeOfFirstPacket
	Time of first packet as reported in the Usage Report IE if available in the UPF deletion response (see TS 29.244 [15] clause 7.5.7.2)
	C

	timeOfLastPacket
	Time of last packet as reported in the Usage Report IE if available (see TS 29.244 [15] clause 7.5.7.2)
	C

	uplinkVolume
	Number of uplink octets, as reported in the Volume Report IE if available (see TS 29.244 [15] clause 7.5.7.2)
	C

	downlinkVolume
	Number of downlink octets, as reporting the Volume Report IE if available (see TS 29.244 [15] clause 7.5.7.2)
	C

	locationInformation
	Location information, if available.
	O




[bookmark: _Toc533098242]6.2.3.2.5	Start of Interception with an Established PDU Session
The IRI_POI in the SMF shall generate an xIRI SMF PDU Start of Interception with an Established PDU Session message when the IRI-POI present in the SMF detects that a PDU session has already been established for the target UE when interception starts. The message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMFStartOfInterceptionWithEstablishedPDUSessionMessage ::= SEQUENCE
{
· See clause 6.2.3.3.5 for details of this structure

}

Table 6.2.3-4: Payload for Start of Interception with Established PDU Session xIRI message
	Field name
	Description
	M/C/O

	
	
	

	
	
	



Editor’s Note – For further study – likely to be a copy of the details available in the PDU Session Establishment message.

[bookmark: _Toc533098243]6.2.3.3	Triggering of the UPF from SMF over LI_T3
When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI  present in the UPF over the LI_T3 interface.
When the CC-TF in the SMF detects that a PDU session has been established for a target UE, it shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use when emitting xCC. This can be achieved by sending an ActivateTask message as defined in TS 103 221-1 [7] clause 6.2.1 with the following details:
Table 6.2.3-5: ActivateTask message for triggering the CC-POI in the UPF
	TS 103 221-1 Field name
	Value
	M/C/O

	XID
	Set to the same XID associated with the interception in the SMF

NOTE: It is for further study how the CC-TF and IRI-POI in the SMF agree on the XID.
	M

	TargetIdentifiers
	Packet detection criteria as determined by the CC-TF in the SMF, which enables the UPF to isolate target traffic. The UPF CC-POI shall support at least the following identifier types:

GTP Tunnel ID
IPv4 addressIPv6 address

NOTE: This value is the target identifier for the UPF CC-POI, and may be different from the target identifier specified in the warrant.
	M

	DeliveryType
	Set to “X3Only”
	M

	ListOfDIDs
	Delivery endpoints for LI_X3. These delivery endpoints shall be configured by the CC-TF in the SMF using the CreateDestination message as described in TS 103 221-1 [7] clause 6.3.1 prior to first use.
	M

	CorrelationNumber
	Correlation number to assign to X3 PDUs generated by the CC-POI in the UPF
	M



When the CC-TF in the SMF detects that a targeted PDU session has changed in a way which requires changes to the interception by the CC-POI in the UPF, the CC-TF  shall modify the interception at the CC-POI in the UPF over the LI_T3 interface. This is achieved by sending an ModifyTask message as defined in TS 103 221-1[ [7] clause 6.2.2 with the following details:

Table 6.2.3-6: ModifyTask message for updating interception at the CC-POI in the UPF
	Field name
	Value
	M/C/O

	XID
	Set to the XID associated with the interception
	M

	TargetIdentifiers
	Updated packet detection criteria as determined by the CC-TF in the SMF.

Editor’s Note – See notes on TargetIdentifiers above
	M



When the CC-TF in the SMF detects that the PDU session has been released for a target UE, it shall send a deactivation message to the CC-POI in the UPF over the LI_T3 interface. When using TS 103 221-1 [7] this is achieved by sending a DeactivateTask message with the XID field set to the XID associated with the interception, as described in TS 103 221-1 [7] clause 6.2.3.

 Editor’s Note: Include details, probably from 6.2.3.1
Editor’s Note: Also require consideration of how this interface is going to support correlation at the MDF2 and MDF3.
[bookmark: _Toc533098244]6.2.3.4	Generation of xIRI at UPF over LI_X2
Editor’s Note – Someone who knows about Packet Data Header Reporting probably ought to write this…
Editor’s Note – also need a section on use of LI_T2 to trigger Packet Data Header Reporting in the UPF.

[bookmark: _Toc533098245]6.2.3.5	Generation of xCC at UPF over LI_X3
The CC-POI present in the UPF shall emit X3 PDUs over LI_X3 for each IP packet matching the criteria specified in the Triggering message received over LI_T3 from the CC-TF in the SMF.
NOTE: Implementers are reminded of the completeness and non-duplication requirements (see TS 33.127 [5]).
Editor’s Note: What do we do with packets that reached the UPF on N6 from the DN, but were not delivered to the UE? 

Each X3 PDU shall contain the contents of the GTP-U packet given using the GTP-U payload format:
[bookmark: _Toc533098246]6.2.3.6	Generation of IRI over LI_HI2
When an SMF xIRI message is received over LI_X2, the MDF2 shall send an IRI message over LI_HI2 without undue delay.
The timestamp field of the TS 102 232-1 [6] psHeader structure shall be set to the time that the AMF event was observed (i.e. the Timestamp field of the LI_X2 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.
The threeGPPIRIContents field shall be populated with the BER-encoded PDU.
[bookmark: _Toc533098247]6.2.3.7	Generation of CC over LI_HI3
When an UPF xCC message is received over LI_X3, the MDF3 shall emit an CC over LI_HI3 without undue delay.
The timestamp field of the TS 102 232-1 [6] psHeader structure shall be set to the time that the UPF observed the data  (i.e. the Timestamp field of the LI_X3 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the CC belongs.
The threeGPPCCContents field shall be populated with the BER-encoded PDU as follows.
UPFPDURecord ::= OCTET STRING


[bookmark: _Toc533098248]6.2.4	LI at UDM for 5G
[bookmark: _Toc533098249]6.2.4.1	General description
In 5G packet core network, the UDM provides the unified data management for UE. The UDM shall have LI capabilities to generate the target UE’s service area registration related xIRI. See clause 7.2.2 for the details.
[bookmark: _Toc533098250]6.2.5	LI at SMSF
[bookmark: _Toc533098251]6.2.5.1	Provisioning over LI_X1
The IRI-POI present in the SMSF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. 
The POI in the SMSF shall support the following Target Identifier Formats in the ETSI TS 103 221-1 [7] messages:
· SUPI
· PEI
· GPSI

[bookmark: _Toc533098252]6.2.5.2	Generation of xIRI over LI_X2
The IRI-POI present in the SMSF shall send X2 PDUs over LI_X2 for each of the events listed in TS 33.127 [6] clause 6.2.5.3, each of which is described in the following clauses:
[bookmark: _Toc533098253]6.2.5.3	SMS
The IRI-POI in the SMSF shall generate an xIRI SMS for each SMS message.
The xIRI SMS message shall contain the following payload, encoded as per clause 5.3.2.
XIRISMSMessage ::= SEQUENCE
{
· See clause 6.2.5.3 for details of this structure
smsIdentity				[1] SMSParty		OPTIONAL, -- Conditional – see table 6.x for details
	nonLocalID				[2] E164Number		OPTIONAL, -- Conditional – see table 6.x for details
	otherPartyID			[3]	SMSParty, 
	direction				[4] SMSDirection,				
	transferStatus			[5] SMSTransferStatus,
	otherMessage			[6] SMSOtherMessageIndication 	OPTIONAL,
	location				[7]	LocationInformation 		OPTIONAL, -- Conditional – see table 6.x
	payload					[8] SMSPayload					OPTIONAL
}

SMSParty ::= SEQUENCE
{
	supi	[0] SUPI 	OPTIONAL,
	pei		[1] PEI		OPTIONAL,
	gpsi	[2] GPSI	OPTIONAL
}

SMSDirection ::= ENUMERATED
{
	toTarget 	(0),
	fromTarget 	(1)	
}


SMSPayload ::= OCTET STRING (SIZE(1..270))	

EDITOR’S NOTE: Check the value of 270 is correct. 

Table 6.2.5-1: Payload for SMS xIRI message
	Field name
	Description
	M/C/O

	smsIdentity
	I Identity of the target  in communication with the SMSF. At least one of the elements (SUPI, PEI or GPSI) shall be populated, with the others populated i. For all interceptions other than non-local-ID, the smsIdentity is mandatory. 
	C

	nonLocalID
	Non-local target identity associated with the SMS, if applicable
	C

	otherPartyID
	The identifier of the other party in the SMS.
	M

	Direction
	Direction of the SMS with respect to the target
	M

	
	
	

	transferStatus
	Indicates whether the transfer succeeded or not
	M

	otherMessage
	In the event of a server-initiated transfer, indicates whether the server will send another SMS. May be omitted if the transfer is target-initiated.
	M

	
	
	

	
	
	

	Location
	Location information associated with the UE sending or receiving the SMS, if available
	C

	smsPayload
	SMS TPDU, encoded as per TS 23.040 [18] clause 9. Shall be provided by the IRI-POI in the SMSF, but may be omitted or otherwise modified when forwarded by the MDF2 (see clause 6.2.5.4) depending on national regulation
	M



EDITOR’S NOTE: Check the identifiers supported by 23.040 and how the SMSF is designed to use them. 
EDITOR’S NOTE: Originating and terminating addresses have been removed, need to replace with details to link to SMSC. See 23.501 section 6.2.13. 


[bookmark: _Toc533098254]6.2.5.4	Generation of IRI over LI_HI2
When an SMSF xIRI message is received over LI_X2, the MDF2 shall send an IRI message over LI_HI2 without undue delay.
The timestamp field of the psHeader structure shall be set to the time that the SMSF event was observed (i.e. the Timestamp field of the X2 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.
National regulations may require that the MDF2 removes information regarded as content from the smsPayload field in case of an IRI only warrant. The details of what must be removed and under what circumstances are for national regulation and outside the scope of the present document.
[bookmark: _Toc533098255]6.2.6	LI support at NRF
The SIRF present within the NRF provides SBA-related information to the LIPF over the LI_SI interface. Details for this interface are not considered in the present document and are for further study.
[bookmark: _Toc533098256]6.3	4G
The Present document does not specify details of the LI interfaces for 4G / LTE. Details for this release are specified in TS 33.108 [12].
[bookmark: _Toc533098257]6.4	3G
The Present document does not specify details of the LI interfaces for 3G / UMTS. Details for this release are specified in TS 33.108 [12].
[bookmark: _Toc533098258]7	Service Layer Based Interception
Editor’s note: Stage 3 for 33.127 section 7, describing any remaining specific fields, behaviours or details not covered in section 5
Editor’s note: Parameters in this section to have common drafting rules.
[bookmark: _Toc533098259]7.1	Introduction
This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces for specific 3GPP-defind services not already described in clauses 4 and 5.
[bookmark: _Toc533098260]7.2	Central Subscriber Management
[bookmark: _Toc533098261]7.2.1	General description
[bookmark: _Toc533098262]7.2.2	LI at UDM
[bookmark: _Toc533098263]7.2.2.1	General description
Editor’s Note: TBD
[bookmark: _Toc533098264]7.2.2.2	Provisioning over LI_X1
The IRI-POI present in the UDM is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.
[bookmark: _Toc533098265]7.2.2.3	Generation of xIRI over LI_X2
The IRI-POI present in the UDM shall emit X2 PDUs over LI_X2 for each of the events listed in TS 33.127 [6] clause 7.2.2.4, each of which is described in the following clauses.
[bookmark: _Toc533098266]7.2.2.3.1	Serving System xIRI7.2.2.3.2	Subscriber Record Change xIRI
[bookmark: _Toc533098267]7.2.2.3.3	Cancel Location xIRI
[bookmark: _Toc533098268]7.2.2.3.4	Location Information Request
[bookmark: _Toc533098269]7.2.2.4	Generation of IRI over LI_HI2
When an UDM xIRI message is received over LI_X2, the MDF2 shall emit an IRI message over LI_HI2 without undue delay.
The timestamp field of the psHeader structure shall be set to the time that the UDM event was observed (i.e. the Timestamp field of the X2 PDU). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.

[bookmark: _Toc533098270]7.2.3	LI at HSS
The present document does not specify details of the LI interfaces at the HSS. Details for this release are specified in TS 33.108 [12].
[bookmark: _Toc533098271]7.3	Location
Editor’s Note: Some thought required here…we need a section for LALS, but not sure about the other parts of 7.3 in 33.127?
[bookmark: _Toc533098272]7.3.3	Lawful Access Location Services (LALS)
[bookmark: _Toc533098273]7.3.3.1	General Description
[bookmark: _Toc533098274]7.3.3.2	Provisioning over LI_X1
The IRI-POI provided by the LI-LCS Client may be provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. 
Editor’s Note: Need to describe Immediate vs Periodic
[bookmark: _Toc533098275]7.3.3.3	Triggering over LI_X2
The IRI_POI provided by the LI-LCS Client may be triggered over LI_T2 by a IRI-TF present in another network function, using the X1 protocol as described in clause 5.2.1.
[bookmark: _Toc533098276]7.3.3.3	Generation of xIRI over LI_X2
[bookmark: _Toc533098277]7.3.3.4	Generation of IRI over LI_HI2
[bookmark: _Toc533098278]7.3.4	Cell Database Information Reporting
[bookmark: _Toc533098279]7.3.4.1	General Description
[bookmark: _Toc533098280]7.3.4.2	Generation of IRI over HI2




[bookmark: _Toc533098281]Annex A (normative): Structure of the Internal Interface

Editor’s Note: Structure of the LI_X, LI_T & LI_SI etc interfaces similar to Annex B.


[bookmark: _Toc533098282]Annex B (normative): Structure of the Handover Interface

Editor’s Note: Equivalent of ANNEX B in 33.108
Editor’s Note: Need to agree whether this is ASN.1 or something else
Editor’s Note: If ASN.1, Need to structure ASN.1 with a single common module structure such that parameters are not repeated unnecessarily for different technology scenarios.
Editor’s Note: As far as practical, message syntax (e.g. parameters formats etc) should be described alongside the semantics in the appropriate sections (5, 6 or 7) to relieve a developer of the burden of flicking between sections (and relieve the editor of the burden of maintaining details across these sections). 

[bookmark: _Toc533098283]Annex C (informative): Implementation Guidance
 
Editors Note: Guidance that is essential to implementors.
[bookmark: _Toc533098284]Annex D (informative): Drafting Rule Guidance	
[bookmark: historyclause]Editor’s Note: Is annex needed?
Editor’s Note: In this draft we’ve tried to follow convention of camel-cased field names without punctuation (e.g. targetIdentity, not Target-Identity) and without part-capitalising acronyms (so supi, not sUPI). We can discuss this as the content develops (but suggest we do not fixate for too long on it at the expense of actually getting the details we need).


[bookmark: _Toc533098285]Annex Z (informative): Change history
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