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The ability to temporary suspend and later resume an intercept instance has grown in importance.

From 33.126:

R6.5 - 20
Interception Temporary Reduction - The CSP shall be able to both suspend (e.g. when roaming outbound internationally) and resume all or a portion of the obligated Interception Product during the Interception Period.

This paper proposes a two phase approach.

Phase 1 being a manual process where the LEA specifically requests the CSP to suspend a specific intercept (could be via HI-1, or a simple phone call, etc.). And the subsequent resume request is also manual.

Phase 2 be a more automated solution where if the predefined policy for suspend or resume is met the LI solution automatically suspends / resumes the intercept with notification to the LEA.

R6.5 - 40
LI Changes - The CSP shall be able to notify the LEA of changes related to interception (e.g., suspend or resume).

Clarification from our policy people is that it is OK to continue to collect but just not deliver via the handover interfaces (HI-2/3). Nor should the LI product be buffered during a suspended period.

The proposed solution for phase 1 is straight forward:

· The LEA contacts the CSP to suspend or resume

· The CSP (specifically the ADMF) instructs the MDF(s) to suspend delivery.

There is some implementation support for this already in that ETSI TS 103 120 (Lawful Interception (LI); Interface for warrant information) has the concept of a warrant state being "suspended' but doesn't include the details on how to suspend (nor re-innate) the the warrant.

The mechanism appears to be to request a change of state is signalled by sending a message with the state set to the desired state i.e. suspended. Spec ??? and more details required.

The mechanism for requesting automatic suspension via X1 also appears to be in place

ETSI TS 103 221-1 Lawful Interception (LI);

Part 1: Internal Network Interface X1 for Lawful Interception



SuspendOnOutboundInternationalRoaming

Shall be included to Identify whether to suspend interception or not (i.e. continue interception) if the target undergoes outbound international roaming and per the description beneath the table.  Boolean C
However, there doesn’t appear to be X1 support for manual suspend / resume.

So we have some of the building blocks at the protocols level but they are incomplete and there is no high level architecture (stage 2) on how this all works.

Actions for agreement: (assuming agreement on the phase 1 approach)

1) Work with ETSI to fill out the protocol details

2) Define a stage 2 like architecture description for the solution (is this a SA3-LI or TC-LI action ?)
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LI over collection

Abstract

Canadian LEAs have come under increased scrutiny on “over collecting” LI information & content that exceeds the scope of the issued warrant.  Specifically, if the target has roamed outside the jurisdiction (typically) country, unless explicitly detailed in the warrant, all interception must cease.  This discussion paper looks into this issue and potential means to address the concept of “suspend” and “resume” (aka “toggle”) an intercept via evolving standards to reduce costs and delays.  The desire is to collect supporting/contrasting use cases, further input, and learned opinions.

Background

It is Canada’s national requirement to cease LI collection (reporting) when the target is out of jurisdiction of the warrant.  Typically this is the case of international roaming, but in-country cases may also apply.  Mexico, Central/South America, and European roaming are relatively easy to detect. However, Canada and the USA share a significant border (Wikipedia: US/Canada border is: 8,891 kilometres (5,525 mi) long, of which 2,475 kilometres (1,538 mi) is Canada's border with Alaska).  Across this border length mobile coverage (at the cell site level) overlap exists to ensure coverage, minimize accidental roaming, and to help with shared emergency services.

Currently, when the target crosses the Canada to US border, the Canadian LEA(s) need to detect this and potentially turn down (suspend) the interception based on warrant scope.  Detection issues aside, the only way to suspend a current intercept is to have the CSP turn it off.  Then, when the subject returns, the intercept needs to be re-installed/re-programmed (resume).  This causes both delays and significant overhead and LEA costs.  Also, in the current political environment, ALL aspects of the interception must be suspended when the target roams outside the jurisdiction (Voice, VoIP, SMS/Text, data, etc.), independent of where the service is processed ( E.g., S8HR home (in country) processing ).

It is important to note that the Canadian requirement is not so much about stopping interception per se, but ceasing delivery to the LEA.  This is even more important when multiple LEAs may be intercepting the same target but with different warrants with different scopes regarding jurisdictions.

The US DoJ (via OTD) have made some significant contributions in 3GPP SA3-LI (specifically in 33.106 and 33.107) on advancing the concept of a “toggle” to mark an intercept as being able to support outgoing roamers or not.  However, this work appears to be specific to VoIP (VoLTE) only, and has yet to have any implementation details.  And, it is not clear if these implementation details fit within the 33.107/33.108 frameworks.

Within ETSI, TS 103 120 (Lawful Interception (LI)); Interface for warrant information) for the HI-1 interface includes the concept (task) to “suspend” an intercept from the LEA to the CSP.  ETSI DTS 103 221 (Lawful Interception (LI); Internal interface X1, draft) is really only focused on what 3GPP refers to as the X1_1 (ADMF to IAP/PoI/ICE) interface, and does not currently address the 3GPP X1_2 (ADMF to IRI DF(mf)) or the 3GPP X1_3 (ADMF to CC DF(mf)) interfaces.  (See Figure 1 below.)  Also DTS 103 221 explicitly does not support Suspend/Resume but more a deactivate/(re)activate approach.







Figure 1, 3GPP 33.107 genericised reference architectural model

Discussion

There are (at least) three issues at play here: 

· how to signal/control the concept of a suspend and subsequent resume (or cancel); 

· what network functions are responsible for supporting suspend and resume; and 

· how to detect that a target has roamed out of jurisdiction.  (This  being a more fundamental/challenging is saved for last because it’s much more speculative.)

For signalling, as noted, ETSI TS 103 120 already supports the concept of “suspend” from the LEA to the CSP (ADMF).  Though this could just as easily be a simple phone call and/or secure fax, etc.  The key aspect is that this request lands at the CSP’s ADMF.

So once the suspend order is received/acknowledged/authorised at the ADMF, what happens to implement the suspend (and/or subsequent resume)?

There are two intercept delivery models regarding fan out (multiple LEAs intercepting the same target) that need to be addressed.  One is that the IAP/PoI (ICE in 3GPP parlance) can support multiple intercepts for the same target and can therefore fan-out (and filter as per warrant) to multiple DF(mf)s, The second is that the DF(mf) handles the filtering and fan-out. 

Given support of both models is required, the current assertion is that the ADMF maintains the details of a specific intercept and instructs the IAP/PoI and/or DF(mf) to turn down (suspend) an intercept with the ability to resume/restart said intercept without massive reprogramming.  Furthermore, given the need to support multiple, simultaneous but of different scope, intercepts for the same target the DF(mf) is probably the best place to implement the suspend/resume.

So assuming buy in that the DF(mf) is the right function for implementing suspend/resume with the ADMF as the control function, then the question is how to signal said control?

Again as stated above the current ETSI DTS 103 221 (X1 i/f) does not address the 3GPP concepts of X1_2 and X1_3 interfaces.  If we want to automate this suspend/resume concept this will need to be addressed.

And now for the really tricky bit: how to detect that the target has roamed out of the jurisdiction.  Roaming to a foreign cell site is relatively easy to detect (serving system change, etc.).  But there are edge/corner cases where the target has crossed the border but remains attached to the home TSP (HPLN), and where the target specifically roams to a foreign (out of jurisdiction) VPLN while physically remaining in country.  The only thought on these cases is that the capabilities of LCS (using UE/target GPS) is overlaid with detailed jurisdictional maps.  Huge costs to implement!  (Luckily these borders don’t move around much.)

Conclusions

· There is a fundamental need to reduce LI over collection for out-bound roamers based on National and/or per warrant requirements

· There is a need to reduce costs and hence automate the ability to implement a “suspend and resume” toggle concept within LI standards

· The ADMF is probably the right control function to maintain interception details for suspend/resume tasks; and handle audits/status reports

· The DF(mf) is probably the right place to implement a suspend/resume toggle as to just turn off buffering and delivery of IRI & CC to specific LEAs when an intercept is suspended

· Need a means for the ADMF to control the IRI and CC DF(mf)s (via X1_2 & X1_3)

Recommendations

· Further detail the architecture and protocols for implementing the out-bound roamer toggle concept

· Advance the X1_2 and X1_3 protocols as derivatives of the ETSI DTS 103 221 (X1_1) interface and protocol.

R.C.Taylor
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