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Abstract of the contribution: This contribution analyses the S8HR approach with respect to N9HR and considers whether better use can be made of existing 5G LI functionality (such as triggering interfaces). As part of this, it asks the meeting to consider a functional decomposition of the LMISF and related reference points.
Context
If N9HR follows S8HR, it will have roughly the following scheme:

1. The BBIFF-C is told (via LI_Xib) to notify the LMISF every time something happens with a PDU session to N9HR DNN to the LMISF. 

2. The BBIFF-C duly informs the LMISF over LI_Xib when such things happen.

3. The BBIFF-C also instructs the BBIFF-U (via LI_BBF) to forward all PDU sessions carrying IMS SIP to the LMISF (via LI_Xia).

4. The BBIFF-U forwards all IMS SIP packets to the LMISF over LI_Xia

5. The LMISF builds up IMS call state and stores it for all sessions. It detects IMS sessions of interest based on targeting information received from the LIPF over LI_X1.
6.  When needed, it triggers the BBIFF-C to tell it that a session containing IMS RTP should be targeted. The BBIFF-C then instructs the BBIFF-U to forward packets containing RTP for that session to the LMISF.

7. The LMISF emits xIRI towards to MDF2, and mediates the RTP packets into sensible-looking xCC towards the MDF3.

Questions

We invite the meeting to consider the following with regards to this process:

1. The BBIFF-C is told (via LI_Xib) to notify the LMISF every time something happens with a PDU session to N9HR DNN to the LMISF. 
2. The BBIFF-C duly informs the LMISF over LI_Xib when such things happen.
LI_Xib is a kind of weird hybrid. It carries tasking in one direction, and information about PDU sessions in the other. Can we separate these two concerns into two separate interfaces / reference points? This makes it easier to re-use existing protocols when realising them (e.g. something like X1 for tasking, something like the existing SMF xIRI for the information returned).

The metadata-carrying interface clearly needs to go from the BBIFF-C to the LMISF. It is less clear why the tasking interface needs to go from the LMISF. Could this be done directly by the LIPF, since the BBIFF-C already has an inbound LI_X1 interface? The LIPF is the thing that knows where the SMFs are, and would otherwise have to provide this information to the LMISFs somehow.
3. The BBIFF-C also instructs the BBIFF-U (via LI_BBF) to forward all PDU sessions carrying IMS SIP to the LMISF (via LI_Xia).
Is it expected that N4 is used to realise this interface? Are there alternatives (e.g. the LMISF triggers the BBIFF-U directly, since it has knowledge of every PDU session, or the LIPF establishes some sort of static rule)?

4. The BBIFF-U forwards all IMS SIP packets to the LMISF over LI_Xia
LI_Xia is currently used to carry both SIP and RTP. These are separate concerns, and so we propose that the interfaces are separated. Apart from being clearer, it also allows a functional decomposition of the LMISF into SIP-handling and RTP-handling parts (see below).  

5. The LMISF builds up IMS call state and stores it for all sessions. It detects IMS sessions of interest based on targeting information received from the LIPF over LI_X1.
6.  When needed, it triggers the BBIFF-C to tell it that a session containing IMS RTP should be targeted. The BBIFF-C then instructs the BBIFF-U to forward packets containing RTP for that session to the LMISF.
Why does the tasking instruction have to pass via the BBIFF-C? The UPF is already required to have an interception capability that can be triggered to do what is required. Why not have the BBIFF-U triggered directly by the LMISF? 

7. The LMISF emits xIRI towards to MDF2, and mediates the RTP packets into sensible-looking xCC towards the MDF3.

As discussed above, the LMISF appears to be doing two related but separate things. The SIP-related functions (reconstructing call state, triggering on target sessions and creating xIRI) could be considered separately from the RTP-related functions (mediating the RTP from the BBIFF-U into xCC). Can we decompose the LMISF into two separate functions on this basis? This would allow the SIP- and RTP-handling parts to be implemented separately, which allows for more varied scaling and deployment options (perhaps the SIP-handling part could be in an SMF, while the RTP-handling part could be in the MDF3). It may require an interface between them, but given that this only needs to provide information required to correlate PDU sessions and RTP streams with the correct xIRI, it seems likely that this could be easily realised using existing triggering protocols.
Proposed Text for TS 33.127
The following text is provided as a proposal for the N9HR section of TS 33.127. It is based heavily on previous contributions by Nokia (primarily s3i190522), but with modifications to show what would happen if we adopted the proposals above. It also attempts to improve the readability of the text.

7.4.z.3
N9HR LI
7.4.z.3.1
Background
When N9HR is used, all IMS functions reside in the HPLMN. National regulations may still require the VPLMN to have the capabilities to perform the lawful interception of voice services involving the inbound roaming targets. The LI capabilities provided in the VPLMN with N9HR approach as the roaming architecture shall be to the same extent as the LI capabilities provided in the VPLMN with LBO approach as the roaming architecture.

Within the VPLMN with N9HR, the IMS signalling messages and media packets are carried over the GTP tunnel that corresponds to the PDU session established for the UE for IMS based services. The IMS signalling packets and the media packets are on separate Quality of Service (QoS) Flows with specific 5QI values.  
7.4.z.3.2
LI Architecture

To provide LI for voice services in the VPLMN with N9HR, LI-specific functions are introduced to examine the packets that flow through the VPLMN’s packet core network functions (i.e. UPF) and generate IRI and CC when the communication involves an inbound roaming target. 
N9HR requires that the VPLMN LI functions are able to inspect and interpret IMS signalling and media messages traversing the VPLMN’s network. As a result, N9HR LI requires the following conditions to be met:

· IMS signalling messages and the media packets are not encrypted at UPF
· a Data Network Name (DNN) can be identified as being used for N9HR and therefore such DNN can be used to identify that PDU sessions are used for inbound roamers with N9HR.

The figure 7.4.z3-1 shown below illustrates the architecture for N9HR LI 
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Figure 7.4.z3-1: LI architecture for N9HR LI 
The LI specific functions and interfaces introduced to support N9HR LI shown in figure 7.4-z3-1 are listed below: 

· LMISF-SIP (LI Mirror IMS State Function – SIP): Mirrors the IMS state function for LI purposes. Triggers the BBIFF-U to intercept PDU sessions containing targeted RTP media. Sends xIRI to the MDF2.

· LMISF-RTP (LI Mirror State Function – RTP): Receives packets containing RTP media for targets sessions from the BBIFF-U and mediates them into xCC to be sent on to the MDF3.

· BBIFF-C (Bearer Binding Intercept and Forward Function – Control plane): Binds the IMS signalling and media to the LMISF for interception purposes. Notifies the LMISF of all PDU sessions containing IMS SIP signalling. Located in the SMF.
· BBIFF-U (Bearer Binding Intercept and Forward Function – User plane): Binds the IMS signalling and media to the LMISF for interception purposes. Forwards all packets containing IMS signalling for all inbound roaming UEs using the N9HR DNN to the LMISF. Forwards packets containing RTP media for targeted IMS sessions to the LMISF. Located in the UPF.
NOTE 1: The present document assumes one LMISF per VPLMN for a given N9HR DNN.  

The reference points between these functions are defined as follows:

· LI_Xib: Used by the BBIFF-C to notify the LMISF when PDU sessions for inbound roaming UEs with the N9HR DNN are created, modified or deleted.

· LI_Tia: Used by the LMISF to trigger interception at the BBIFF-U of PDU sessions containing RTP media for LI targets.

· LI_Xia (SIP): Used to forward packets containing IMS SIP signalling from the BBIFF-U to the LMISF. 

· LI_Xia (RTP): Used to forward packets containing targeted RTP media from the BBIFF-U to the LMISF.
7.4.z.3.3
N9HR LI Process

The following steps happen for all inbound roaming UEs irrespective of those UEs are associated with a target or not:
· The LIPF instructs the BBIFF-C to notify the LMISF whenever a PDU session is created, modified, or deleted for inbounding roaming UEs with N9HR DNN. The instructions are passed across the LI_X1
· The BBIFF-C notifies the LMISF-SIP whenever it detects that a PDU session is created, modified, or deleted for inbound roaming UEs with N9HR DNN. The UE location information is included in such notifications. The notifications are carried over LI_Xib.
· The LMISF instructs the BBIFF-U to deliver the IMS signalling related user plane packets from that PDU session to the LMISF. The IMS signalling related user plane packets within the PDU session have a dedicated QoS flow and can be identified with a specific 5QI value. The instructions are carried over LI_Tia.
· BBIFF-U delivers the IMS signalling related user plane packets from that PDU session to the LMISF using the LI_Xia(SIP) interface. 

The LMISF uses the SIP signalling received from the BBIFF-U to reconstruct the IMS state for all inbound roamers using the N9HR DNN. The LMISF stores this together with the SIP messages in order to facilitate mid-call interception.

The following steps are then performed for LI targets: 

· The LIPF provisions the LMISF, MDF2 and MDF3 with the relevant target identifiers.   
· When the LMISF detects an IMS session for an LI target, it generates xIRI and delivers it to the MDF2 over LI_X2 interface. The LMISF includes the location information provided to it by the BBIFF-C for that session.
· If the LMISF has been instructed that the session requires CC interception, it triggers the BBIFF-U to intercept the packets containing the RTP media. The triggering message is carried over LI_Tia.   

· The BBIFF-U intercepts the IMS packets containing the targeted RTP media and delivers them to the LMISF. The IMS packets containing the RTP media have a dedicated QoS flow and can be identified with a specific 5QI value. The packets are delivered over LI_Xia(RTP)
· The LMISF receives the intercepted packets containing the RTP media, generates xCC from them and delivers the xCC to the MDF3 over LI_X3.
· When interception for a given target ceases, the LMISF instructs the BBIFF-U to cease interception using the LI_Tia interface. If the 
The following two are optional steps performed for intercepted sessions with CC interception: 

· Upon identifying that all IMS sessions for a target UE have ended, the LMISF instructs (over LI_Xib interface) the BBIFF-C present in the SMF with the PDU session information to stop the delivery of  IMS media related user plane packets from the indicated PDU session to it (i.e. LMISF).   

· BBIFF-C present in the SMF instructs (over LI_BBI) the BBIFF-U present in the UPF  to stop the delivery of  the IMS media related user plane packets from the indicated PDU session.      
NOTE 5: The reason the above steps are optional is because when all IMS sessions for a target UE are  released, the PDU session will be modified to delete the IMS media related QoS Flow and hence, the BBIFF-U would automatically stop the delivery of the associated user plane packets. 
NOTE 6: When a target UE is involved in more than one IMS session, the release of an IMS session will not result in BBIFF-U stop delivering the IMS media related user plane packets since the IMS media related QoS Flow may still be active within the PDU session. 

The LMISF stores the IMS signalling messages received from the BBIFF-U for a potential future LI activation (i.e. mid-call interception). Furthermore, the xCC generated from the IMS media related user plane packets may be associated with different session-legs, and hence, may have different correlation numbers. 
7.4.z.3.4
Target identifiers 
 
The target identifiers used for N9HR LI are same as the identifiers used for IMS sessions in the VPLMN with LBO as the roaming architecture. See clause 7.4.x2 for further details. 
7.4.z.3.5
Target identification 
 

Depending on the session direction, different SIP parameters are used to identify the target.  The SIP parameters used to identify the target can be different from the SIP parameters used to identify a target at the P-CSCF (with LBO as the roaming architecture). 

Further details on the use of SIP parameters in identifying a target is described in TS 33.128 [15]. 

7.4.z.3.6
IRI
7.4.z.3.6.1
IRI events

The IRI events for N9HR LI are the same as those defined for IMS sessions in the VPLMN with LBO as the roaming architecture. See 7.4.y1.2 for details. 

7.4.z.3.6.2
IRI parameters

The IRI parameters for N9HR are the same as those defined for IMS sessions in the VPLMN with LBO as the roaming architecture. See 7.4.y1.3 and 7.4.y1.4 for details.

7.4.z.3.7
CC

7.4.z.2.7.1
CC parameters

The CC parameters defined for N9HR are the same as those defined for IMS sessions in the VPLMN with LBO as the roaming architecture. See 7.4.y2.3 for details.

7.4.z.2.8
Correlation of xCC and xIRI

The LMISF assigns the correlation number for an IMS session and uses the same correlation number in the associated xIRI and xCC. 
7.4.z.2.9
N9HR LI and Target UE Mobility 

During a session that involves the target UE, the SMF and UPF involved in the session may change. This requires that the BBIFF-C and BBIFF-U also change. Lawful interception of voice calls involving a target shall continue when such a relocation of SMF or UPF happens. The xIRI and xCC delivered before and after the relocation shall be correlated. 

To support the continued interception of IMS sessions, the BBIFF-C in the new SMF shall include an indication in the PDU session related notification to inform the LMISF that a BBIFF relocation has occurred. 

The LMISF provides the following functions to support the continued and correlated interception for the CC:  

-
When a notification is received from the BBIFF-C (over the LI_Xib interface) indicating that a PDU session is created due to SMF/UPF relocation, the LMISF shall examine to see whether the PDU session is associated with an IMS session that is being intercepted. 

-
If the PDU session is associated with an intercepted IMS session, the LMISF shall examine to see whether the intercepted IMS session requires CC interception. 

-
If the intercepted IMS session requires CC interception, the LMISF shall trigger the BBIFF-U to intercept and deliver the IMS media related user packets from that PDU session to the LMISF.     
Further handling of CC interception is as defined in 7.4.z3.3.   
NOTE: 
The LMISF should not disrupt the ongoing interception if a notification releated to a PDU session deletion is received from the old BBIFF-C. 
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