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DISCUSSION
One of the tasks of Release 16 activities is to port the normative text from TS 33.107 to TS 33.127 and port the informative text from TS 33.107 to TS 33.929. 
With respect to IMS LI, the TS 33.107 (see S3i190312), has the following clauses: 
· Clause 4 (figure 1d, figure 1f, figure 1g, figure 1i)

· Clause 5 (provisioning aspects)

· Clause 7A (IRI)

· Clause 11 (IMS conferencing)

· Clause 15 (IMS VoIP)

· Annex C ( call flows – informative)

· Annex D (call flows – informative)

· Annex E (scenarios – informative)

· Annex F (call flows – informative)

· Annex I (non-Local ID – informative)

· Annex J (S8HR LI – informative). 

During the SA3 LI#74 meeting, the normative text for IMS LI was added to TS 33.127 with provisions to have updates as it may become in the future. Regarding the informative annexes, the Annex E, Annex F, Annex I and annex J may have to be ported to TR 33.929.  Annex J, however, is not exactly IMS related – it is S8HR LI related informative annex. 
The Annex to this document contains the cut and paste of those annexes referenced above for information. The pCRs S3i190619, S3i190620, S3i190621, and S3i190624 attempt to port a few of the diagrams from  Annex E in a different style as it was felt that changes were required anyway to the diagrams of Annex E to have alignment with TS 33.127 terminologies.  The following is an example of how the new architecture diagram (proposed to TR 33.929) looks like as compared to the architecture diagram of TS 33.107 (Annex E). Moreover, the Annex E diagrams do not show all the IMS NFs involved in the session setup. 
However, porting the diagrams in the Annex E style can still be an option. 

One example comparing different styles of an architecture diagram (target originated session)

Approach A: Architecture diagram of Annex E of TS 33.107: 

Originating Call from the Target with CC Interception at the IMS-AGW

Figure provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target originates a call with IMS-AGW providing the CC interception.
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Figure: VoIP lawful interception for an originating call with CC interception at the IMS-AGW

The cloud shown with the label "voice services" is to indicate that the target is making a voice call and the called party can be within the same CSP's network or in another CSP's network.

Figure E.4 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure E.4). The CC interception is done at the IMS-AGW. The P-CSCF sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI, TEL URI or IMEI).

Approach B: Corresponding diagram proposed in S3i190624: 
What has changed in the new style? 

· All IMS NFs are shown. 

· Session progress is shown with the sequence number. 

· TS 33.127 terminologies are used to LI functions and LI interfaces. 

· LI provisioning aspects are not shown (as they are independent of the session scenario). 
Originating Session – Party A (target) calls Party B
The figure X-z1 shows a scenario where Party A calls Party B and Party A happens to be the target. 
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Figure: Party A (target) calls Party B

As shown in figure X-z1, only the network functions that handle the A-side of the session are involved in handling the LI functions. The IRI-POI present in the S-CSCF accesses the SIP messages and generates the required xIRI. The CC-TF present in the P-CSCF triggers the CC-POI present in the IMS-AGW for the xCC. The CC-POI present in the IMS-AGW generates the xCC. 

The MDF2 generates the IRI messages from the xIRI and delivers the same to the LEMF. The MDF3 generates the CC from the received xCC and delivers the same to the LEMF. 

The details of the above LI functions and the interfaces are described in TS 33.127 [3] and TS 33.128 [4]. 

ATIS-0700005 styles

Approach C: Signalling flow (no media part): 

IMS to IMS Call

In the scenario, the intercept subject (an IMS user) originates a call to another IMS user (associate).  
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Figure: IMS Originating Call (No Roaming) - IMS to IMS Call
Approach D: Another style in ATIS-0700005:
Call Origination

The Figure illustrates a case where an Intercept Subject (Party-A) originates the call.  The called party is Party-B.
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Figure:  Call Origination – CC Interception at IP-CAN or IMS-AGW

The CII interception is done at the S-CSCF that serves the Intercept Subject.  The CC interception is done at the IP-CAN (P-GW or GGSN) or IMS-AGW associated with the Intercept Subject, depending on the deployment option. For example, if a network has not deployed an IMS-AGW, then the CC interception is done at the IP-CAN. If a network has an IMS-AGW deployed, then the CC interception can be done at the IMS-AGW.

The P-CSCF that serves the Intercept Subject dynamically triggers the CC interception at the IP-CAN or IMS-AGW associated with the intercept subject.

One example comparing call flow (target originated session)

Approach 1: Call flow-diagrams (in annex F) of TS 33.107: 

Target Originated Call - Target (Party_A) Calls Party_B
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Figure F.1: Target originated call - target calls Party_B

Approach 2: Proposed call flow to TR 33.929: 
What has changed in the new style of the call flow?
· DF2 is changed to MDF2,  DF3 is changed to MDF3 and MF/DF is changed to MDF.

· LEA is changed LEMF. 

· CC-POI (small box) attached next to IMS-AGW.

· CC-TF (small box) is attached next to P-CSCF.

· IRI-POI is attached to next to S-CSCF. 

· The special steps are shown to identify the triggering for CC interception. 

· Small blue boxes (inferring LI specific function) around the steps that perform the interception. 

· xIRI is added to the line from IRI-POI to MDF2 (previously, it was unnamed) and IRI is added to the label to the line from MDF2 to LEMF.

· xCC is added to the line from CC-POI to MDF3 & CC is added to the label of the line from MDF3 to LEMF. 
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PROPSAL
Draw the architecture diagram (topology diagram) as shown for the TR 33.929 style (approach B). 
Draw the call flow diagram as shown for the TR 33.929 (approach 1). 
***** Annex to this document *****

 Cut and Paste from TS 33.107 

Annex E (Informative):
IMS-based VoIP Lawful Interception call scenarios

E.1
Overview

This informative annex provides the examples of call scenarios that illustrate the interception and delivery of CC interception for an IMS-based VoIP call.
E.2
Background

One of the use-cases of IMS-based VoIP service is VoLTE. The term "VoLTE" is used to refer to an IMS-based VoIP service when EPS (see TS 23.401 [22]) happens to be the access network. When EPS is not the access network, the lawful interception capabilities defined in this informative annex applies for any IMS-based VoIP service with the presumption that in those cases the media on the target's access goes through an IMS-AGW (see TS 29.334 [42]) or a PDN-GW (see TS 23.401 [22] and TS 23.402 [23]) or a GGSN (UMTS network).

NOTE 1:
Void.

Even with the EPS-based access network, the media might still go through the IMS-AGW. And, in this case, a VoLTE shall be treated very similar to any other VoIP service.

Furthermore, it is presumed that an inter-CSP call enters or leaves an IMS network via an IBCF/TrGW or an MGCF/IM-MGW depending on whether the inter-working CSP network is an IMS-based network or a CS-based network (see TS 23.228 [43]). Also, for an IMS roaming scenario, it is presumed that the signalling and media enters or leaves the home CSP through the IBCF/TrGW.

The figure E.1 illustrates the VoIP configuration considered for the lawful interception capabilities defined in this clause:
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Figure E.1: IMS-based VoIP Configuration
NOTE 2:
The configuration scenario where the media does not go through the GGSN, or PDN-GW or the IMS-AGW is outside the scope of this document.

NOTE 3:
Void.

In the remaining part of this informative annex, the PDN-GW/GGSN are shown in one box and is to be read as either the GGSN (UMTS) or the PDN-GW (EPS).

In figure E.1, the term "media node" is used to denote the network node present on media path and the term "signalling node" is used to denote the network node present on the signalling path.

The general concepts of VoIP LI is shown in figure E.2
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Figure E.2: General Principles of VoIP Interception

In clause 15, the SIP signalling nodes provide signalling information to the CC Interception Triggering Function. The CC Interception Triggering Function triggers the CC interception at a media node that implements the CC Intercept Function.

The following functional elements provide the CC Intercept Function in the example call scenarios:
-
PDN-GW/GGSN;

-
IMS-AGW;

-
TrGW;

-
IM-MGW

-
MRF.

The following functional elements provide the signalling to the CC Intercept Triggering Function:

-
P-CSCF for PDN-GW/GGSN and IMS-AGW;

-
IBCF for TrGW;

-
MGCF for IM-MGW

-
S-CSCF for MRF.

At any given time, for a specific target and for any given call, only one functional element is required to provide the CC interception. The functional element that provides the CC interception may vary, primarily, based on the CSP network implementation and the call scenario.

E.3
Originating Call from the Target with CC Interception at the PDN-GW/GGSN
E.3.0
General

Figure E.3 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target originates a call with PDN-GW (or GGSN) providing the CC interception.
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Figure E.3: VoIP lawful interception for an originating call with CC interception at the PDN-GW/GGSN

The cloud shown with the label "voice services" is to indicate that the target is making a voice call and the called party can be within the same CSP's network or in another CSP's network.

Figure E.3 shows that the IRI interception is done at S-CSCF or AS. However, as specified in clause 7A, the IRI interception can also be done at the P-CSCF (not shown in figure E.3). The CC interception is done at the PDN-GW/GGSN. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.

NOTE 4:
PCRF is defined in TS 23.203 [44].

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI, TEL URI or IMEI).

E.3.1
Originating Call from the Target with CC Interception at the MRF

Figure E.3.1 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC when a target originates a call with an MRF providing the CC interception. The S-CSCF provides the CC Interception Triggering Function for the MRF.
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Figure E.3.1: VoIP lawful interception for an originating call with CC interception at the MRF
The cloud shown with the label "voice services" indicates that the target is making a voice call and the called party can be within the same CSP's network or in another CSP's network.

IRI interception is done at the S-CSCF. The CC interception is done at an MRF that functions as the CC ICE.

The MRF is deployed in a network configuration with an IP border access controller that serves to hide the presence of the MRF. The IP access border controller supports IP-level topology hiding for any voice media streams. Specifically, the border gateway supports NAT functionality; always presents its own IP address to the user; prevents ICMP Ping & ICMP Traceroute requests from being forwarded across the gateway; and, resets TTL field in the IP header.
NOTE 3.1:
MRF is defined in TS 23.228 [43].

The ADF activates interception at the S-CSCF for IRI interception and CC interception using the same target identity (SIP URI, TEL URI or IMEI). The S-CSCF dynamically triggers CC interception at the MRF for the call.

E.4
Originating Call from the Target with CC Interception at the IMS-AGW

Figure E.4 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target originates a call with IMS-AGW providing the CC interception.
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Figure E.4: VoIP lawful interception for an originating call with CC interception at the IMS-AGW

The cloud shown with the label "voice services" is to indicate that the target is making a voice call and the called party can be within the same CSP's network or in another CSP's network.

Figure E.4 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure E.4). The CC interception is done at the IMS-AGW. The P-CSCF sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI, TEL URI or IMEI).

E.5
Terminating Call to the Target with CC Interception at the PDN-GW/GGSN
E.5.0
General

Figure E.5 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with PDN-GW/GGSN providing the CC interception.

[image: image12.emf]PDN-GW/GGSN

P-CSCF

S-CSCF/AS

Target’s 

UE

ADMF

Mediation

Function

Delivery 

Function 2

Mediation

Function

Delivery 

Function 3

Mediation

Function

HI1

HI3 HI2

X1_1

X1_3

X1_2

X2 X3

Voice Services

LEMF

PCRF

Calling Party

SIP

Voice Media

SIP

SIP

Voice Media


Figure E.5: VoIP lawful interception for a terminating call with CC interception at the PDN-GW/GGSN

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.5 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure Z.5). The CC interception is done at the PDN-GW/GGSN. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI, TEL URI or IMEI).

E.5.1
Terminating Call to the Target with CC Interception at the MRF

Figure E.5.1 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC when the target receives an incoming call with an MRF providing the CC interception. The S-CSCF provides the CC Interception Triggering Function for the MRF.

The MRF is deployed in a network configuration with an IP border access controller that serves to hide the presence of the MRF. The IP access border controller supports IP-level topology hiding for any voice media streams. Specifically, the border gateway supports NAT functionality; always presents its own IP address to the user; prevents ICMP Ping & ICMP Traceroute requests from being forwarded across the gateway; and, resets TTL field in the IP header.
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Figure E.5.1: VoIP lawful interception for a terminating call with CC interception at the MRF
The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the figure.

IRI interception is done at the S-CSCF. The CC interception is done at an MRF that functions as the CC ICE.

The ADMF activates interception at the S-CSCF for IRI interception and CC interception using the same target identity (SIP URI, TEL URI or IMEI). The S-CSCF dynamically triggers CC interception at the MRF for the call.

E.6
Terminating Call to the Target with CC Interception at the IMS-AGW

Figure E.6 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with IMS-AGW providing the CC interception.
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Figure E.6: VoIP lawful interception for a terminating call with CC interception at the IMS-AGW

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.6 shows that the IRI interception is done at S-CSCF or AS. However, as specified in 7A, the IRI interception can also be done at the P-CSCF (not shown in figure E.6). The CC interception is done at the IMS-AGW. The P-CSCF sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI, TEL URI or IMEI).

E.7
Intra-CSP Forwarded Call with CC Interception at the PDN-GW/GGSN
E.7.0
General

Figure E.7 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with PDN-GW/GGSN providing the CC interception and the call is forwarded to another IMS subscriber within the CSP's network.
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Figure E.7: VoIP lawful interception for an intra-CSP forwarded call with CC interception at the PDN-GW/GGSN

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target and to the forwarded-to-party are not shown for simplification of the drawing.

Figure E.7 shows that the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. The CC interception is done at the PDN-GW/GGSN. The P-CSCF (that provides the proxy functions to the forwarded-to-party) sends the CC intercept trigger to the PDN-GW/GGSN.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

E.7.1
Intra-CSP Forwarded Call with CC Interception at the MRF
Figure E.7.1 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with the MRF providing the CC interception and the call is forwarded to another IMS subscriber within the CSP's network. The S-CSCF provides the CC Interception Triggering Function for the MRF.

The MRF is deployed in a network configuration with an IP border access controller that serves to hide the presence of the MRF. The IP access border controller supports IP-level topology hiding for any voice media streams. Specifically, the border gateway supports NAT functionality; always presents its own IP address to the user; prevents ICMP Ping & ICMP Traceroute requests from being forwarded across the gateway; and, resets TTL field in the IP header.
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Figure E.7.1: VoIP lawful interception for an intra-CSP forwarded call with CC interception at the MRF

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as P-CSCF, IMS-AGW, HSS involved in the handling of an incoming call to the target and to the forwarded-to-party are not shown for simplification of the drawing.

Figure E.7.1 shows that the IRI interception is done at S-CSCF. The CC interception is done at the MRF that functions as the CC ICE.

The ADMF activates interception at the S-CSCF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI). The S-CSCF dynamically activates CC interception at the MRF.

E.8
Intra-CSP Forwarded Call with CC Interception at the IMS-AGW
Figure E.8 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call with IMS-AGW providing the CC interception and the call is forwarded to another IMS subscriber within the CSP's network.
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Figure E.8: VoIP lawful interception for an intra-CSP forwarded call with CC interception at the IMS-AGW

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target and to the forwarded-to-party are not shown for simplification of the drawing.

Figure E.8 shows that the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. The CC interception is done at the IMS-AGW. The P-CSCF (that provides the proxy functions to the forwarded-to-party) sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

E.9
Inter-CSP Forwarded Call to a CS Domain
Figure E.9 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call and the call is forwarded to a subscriber on the CS domain of another CSP's network.
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Figure E.9: VoIP lawful interception for an inter-CSP forwarded call to a CS Domain

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.9 shows that the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. The CC interception is done at the IM-MGW. The MGCF sends the CC intercept trigger to the IM-MGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

E.10
Inter-CSP Forwarded Call to an IMS Domain
Figure E.10 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target receives an incoming call and the call is forwarded to a subscriber on the IMS domain of another CSP's network.
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Figure E.10: VoIP lawful interception for an inter-CSP forwarded call to an IMS Domain

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.10 shows that the IRI interception is done at S-CSCF or AS. In this scenario, the IRI interception cannot occur in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. The CC interception is done at the TrGW. IBCF sends the CC intercept trigger to the TrGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

E.11
Originating Call from the Target with IMS Roaming
Figure E.11 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target originates a call with IMS roaming.
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Figure E.11: VoIP lawful interception for an originating call with IMS Roaming

The cloud shown with the label "voice services" is to indicate that the target is making a voice call and the called party can be within the same CSP's network or in another CSP's network.

Figure E.11 shows that the IRI interception is done at S-CSCF or AS. The IRI interception at the P-CSCF does not apply to this configuration due to the fact that the P-CSCF resides at the visited CSP as a result of IMS roaming. The CC interception is done at the TrGW. The I-BCF sends the CC intercept trigger to the TrGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI, TEL URI or IMEI).

NOTE:
The above is the case where optimal media routing is not employed. In the case where the optimal media routing is employed, the CC does not come to the TrGW.

E.12
Terminating Call to the Target with IMS Roaming
Figure E.12 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when a target with IMS roaming receives an incoming call.
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Figure E.12: VoIP lawful interception for a terminating call with IMS Roaming

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.12 shows that the IRI interception is done at S-CSCF or AS. The IRI interception at the P-CSCF does not apply to this configuration due to the fact that the P-CSCF resides at the visited CSP as a result of IMS roaming. The CC interception is done at the TrGW. The I-BCF sends the CC intercept trigger to the TrGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI, or TEL URI or IMEI).

E.13
Intra-CSP Forwarded Call with IMS Roaming
Figure E.13 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC, when an incoming call to a target gets forwarded to another subscriber who is IMS roaming. The target may or may not be IMS roaming.
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Figure E.13: VoIP lawful interception for an intra-CSP forwarded call with IMS Roaming

The cloud shown with the label "voice services" is to indicate that the target is receiving an incoming voice call and the calling party can be within the same CSP's network or in another CSP's network. The network nodes such as I-CSCF, HSS involved in the handling of an incoming call to the target are not shown for simplification of the drawing.

Figure E.13 shows that the IRI interception is done at S-CSCF or AS of the target. In this scenario, the IRI interception cannot occur in the P-CSCF since the P-CSCF that provides the proxy functions to the target is not on the signalling path. Since the forwarded-to-party is IMS roaming, the CC interception is done at the TrGW. IBCF sends the CC intercept trigger to the TrGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

NOTE 5:
Void.

If the target is IMS roaming, but not the forwarded-to-party, then the CC interception for an intra-CSP forwarded call is done at the PDN-GW/GGSN (as illustrated in Z.9) or IMS-AGW (as illustrated in Z.8).

E.14
Lawful interception in the VPLMN with IMS roaming

E.14.1
Local Breakout (LBO) with P-CSCF in VPLMN
E.14.1.1
General

This clause illustrates a few scenarios of lawful interception functions in the VPLMN for inbound roaming targets. The LI functions described address the IMS roaming scenarios. Local Breakout (LBO), roaming architecture used for VoLTE, is an example of IMS roaming.
E.14.1.2
Originating call from an Inbound Roaming Target with CC Interception at the PDN-GW/GGSN
Figure E.14 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC in the VPLMN, when an inbound roaming target originates a call with PDN-GW (or GGSN) providing the CC interception.
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Figure E.14:VoIP lawful interception in VPLMN for an originating call with IMS Roaming with CC interception at the PDN-GW/GGSN

The routing of call to the called party can vary based on the CSP policy and the network that serves the called party. The cloud shown with the label "voice services" is to indicate that the inbound roaming target is making a voice call and the called party can be within the same VPLMN, or at the HPLMN or served by another CSP's network. At the Egress point, an IBCF/TrGW is shown. There can be other scenarios where different network nodes (e.g., TRF, MGCF, IM-MGW) can be present. However, lawful interception of an inbound roaming target in the VPLMN is independent of topology that involves such network nodes.

Figure E.14 shows that the IRI interception is done at P-CSCF. The CC interception is done at the PDN-GW/GGSN. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

Local Breakout (LBO) as a roaming architecture used for VoLTE is one of the examples of IMS roaming. Several call routing scenarios can happen with LBO. However, the lawful interception in the VPLMN is independent of all those call scenarios.

E.14.1.3
Originating Call from an Inbound Roaming Target with CC Interception at the IMS-AGW
Figure E.15 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC in the VPLMN, when an inbound roaming target originates a call with IMS-AGW providing the CC interception.
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Figure E.15: VoIP lawful interception in VPLMN for an originating call with IMS Roaming with CC interception at the IMS-AGW

The routing of call to the called party can vary based on the CSP policy and the network that serves the called party. The cloud shown with the label "voice services" is to indicate that the inbound roaming target is making a voice call and the called party can be within the same VPLMN, or at the HPLMN or served by another CSP's network. At the Egress point, an IBCF/TrGW is shown. There can be other scenarios where different network nodes (e.g., TRF, MGCF, IM-MGW) can be present. However, lawful interception of an inbound roaming target in the VPLMN is independent of topology that involves such network nodes.

Figure E.15 shows that the IRI interception is done at P-CSCF. The CC interception is done at the IMS-AGW. The P-CSCF sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

Local Breakout (LBO) as a roaming architecture used for VoLTE is one of the examples of IMS roaming. Several call routing scenarios can happen with LBO. However, the lawful interception in the VPLMN is independent of all those call scenarios.

E.14.1.4
Terminating Call to an Inbound Roaming Target with the CC Interception at the PDN-GW/GGSN
Figure E.16 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC in the VPLMN, when an inbound target receives an incoming call with PDN-GW (or GGSN) providing the CC interception.
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Figure E.16: VoIP lawful interception in the VPLMN for a terminating call with IMS Roaming with CC interception at the PDN-GW/GGSN

A terminating call is always routed to the VPLMN via the HPLMN of the target. The cloud shown with the label "voice services" is to indicate the calling party can be within the same VPLMN, or in the HPLMN of the target, or in another CSP's network. At the Ingress point, an IBCF/TrGW is shown. Independent of where the call has originated from, a terminating call always enters the VPLMN through the IBCF/TrGW from the HPLMN.

Figure E.16-1 shows that the IRI interception is done at P-CSCF. The CC interception is done at the PDN-GW/GGSN. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

Local Breakout (LBO) as a roaming architecture used for VoLTE is one of the examples of IMS roaming.

E.14.1.5
Terminating Call to an Inbound Roaming Target with CC Interception at the IMS-AGW
Figure E.17 provides the lawful interception architecture to illustrate the interception and delivery of IRI and CC in the VPLMN, when an inbound target receives an incoming call with IMS-AGW providing the CC interception.
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Figure E.17: VoIP lawful interception in the VPLMN for a terminating call with IMS Roaming with CC interception at the IMS-AGW

A terminating call is always routed to the VPLMN via the HPLMN of the target. The loud shown with the label "voice services" is to indicate the calling party can be within the same VPLMN, or in the HPLMN of the target, or in another CSP's network. At the Ingress point, an IBCF/TrGW is shown. Independent of where the call has originated from, a terminating call always enters the VPLMN through the IBCF/TrGW from the HPLMN.

Figure E.17 shows that the IRI interception is done at P-CSCF. The CC interception is done at the IMS-AGW. The P-CSCF sends the CC intercept trigger to the IMS-AGW.

The activation of intercept is done by the ADMF for IRI interception and CC interception using the same target identity (SIP URI or TEL URI).

Local Breakout (LBO) as a roaming architecture used for VoLTE is one of the examples of IMS roaming.

Annex F (informative):
Examples of IMS-based VoIP Lawful Interception (LI) call flows
F.1
General remarks

All the call flows illustrate that the CC delivery begins once the SDP offer and answer is completed (i.e., when the media bearer is setup). In all the call flows, the first reliable response is SIP 200 OK.

In all the call flows, the originating end of the call sends the SDP offer and terminating end gives the SDP answer. Since, the first reliable response is SIP 200 OK, the SDP answer is always given in the SIP 200 OK message.

The call flows assume that per clause 7.A, the IRI for VoIP is nothing but the delivery encapsulated SIP messages. The call flows do not show the method used for correlating the IRI with IRI and IRI with CC. It is presumed that those are stage 3 details.

All the call flows assume the presence of a Voice Application Server (shown as AS) that provides the voice services like digit translation, invoking the call forwarding, etc.

IRI in the visited CSP is intercepted by the P-CSCF and IRI in the home CSP is intercepted by the S-CSCF.

The call flows show that CC interception is done at the IP-CAN (and it should be interpreted to mean that the interception is done in the PDN-GW or GGSN depending on the packet core network), or at the TrGW or at the IM-MGW. The other possible CC interception options (e.g., IMS-AGW) are not shown.

Not all the functional elements are shown in the call flows. For example, the call flows do not show I-CSCF, HSS, PCRF.

All the call flows show a summary of SIP messages that are delivered to the LEA (not all SIP messages are shown). The term LEMF, used in some call flows, means it is an equivalent of LEA.

For each call flow, references are required to identify MMTEL service that it illustrates (for further study).

F.2
Call Originations from Target in Home CSP

F.2.0
Introduction

This clause gives 2 call flows to illustrate the call origination scenarios.

Figure F.1 illustrates the case where the Party_A (target) calls Party_B.

Figure F.2 illustrates the case where the Party_A (target) dials a special number (e.g., a speed call number or an 800-number), which is translated to Party_B by the AS.

F.2.1
Target Originated Call - Target (Party_A) Calls Party_B
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Figure F.1: Target originated call - target calls Party_B

F.2.2
Target Originated Call - Target (Party_A) dials a Special Number
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Figure F.2: Target originated call - target dials a special number

F.3
Call Terminations to Target - Home CSP

F.3.0
Introduction

This clause gives 1 call flow to illustrate the call termination scenario.

Figure F.3 illustrates the case where the Party_A calls target (Party_B).
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Figure F.3: Target receives an incoming call

F.4
Call Forwarding - Non Roaming
F.4.0
Introduction

This clause gives 4 call flows to illustrate call forwarding scenarios.

Figure F.4 illustrates the case of an intra-CSP call forwarding unconditional. Here, the Party_A calls target (Party_B). The AS determines that all incoming calls to the target have to be forwarded to Party_C served by the same CSP.

Figure F.5 illustrates the case first part of an intra-CSP call forwarding no answer. Figure F.6 illustrate the second part of an intra-CSP call forwarding no answer. Here, the Party_A calls target (Party_B). . The target does not answer and the AS determines that target has a call forwarding no answer enabled to Party_C served by the same CSP.

Figure F.7 illustrates the case of inter-CSP call forwarding unconditional. Here, the Party_A calls target (Party_B). The AS determines that all incoming calls to the target have to be forwarded to Party_C served by a different CSP.

F.4.1
Intra-CSP Call Forwarding Unconditional
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Figure F.4: Incoming call to target is forwarded within the CSP

F.4.2
Intra-CSP Call Forwarding No Answer
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Figure F.5: Incoming call to target is forwarded due to call forwarding no answer within the CSP (flow 1 of 2)


[image: image32.emf]Party_C IP-CAN

S-CSCF/

P-CSCF

S-CSCF

AS Party_A

DF3 LEA

Target Domain MF/DF

D20

DF2

INVITE Party_C

[History Info: Party_B]

[SDP]

180 Ringing 

180 Ringing

{180 Ringing}

{Call Is Being 

Forwarded}

P-CSCF

Party_B

Target

IP-

CAN

INVITE Party_C

[History Info: Party_B]

[SDP]

INVITE Party_C

[History Info: Party_B]

[SDP]

{INVITE Party-C}

181 Call Is Being 

Forwarded

181 Call Is Being 

Forwarded

180 Ringing 180 Ringing 

180 Ringing

Media 

Media 

AAA/RAA

AAR/RAR

CC

{200 OK}

{ACK}

ACK 

ACK   ACK  

200 OK

[SDP]

200 OK

[SDP]

200 OK

[SDP]

200 OK

[SDP]

200 OK

[SDP]

ACK

ACK

Call Forwarding No Answer 

Timer Expires

AAA/RAA

AAR/RAR

Forward-to-Party Domain


Figure F.6: Incoming call to target is forwarded due to call forwarding no answer within the CSP (flow 2 of 2)
F.4.3
Inter-CSP Call Forwarding Unconditional
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Figure F.7: Incoming call to target is forwarded outside the CSP

F.5
IMS Roaming

F.5.0
General
This clause gives 3 call flows to illustrate the case of IMS roaming.

Figure F.8 illustrate the case where the roaming target originates a call. Here, roaming target (Party_A) calls Party_B who is served by the same CSP as that of target. Party_B is not roaming.

Figure F.8A illustrates the case where a roaming target originates a call with local breakout approach is used for roaming. In this case, home CSP of Party-B happens to be visited CSP where the target is roaming and hence, the media does not enter the HPLMN of target (i.e., Home CSP of target). A Home CSP reports the CC unavailability to the LEMF with "roaming" as the reason for CC unavailability.

Figure F.9 illustrates the case where a roaming target receives an incoming call. Here, non-roaming Party_A, who is served by the same CSP as that of target, calls the target (Party_B).

F.5.1
Roaming Target Originates a Call
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Figure F.8: Roaming target originates a call

NOTE:
The above call flow is the case where optimal media routing is not employed. In the case where the optimal media routing is employed, the CC does not come to the TrGW.

F.5.1A
CC Unvailable in Home CSP due to Optimal Media Routing
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Figure F.8A: Roaming target originates a call and optimal media routing is applied

NOTE:
Many different call scenarios exist that employ optimal media routing. In this particular example, the called party (Party_B) happens to be served by the same CSP where the target is currently roaming (i.e., HPLMN of Party_B is the visited CSP of Party_A).

F.5.2
Call Termination to a Roaming Target
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Figure F.9: Roaming target receives an incoming call

F.6
Interception in Visited CSP

F.6.0
General
This clause gives 3 call flows to illustrate the case of interception in the visited CSP. In all these flows, the IRI interception happens at the P-CSCF. Both IRI and CC interception happen in the visited CSP.

Figure F.10 illustrates the case where the target (Party_A) in the visited CSP originates a call dialing a special number. The special number is translated into Party_B in the home CSP. The flow also assumes that the interception is done only in the visited CSP.

Figure F.11 illustrates the case where the target (Party_B) in the visited CSP receives an incoming call from Party_A served by the same Home CSP. The flow assumes that the interception is done only in the visited CSP.

Figure F.12 illustrates the case where an incoming call to the target (Party_B) gets forwarded in the Home CSP due to call forwarding no answer. The flow also assumes that the interception is done only in the visited CSP.

F.6.1
Interception in Visited CSP - Target Originated Call
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Figure F.10: Roaming target originates a call - interception in the visited CSP

F.6.2
Interception in Visited CSP - Target Terminating Calls.
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Figure F.11: Roaming target receives a call - interception in the visited CSP

F.6.3
Incoming Call to Roaming Target is forwarded due to Call Forwarding No Answer
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Figure F.12: Incoming call to target is forwarded in the home CSP due to Call Forwarding No Answer - interception in visited CSP

F.7
Ad-Hoc Conference Calls established by the Target

F.7.0
Introduction

This clause gives 9 call flows to illustrate the steps related to ad-hoc conference calling established by the target. The flows assume that the Party_A (target) has already made two calls, one to Party_B and one to Party_C, and placed both calls on hold so as to merge the two calls into a conference.

Figure F.7.1 illustrates the case where the Party_A (target) creates the conference.

Figure F.7.2 and Figure F.7.3 illustrate the case where the Party_A (target) brings the Party_C into the conference.

Figure F.7.4 and F.7.5 illustrate the case where the Party_A (target) brings the Party_B into the conference.

Figure F.7.6 illustrates the case where Party_C drops out of the conference call.

Figure F.7.7 illustrates the case where the call between two parties (Party_A (target) and Party_B) is converted back to a normal 2-party call.

Figure F.7.8 illustrates the case where Party_A (target) places the conference on hold.

Figure F.7.9 illustrates the case where Party_A (target) retrieves the held conference from hold.

Some of the steps may be executed by the target's UE automatically (in other words, no action is required by the target). For example, when the target tries to merge the call, the target's UE may execute the steps shown in Figure F.7.1, Figure F.7.2, Figure F.7.3, Figure F.7.4, Figure F.7.5 automatically in a serial fashion. The same way, the steps shown in Figure F.7.7 may be executed automatically after the steps shown in Figure F.7.6 when one of the conferees drop out of the conference.

The Figure F.7.8 and Figure F.7.9 are not really part of the conferencing steps, however, included here to show how the content of a held conference call (a requirement in some countries) is delivered to the LEAs.

F.7.1
Party_A (target) creates the conference


[image: image40.emf]Party_A

[target]

IP-CAN P-CSCF S-CSCF AS/MRFC Party_B LEA

Target Domain

DF2 MRFP Party_C

Media 

AAR/RAR

AAA/RAA

D3

ACK

ACK

ACK

CC [3]

{INVITE Conf, 3}

INVITE Conf

[SDP]

INVITE Conf

[SDP]

INVITE Conf

[SDP]

200 OK

[Contact: Conf Id; 

isfocus]

[SDP]

Add

[Conf Resource 1]

Start of Conference [3]

CC [1]

AAR/RAR

AAA/RAA

{200 OK, 3}

200 OK

[Contact: Conf Id; 

isfocus]

[SDP]

200 OK

[Contact: Conf Id; 

isfocus]

[SDP]

CC [3]

CC [2]

CC [1]

CC [2]

Media 

Media  Media 

Media 

Media 

Media  Media 

Media 

Media 

D1 D10

HOLD

D2 D20

HOLD

D1 D10

HOLD

D2 D20

HOLD

D3

DF3

{ACK, 3}

MF/DF


Figure F.7.1: Party_A (target) creates the conference

D1 and D10 represent the dialogue of the original call between the Party_A (target) and the Party_B. D2 and D20 represent the original the dialogue of the original call between Party_A (target) and the Party_C. D3 represents the new dialogue of call between Party_A and the conference.

The IRI/CC delivered for D1 and D10 use the Correlation Number 1. The IRI/CC delivered for D2 and D20 use the Correlation Number 2. The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

F.7.2
Party_C joins the conference

This flow is illustrated in two figures: Figure F.7.2 and Figure F.7.3.
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Figure F.7.2: Party_C joins the conference (flow 1 of 2)

D1 and D10 represent the dialogue of the original call between the Party_A (target) and the Party_B. D2 and D20 represent the original the dialogue of the original call between Party_A (target) and the Party_C. D3 represents the dialogue of the call between Party_A and the conference. D4 represents the dialogue that the Party_A (target) uses to refer Party_C to the conference.

NOTE: Here, REFER is sent by Party_A outside of any existing dialogues. Sending of REFER inside a dialogue is also possible.

The IRI/CC delivered for D1 and D10 use the Correlation Number 1. The IRI/CC delivered for D2 and D20 use the Correlation Number 2. The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3. The IRI for D4 uses the Correlation Number 4.
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Figure F.7.3: Party_C joins the conference (flow 2 of 2)

At the end of this flow, the Party_A (target) and Party_C are connected via the conference. Party_C is still on hold. Part of the original call between Party_A (target) and Party_C (D2) is released with D20 now representing the call between the Party_C and the conference.

F.7.3
Party_B joins the conference

This flow is illustrated in two figures: Figure F.7.4 and Figure F.7.5.
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Figure F.7.4: Party_B joins the conference (flow 1 of 2)

D3 represents the dialogue of the call between the Party_A (target) and the conference. D20 represents the dialogue between the Party_C and the conference. D1 and D10 represent the original the dialogue of the original call between Party_A (target) and the Party_B. D5 represents the dialogue that the Party_A (target) uses to refer Party_B to the conference.

NOTE:
Here, REFER is sent by Party_A outside of any existing dialogues. Sending of REFER inside a dialogue is also possible.

The IRI/CC delivered for D1 and D10 use the Correlation Number 1. The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3. The IRI for D5 uses the Correlation Number 5.
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Figure F.7.5: Party_B joins the conference (flow 2 of 2)

At the end of this flow, the Party_A (target), Party_B and Party_C are connected via the conference. Part of the original call between Party_A (target) and Party_B (D1) is released with D10 now representing the call between the Party_B and the conference.

F.7.4
Party_C drops out of the conference
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Figure F.7.6: Party_C drops out of the conference

D3 represents the dialogue of the call between the Party_A (target) and the conference. D20 represents the dialogue between the Party_C and the conference. D10 represents the dialogue between the Party_B and the conference.

The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

At the end of this flow, Party_A (target) and Party_B are connected through the conference.

F.7.5
Reconfiguration from Conference to two-party call
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Figure F.7.7: Conference is reconfigured to a two-party call

D3 represents the dialogue of the call between the Party_A (target) and the conference. D10 represents the dialogue between the Party_B and the conference.

The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

At the end of this flow, Party_A (target) and Party_B are connected directly (without the conference). The IRI/CC delivered for this call between Party_A (target) and Party_B (D3 and D10) uses the Correlation Number 3.

NOTE:
Reconfiguration may done using other ways (e.g., AS/MRFC sending a REFER to Party_A (target) to invite Party_C). The sequence of steps and the Correlation Number used can be different with such a flow.

F.7.6
Party_A (target) places Conference on hold
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Figure F.7.8: Party_A (target) retrieves conference on hold

D3 represents the dialogue of the call between the Party_A (target) and the conference. D20 represents the dialogue between the Party_C and the conference. D10 represents the dialogue between the Party_B and the conference.

The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

At the end of this flow, Party_B and Party_C can still communicate via the conference, but without the Party_A. The CC delivered from the MRFP contains the communication content of that conversation.

NOTE:
Similar steps as shown here are used when Party_A (target) retrieves a two-party call from hold.

F.7.7
Party_A (target) retrieves Conference from hold
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Figure F.7.9: Party_A (target) retrieves conference from hold

D3 represents the dialogue of the call between the Party_A (target) and the conference. D20 represents the dialogue between the Party_C and the conference. D10 represents the dialogue between the Party_B and the conference.

The IRI/CC delivered for the conferencing (i.e., D3) uses the Correlation Number 3.

At the end of this flow, Party_A (targt), Party_B and Party_C are communicating via the conference.

NOTE:
Similar steps as shown here are used when Party_A (target) retrieves a two-party call from hold.

Annex I (informative):
Interception of Targets with Non-Local IDs

I.1
Introduction

This annex provides some informative illustrations on the interception of targets with Non-Local IDs. A target with a Non-Local ID means that the identity used for the target may not belong to the network that is providing the interception. However, in a roaming scenario, that subscriber with a Non-Local ID could as well be in the network where the interception is provided. For the lawful interception purpose, a target with a Non-Local ID is distinctly identified as a Non-Local target along with the nature of the interception that is required to be performed on that target.

This clause covers only the IRI aspects of interception capabilities since the capabilities to perform the CC interception do not change.

I.2
Interception of outgoing calls

I.2.1
General
In order to perform the interception of outgoing calls to a particular destination (identified as target with Non-Local ID for outgoing calls), called party information of the outgoing message is checked.

In the CS domain, this could be the Called Party Information present in the IAM message (as an example) that is sent from the switch that performs the interception.

In the case of IMS-based VoIP calls, this can be any of the SIP headers used to identify the called party information present in the outgoing SIP message. The examples are: Request URI and To headers. The interception functions may be provided by the S-CSCF or P-CSCF (optional in a non-roaming case, and mandatory in the roaming case when LBO approach is used as the roaming architecture). Alternatively, in another implementation, the interception functions may also be provided by the Egress IBCF or Egress MGCF for a non-roaming case. Of the two approaches S-CSCF/P-CSCF Vs IBCF/MGCF used for non-roaming case, only one approach is required to be supported within a CSP's network.

I.2.2
Interception at S-CSCF or P-CSCF

The Figure I.1 shows an example where the interception is done at the S-CSCF. The Figure I.2 shows an example where the interception is done at the P-CSCF in a roaming case with LBO as the roaming architecture. In both illustrations, Party-B is the target with Non-Local ID and the nature of the interception to be performed is for outgoing calls. In the call, the Request URI and To headers point to Party-B.

 
[image: image49.emf]



S-CSCF IBCF/MGCF

P-CSCF

DF2

LEMF

Party-A

Party B

Req-URI: Party-B

To: Party-B

Target with Non-Local ID:

Party-B, Outgoing

Check Req-URI (Party-B), To (Party-B) 

(Outgoing SIP)

X2

HI2

CSP with LI Order

Non-Local ID target


Figure I.1: IRI ICE at S-CSCF - interception of a target with Non-Local ID for outgoing calls

Figure I.1 shows the case where S-CSCF is the IRI ICE and hence, the S-CSCF checks the Request URI and To headers of SIP message that it sends out toward IBCF/MGCF. Since a match is found, S-CSCF would perform the interception.

In the event, multiple S-CSCF are involved in the signalling path (due to call forwarding case), all S-CSCF are expected to do the same check and the S-CSCF closer to the Egress IBCF/MGCF will find a match. It is important to note that the S-CSCF checks the headers from the SIP message it sends out because the Request URI of the SIP message it receives will be pointing to the local ID (which may have the call forwarding activated).

As in the case of interception of target with Local ID, a P-CSCF may optionally provide the IRI ICE functions in a non-roaming case. However, in a roaming case with LBO as the roaming architecture, P-CSCF provides the IRI ICE functions.
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Figure I.2: IRI ICE at P-CSCF (roaming) - interception of a target with Non-Local ID for outgoing calls

In Figure I.2, the P-CSCF in the VPLMN checks the Request URI and To headers of SIP message that it sends out toward IBCF. Since a match is found, P-CSCF would perform the interception.
I.2.3
Interception at the IBCF/MGCF

The Figure I.3 shows an example where the interception is done at the IBCF or MGCF in a non-roaming case. In the illustration, Party-B is the target with Non-Local ID and the nature of the interception to be performed is for outgoing calls. In the call, the Request URI and To headers point to Party-B.
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Figure I.3: IRI ICE at BCF - interception of a target with Non-Local ID for outgoing calls

Figure I.3 shows the case where the Egress IBCF or MGCF is the IRI ICE for intercepting when the target is identified with a Non-Local ID. Accordingly, the IBCF or MGCF checks the Request URI and To headers of SIP message. Since MGCF is providing signalling conversion (e.g., SIP to ISUP and Vice-Versa), the MGCF checks the headers of the SIP message it receives. IBCF could check the headers from either of the SIP messages (they have to be the same anyway). Alternatively, the MGCF could also check the Called Party Information present in the IAM it sends out.

I.3
Interception of incoming calls

I.3.1
General
In order to perform the interception of incoming calls from a particular origination point (identified as target with Non-Local ID for incoming calls), calling party information and redirecting party information of the incoming message are checked. The redirecting information is checked because the call may have encountered a call forwarding before arriving at the CSP where the interception for Non-Local ID is performed.

In the CS domain, this could be the Calling Party Information and Redirecting Party Information present in the IAM message (as an example) that is received at the switch where the interception is performed.

In the case of IMS-based VoIP calls, this can be any of the SIP headers used to identify the calling party information and redirecting party information present in the incoming SIP message. The examples are: P-Asserted Id, From headers and History-Info, Diversion headers. The interception functions may be provided by the S-CSCF or P-CSCF (optional in a non-roaming case and mandatory in the roaming case when LBO approach is used as the roaming architecture). Alternatively, in another implementation, the interception functions may also be provided by the Ingress IBCF or Ingress MGCF for non-roaming case. Of the two approaches S-CSCF/P-CSCF Vs IBCF/MGCF used for non-roaming case, only one approach is required to be supported within a CSP's network.

I.3.2
Interception at S-CSCF or P-CSCF

The Figure I.4 shows an example where the interception is done at the S-CSCF. The Figure I.5 shows an example where the interception is done at the P-CSCF in a roaming case with LBO as the roaming architecture. In both illustrations, Party-A is the target with Non-Local ID and the nature of the interception to be performed is for incoming calls. In the call, the P-Asserted-Id, From headers point to Party-A. There are no History-Info or Diversion headers in the examples.
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Figure I.4: IRI ICE at S-CSCF - interception of a target with Non-Local ID for incoming calls

Figure I.4 shows the case where S-CSCF is the IRI ICE and hence, the S-CSCF checks the P-Asserted-Id and From headers of SIP message that it receives from the I-CSCF. Since a match is found, S-CSCF would perform the interception. In the event, multiple S-CSCF are involved in the signalling path (due to call forwarding case), all S-CSCFs may to do the same check and all S-CSCFs may end up finding a match to the target's Non-Local ID. Special care will have to be taken to suppress the duplicate interception of one LI request. When a call forwarding is involved, the subsequent S-CSCF may see History-Info or Diversion headers present, however, none of those are expected to match the Non-Local ID of the target. As in the case of interception of target with Local ID, a P-CSCF may optionally provide the IRI ICE functions in a non-roaming case. However, in a roaming case with LBO as the roaming architecture, P-CSCF provides the IRI ICE functions.
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Figure I.5: IRI ICE at P-CSCF (roaming) - interception of a target with Non-Local ID for incoming calls

In Figure I.5, the P-CSCF in the VPLMN checks the P-Asserted-Id, From headers and History-Info and Diversion headers of the SIP message that it receives. Since a match is found for P-Asserted-Id and From header values, P-CSCF would perform the interception.

I.3.3
Interception at the IBCF/MGCF

The Figure I.6 shows an example where the interception is done at the IBCF or MGCF in a non-roaming case. In the illustration, Party-A is the target with Non-Local ID and the nature of the interception to be performed is for incoming calls. In the call, the P-Asserted-Id and From headers point to Party-A. There are no History-Info or Diversion headers in the example.
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Figure I.6: IRI ICE at BCF - interception of a target with Non-Local ID for incoming calls

Figure I.6 shows the case where the Ingress IBCF or MGCF is the IRI ICE for intercepting when the target is identified with a Non-Local ID. Accordingly, the IBCF or MGCF checks the P-Asserted-Id, From headers, and History-Info, Diversion headers of SIP message. Since MGCF is providing signalling conversion (e.g., ISUP to SIP and Vice-Versa), the MGCF checks the headers of the SIP message it sends out. IBCF could check the headers from either of the SIP messages (they have to be the same anyway). Alternatively, the MGCF could also check the Calling Party Information and Redirecting Information present in the IAM message that it receives.

Annex J (informative):
Lawful Interception Illustrations in VPLMN with S8HR

J.1
Overview

This informative annex illustrates the process of performing lawful interception in the VPLMN for voice services involving the inbound roaming targets when S8HR approach is used as the roaming architecture.

When S8HR approach is used as the roaming architecture for VoLTE, all of the IMS nodes reside in the HPLMN. Even the PDN-GW resides in the HPLMN. In this case, the lawful interception of voice services involving the inbound roaming targets requires new capabilities in the VPLMN since the VPLMN does not have any IMS nodes. New LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network nodes to generate IRI and CC when the communication involves an inbound roaming target. The LI architecture diagram shown in figure 1j is expanded in figure J.1 that shows an overview of S8HR roaming architecture as well.
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Figure J.1 Lawful interception of voice services in VPLMN for S8HR

As shown in figure J.1, the SIP signalling messages are exchanged between the UE and P-CSCF over the Gm reference point. Within the VPLMN with S8HR, the IMS signalling messages are carried over the GTP tunnel that corresponds to the IMS Signalling Bearer and the media packets are carried over the GTP tunnel that corresponds to the Media Bearer (i.e., dedicated EPS Bearer used to carry the media packets). The present document assumes that the EPS Bearer ID of the IMS Signalling Bearer is always linked to the dedicated EPS Bearer used as a Media Bearer.

J.2
Process Flow

The basic concept is LMISF instructs the S-GW/BBIFF over the Xib reference point to deliver packets from the GTP tunnels associated with IMS signalling bearer of all inbound roamers with S8HR as the roaming architecture. S-GW/BBIFF extracts the packets from those GTP tunnels and delivers the same to the LMISF. The LMISF extracts the SIP messages from those packets and provides an IMS call state function similar to the way P-CSCF provides the IMS call state function. In addition, the LMISF provisioned with the target identity by ADMF examines the SIP messages to determine whether the IMS session needs to be intercepted. When the IMS session needs to be intercepted, the LMISF generates IRI from the SIP messages and deliver the same to the Delivery Function 2 over X2 reference point. In addition to the generation and delivery of IRI, when CC interception is required, the LMISF also informs the S-GW/BBIFF that the IMS session is being intercepted and instructs the S-GW/BBIFF over Xib reference point to start delivering the packets from the Media Bearer l associated with the intercepted IMS Signalling Bearer. The S-GW/BBIFF extracts the packets from that GTP tunnel used for Media Bearer associated with the intercepted IMS Signalling Bearer and delivers the same to the LMISF. The LMISF constructs the CC from those packets and delivers the same to the Delivery Function 3 over X3 reference point.

Figure J.2 shows the steps to illustrate the process flow:
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Figure J.2: Process Flow of S8HR LI
1.
LMISF is provisioned with target information (for Voice Services, it can be SIP URI, TEL URI or IMEI) from the ADMF.

2.
LMISF instructs the S-GW/BBIFF to notify (to LMISF), based on the GTP-C event, whenever an IMS Signalling Bearer or the Media Bearer for S8HR APN is created, modified, or deleted, and to deliver the packets (to LMISF) of all IMS Signalling Bearers established for S8HR APNs (Access Point Names). Here, the LMISF may supply the S8HR APNs to the S-GW/BBIFF.

NOTE1:
This step is independent of target specific LI service operation such as Step 1.

3
S-GW/BBIFF to notifies the LMISF, based on the GTP-C event, whenever the IMS Signalling Bearer for S8HR APN is created, modified, or deleted. S-GW/BBIFF also notifies the LMISF, based on the GTP-C event, whenever the IMS Media Bearer is created, modified, or deleted.

NOTE2:
The S-GW/BBIFF includes the IMSI value associated with the inbound roamer's UE when notifies (to the LMISF) creation, modification or deletion of IMS Signalling Bearer and IMS Media Bearer for S8HR APN. In such notifications, the S-GW/BBIFF also includes the UE location that it receives from the MME. This step is also independent of target specific LI service operation such as Step 1.

4.
S-GW/BBIFF delivers the packets of those IMS Signalling Bearers to the LMISF. As such, S-GW/BBIFF has no idea whether the packets of an IMS Signalling Bearer are related to a target or not. It simply delivers all packets.

5.
The LMISF looks for the SIP message within those packets delivered by the S-GW/BBIFF and examines the SIP headers that carry the calling party identity or called party identity (depending on the call direction) to verify whether any of those match with the target identity stored locally. If the SIP message corresponds to a target, then the LMISF delivers the SIP message to the DF2 over the X2 reference point. If required, the LMISF includes the UE location previously received from the S-GW/BBIFF while delivering the SIP messages to the DF2.

6.
The DF2 will generate and deliver the IRI to the LEMF as per TS 33.108 [11].

The following steps are performed only if CC interception is required.

7.
The LMISF then informs the S--GW/BBIFF about the IMS Signalling Bearer that corresponds to intercepted IMS session and instructs the S-GW/BBIFF to start delivering (to LMISF) the packets of the Media Bearers associated with that IMS Signalling Bearer.

NOTE 3:
Step 7 is executed in parallel to step 5.

8.
S-GW/BBIFF delivers the media packets to the LMISF. The S-GW/BBIFF knows that the media packets are related to an IMS Signalling Bearer, but does not know which media packet is related to which IMS session in the event target is involved in multiple sessions. The S-GW/BBIFF need not know that association.

9.
LMISF looks at the media packets that it receives and examines the IP address and the port number associated with the RTP stream. Then LMISF will determine the associated IMS session comparing the IP address/port number of the RTP stream with the similar information from the IMS session. LMISF delivers the media packets to DF3 along with the Correlation Number it has used while delivering the SIP messages to DF2.

10.
DF3 generates and delivers the CC as per TS 33.108 [11] to the LEMF.

Figure J.3 below illustrates the above steps in a flow diagram format.
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Figure J.3: Flow diagram illustrating the process steps for S8HR LI
The LMISF will be able to correlate the CC with the IRI since it receives both media packets and the IMS signalling packets.
Figure J.4 shows the steps when an intercept is deactivated during a VoLTE session.
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Figure J.4: Flow diagram illustrating the process steps during intercept stop procedures for S8HR LI

1.
LMISF is provisioned to deactivate the lawful interception on the target (for Voice Services, it can be SIP URI, TEL URI or IMEI from the ADMF.

The LMISF will stop generation of IRI and CC immediately after it detects that the interception is deactivated.

The following steps may be required if CC interception is applicable.

2.
The LMISF informs the S-GW/BBIFF about the identity of the IMS Signalling Bearer on which the interception is stopped and instructs the S-GW/BBIFF to stop delivering the packets of the Media Bearers associated to that IMS Signalling Bearer to LMISF.

The S-GW/BBIFF will stop delivering the media packets associated with the intercepted IMS Signalling Bearer to the LMISF.

J.3
Call Flows
J.3.1
General

Four call flows are presented in this clause:

-
Inbound roaming target originates a voice call. The CC interception is required.

-
A voice call is terminated to an inbound roaming target. The CC interception is required.

-
An interception is activated while an inbound roaming user is active on a call.

-
An inbound roaming user originates a voice call. The CC interception is not required.

In all the call flows, the target identity is the SIP URL or TEL URL. All the call flows assume that the SIP messages and the media are not encrypted at S-GW/BBIFF (one of the requirements for performing the lawful interception in the VPLMN for S8HR).

Independently of the active intercept on a target, the S-GW/BBIFF notifies the LMISF whenever an IMS Signalling Bearer or Media Bearer for S8HR APNs is created, modified or deleted. Such notifications include the up-to-date UE location information that S-GW receives from the MME. The LMISF includes the latest UE location information in the SIP messages that it reports to the DF2 for active intercepts.

J.3.2
Originating call

Figure J.5 below illustrates a call flow where an inbound roaming target originates a voice call. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.5: Call Origination from an inbound roaming target with S8HR

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session. Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.3
Terminating call

Figure J.6 below illustrates a call flow where an inbound roaming target receives a voice call. In the flow, Party_A calls Party_B (target). The flow shows that Party_A is also an IMS user (SIP messages are shown), however, Party_A can also be a non-IMS user served by CS domain.
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Figure J.6: Call Termination to an inbound roaming target with S8HR

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the called party (e.g. Request URI, P-Called-Party-Id, To) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session.

Once the EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.4
Mid-Call Interception

Figure J.7 below illustrates a call flow where a lawful interception is activated while an inbound roaming user is active on a voice call. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.7: Mid Call Interception

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is not the case, and therefore, the LMISF does not generate any IRI messages. However, the LMISF stores this SIP message and the subsequent SIP messages. The LMISF also maintains the IMS call state for the inbound roaming user.

In this illustration, a lawful interception is activated on the inbound roaming user right after the called party (Party_B) answers the call, but before the Party_A (target) has a chance to send the ACK message. Since the SDP offer and SDP answer are already completed, the LMISF generates the Start Interception for established IMS session with the Correlation Number D1 to the DF2 over X2 reference point. The DF2 forwards the same to the LEMF over the HI2 reference point.

NOTE:
This flow assumes that there was no other lawful intercepts active on the target.
Since the just activated lawful interception requires CC interception, the LMISF notifies S-GW/BBIFF with the IMS Signalling Bearer information associated with the IMS session on which the lawful interception is activated.

The S-GW/BBIFF delivers the media packets from the GTP tunnel used for the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF over HI3 reference point.

The LMISF delivers the subsequent SIP messages (in the call flow: ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.5
Lawful Interception without CC

Figure J.8 below illustrates a call flow where an inbound roaming target originates a voice call. The lawful interception does not require CC interception. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.8: Call Origination from an inbound roaming target with S8HR; CC is not required

The S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is not required, the LMISF does not notify the S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session.

S-GW/BBIFF does not deliver the media packets flowing through the GTP tunnel of Media Bearer to the LMISF. As a matter of fact, the S-GW/BBIFF does not know that the call involves a target.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK and ACK) received from the S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.3.6
S-GW Relocation

Figure J.9 below illustrates a call flow where a S-GW relocation occurs while an inbound roaming user is active on a voice call. In the flow, Party_A (target) calls Party_B. The flow shows that Party_B is also an IMS user (SIP messages are shown), however, Party_B can also be a non-IMS user served by CS domain.
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Figure J.9: S8HR LI with S-GW Relocation

The old S-GW/BBIFF delivers the IMS signalling packets to the LMISF. The LMISF examines the SIP message to verify whether the SIP headers pointing to the calling party (e.g. P-preferred-Identity, From) is a target. In this illustration, that is the case, and therefore, the LMISF forwards the IRI message containing the SIP INVITE to the DF2 with correlation number D1. The DF2 forwards the IRI to the LEMF.

Since CC interception is required, the LMISF notifies old S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session. 

Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, old S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: 180 Ringing, 200 OK) received from the old S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

In this illustration, a S-GW relocation happens right after the called party (Party_B) answers the call, but before the Party_A (target) has a chance to send the ACK message.  When the IMS Signalling Bearer is created, the new S-GW/BBIFF notifies the LMISF along with the IMSI value with an indication that a S-GW relocation has occurred. The LMISF examines to see whether the IMS Signalling Bearer is associated with an intercepted IMS session. In this illustration since the CCinterception is required, the LMISF notifies the S-GW/BBIFF with the IMS Signalling Bearer information associated with the intercepted IMS session.

Once the dedicated EPS Bearer to be used as the Media Bearer linked to the EPS Bearer ID of the IMS Signalling Bearer is created, new S-GW/BBIFF delivers the media packets flowing through the GTP tunnel used for that Media Bearer to the LMISF. The LMISF delivers the media packets as the CC along with the correlation number D1 to the DF3. The DF3 delivers the CC to the LEMF.

The LMISF delivers the subsequent SIP messages (in the call flow: ACK) received from the new S-GW/BBIFF as IRI to the DF2 which in turn the deliver the same to the LEMF.

J.4
Correlation of CC and IRI

A target is identified using SIP URI, TEL URI or IMEI. Not all SIP messages carry these identities. The LMISF by maintaining the IMS call state is able to determine the subsequent SIP messages that correspond to the same target. When a target is involved in multiple IMS sessions, the LMISF will have the logic to associate and correlate the SIP messages that are related to an IMS session. For example, the SIP messages that have the same Call Identity value can be treated as the SIP messages of a particular IMS session and hence, when reported to the LEMF (via DF2) can have the same Correlation Number.

LMISF will also examine the SIP messages that carry the SDP offer and SDP answer to determine the media information related to an IMS session.

When an IMS session is established, the media information is exchanged between the two end points of the media stream (e.g. target's UE and IMS-AGW in HPLMN) through the SDP offer and answer process. The combination of IP address of the end point (e.g. UE and IMS AGW) and UDP port numbers used to transport the RTP and RTCP are part of this SDP offer and answer along with other things like Codec information. The media packets (i.e. RTP streams) exchanged between the two end points of the media use those IP addresses and the port numbers (assigned for RTP).

One method that can be used to establish the correlation is to use the IP addresses and the UDP port numbers exchanged within the SDP offer and answer process and compare them with the IP addresses and UDP port numbers of the media packets to establish an association between the IMS session and the media.

In other words, the IP address and UDP port numbers associated with a media packet when compared with the IP address and UDP port numbers exchanged in the SDP offer and answer, one can determine to which IMS session a media packet corresponds to. Once that determination is made, these parameters may be used to establish a correlation.
When S-GW/BBIFF is asked to deliver the packets from the IMS Signalling Bearers to LMISF, it delivers everything above the GTP-U layer. S-GW/BBIFF does not look into the IMS packets above the GTP-U layer. Similarly, when the S-GW/BBIFF is asked to deliver the packets from the Media Bearer to the LMISF, it delivers everything above the GTP-U layer. It does not look into the Media packets above the GTP-U layer. However, the BBIFF knows that the Media Bearer and the IMS Signalling Bearer are related through the GTP protocol concepts defined in TS 29.274 [38].

The LMISF will generate a Correlation Number and include that Correlation Number while delivering the SIP messages to the DF2. When the media packets are received, LMISF will examine the Media packets to determine which IMS session, the Media packets are related to. Once determined, the LMISF will deliver the Media packets to the DF3 along with the Correlation Number previously stored against the IMS session.
J.5
UE Location Reporting

Within the EPC, the MME sends the UE location to the S-GW within the Create Session Request and Create Bearer Response messages that it sends to the S-GW. The Create Session Request is sent from the MME to the S-GW when the default bearer is created. The Create Bearer Response is sent from the MME to the S-GW when a dedicated bearer used as Media Bearer is created. 

In addition, the MME sends the UE location to the S-GW when a Bearer is modified (Modify Bearer Request and Update Bearer Response) or deleted (Delete Session Request and Delete Bearer Response). 

The details of the above messages (i.e. Create Session Request etc.) are specified in 3GPP TS 29.274 [38]. 

For the S8HR LI, the S-GW/BBIFF notifies the LMISF whenever the IMS signalling bearer (i.e. default bearer) or Media Bearer (i.e. dedicated bearer linked to the IMS Signalling Bearer) is created, modified, or deleted. The S-GW/BBIFF includes the UE Location that it receives from the MME when it notifies the IMS signalling bearer creation and Media Bearer creation events to the LMISF. 

The LMISF should store the UE location as it stores the IMSI value (currently specified in TS 33.107), and include the same in the appropriate IRI events sent to the DF2 over the X2 reference point. 

The DF2 delivers the UE Location to the LEMF (when required) as it is done for the non-roaming scenario or in a roaming with LBO scenario. 

***** End of Background – a cut and paste ***
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