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[bookmark: _Toc524536850][bookmark: _Toc524536851]7.X	Messaging services
7.X.1	Introduction
This clause defines the Stage 3 interception capabilities for various messaging services including SMS and MMS.  Either the LI capabilities will be defined wholesale locally or by reference to other clauses within this specification.
7.X.2	SMS
7.X.2.1	Introduction
Stage 3 intercept capabilities for SMS at an SMSF are defined in Clause 6.2.5.  In addition, LI for SMS over IP are defined in Clause 7.4 [IMS].
7.X.3	MMS – LI at the Proxy-Relay
7.X.3.1	Provisioning over LI_X1
The IRI-POI present in the Proxy-Relay is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.
The POI in the Proxy-Relay shall support the following Target Identifier Formats in the ETSI TS 103 221-1 [7] messages:
· IMPU
· IMSI
· MSISDN
· NAI
· Non-Local Id
7.X.3.2	Generation of xIRI over LI_X2
The IRI-POI present in the Proxy-Relay shall send xIRI messages over LI_X2 for each of the events listed in TS 33.127 [5] clause 7.X.2.3, each of which is described in the following clauses.
7.X.3.3	Generation of xCC over LI_X3
The CC-POI present in the Proxy-Relay shall send xCC messages over LI_X3 for any MMS event where CC is available to be reported as described in TS 33.127 [5] clause 7.X.2.6.
7.X.3.4	MMS Message
The IRI-POI in the Proxy-Relay shall generate an xIRI containing an MMSMessage record for the following cases:
MMS-MO case:
-	When a target UE originates an MMS message or when any UE originates an MMS message destined to a target non-local ID.
MMS-MT case:
-	When an MMS message delivery to a target UE is attempted or when an MMS message delivery originated from a target non-local ID is attempted to any UE.
-	When an MMS message is successfully delivered to a target UE or when an MMS message originated from a target non-local ID is successfully delivered to any UE.
The MMS-MT case also applies to the scenario when a receipt of MMS delivery from the far end is delivered successfully to the target UE or when a receipt of MMS delivery from a target non-Local ID is successfully delivered to the originating UE.
The IRI-POI present in the Proxy-Relay shall generate the MMSMessage record when it detects following events:
-	when the Proxy-Relay sends a M-Send.conf (as defined in [AA]) to the target. 
-	when the Proxy-Relay sends a MMS Notification (M-Notification.ind as defined in [AA]) to the target indicating the arrival of an MMS for the target.
-	when the Proxy-Relay receives a MMS Notification Response (M-NotifyResp.ind as defined in [AA]) from the target acknowledging the MMS Notification.
-	when the Proxy-Relay sends a Retrieve.conf PDU (as defined in [AA]) to the target.
-	when the Proxy-Relay receives a MMS Retrieval Acknowledgement (M-Acknowledge.ind as defined in [AA]) from the target acknowledging the transaction to the MMS Proxy-Relay.
-	when the Proxy-Relay sends a M-Forward.conf (as defined in [AA]) to the target.
-	when the Proxy-Relay sends a M-Mmbox-Store.conf (defined in [AA]) to the target.
-	when the Proxy-Relay sends a M-Mmbox-Upload.conf (defined in [AA]) to the target.
-	when the Proxy-Relay sends a M-Mmbox-Delete.conf (defined in [AA]) to the target. 
-	when the Proxy-Relay sends a MMS Delivery Notification (M-Delivery.ind as defined in [AA]) to the target.
-	when the Proxy-Relay receives a MMS Read Reply Notification (M-Read-Rec.ind as defined in [AA]) from the target.
-	when the Proxy-Relay sends a MMS Read Reply Notification (M-Read-Orig.ind as defined in [AA]) to the target.
-	when the Proxy-Relay sends a MMS Cancel Request (M-Cancel.req as defined in [AA]) to the target.
-	when the Proxy-Relay receives a MMS MMBox Viewing Request (M-Mbox-View.req as defined in [AA]) from the target.
-	when the Proxy-Relay sends a M-Mbox-View.conf (defined in [AA]).


Table 6.2.5-1: Payload for MMSMessage record for MMS Send Event
	Field name
	Description
	M/C/O

	iMPU
	IMPU associated with the MMS if available.
	C

	iMSI
	IMSI associated with the MMS if available.
	C

	mSISDN
	MSISDN associated with the MMS if available.
	C

	nAI
	NAI associated with the MMS if available.
	C

	non-local ID
	Non-local ID associated with the MMS, if target is non-local ID.
	C

	mMSEvent
	Identifies the MMS Event (Send) being reported.  
	M

	correlationNumber
	Included to Provide Correlation between MMS IRI and MMS CC when both are to be reported.
	C

	toRecipients
	Address of a recipient; the "To" field may include addresses of multiple recipients. When address translation occurs, both the pre and post translated addresses (with appropriate correlation) are included.
	M

	cCRecipients
	Address of a recipient; the "CC" field may include addresses of multiple recipients. When address translation occurs, both the pre and post translated addresses (with appropriate correlation) are included.  This parameter is included if the corresponding MMS message includes a “CC” field.
	C

	bCCRecipients
	Address of a recipient; the "BCC" field may include addresses of multiple recipients. When address translation occurs, both the pre and post translated addresses (with appropriate correlation) are included. This parameter is included if the corresponding MMS message includes a “BCC” field.
	C

	fromAddress
	Address of the sender of the MMS. The sender may be the originator or a forwarding user. When address translation occurs (in the case of a token sent by the client and replaced with a proper address by the Proxy-Relay), both the pre and post translated addresses (with appropriate correlation) are included.
	M

	mMSVersion
	The version of MMS used by the target.
	M

	transactionID
	An ID used to correlate an MMS request and response between the target and the Proxy-Relay.
	M

	messageID
	An ID assigned by the Proxy-Relay to uniquely identify an MMS message.
	M

	mMSDateTime
	Date and Time when the MM was last handled (either originated or forwarded). For origination, included by the sending MMS client or the originating Proxy-Relay.
	M

	messageClass
	Class of the MM. For example, a value of "auto" is automatically generated by the UE. If the field is not present, the class should be interpreted as "personal".
	C

	expiry
	Length of time the MM will be stored in MMS Proxy- Relay or time to delete the MM. The field has two formats, either absolute or relative.
	M

	desiredDeliveryTime
	Date and Time of desired delivery. Indicates the earliest possible delivery of the MM to the recipient. Reported if sent by the target.
	C

	priority
	Priority of the MM assigned by the originator MMS Client. Reported if sent by the target.
	C

	senderVisibility
	An indication that the sender's address should not be delivered to the recipient. Provide when sent by the target to indicate the target's visibility to the other party or if not signalled by the target and the default is to not make target visible to the other party.
	C

	deliveryReport
	Specifies whether the originator MMS UE requests a delivery report from each recipient. Provide when sent by the target to indicate the desired delivery report.
	C

	readReport
	Specifies whether the originator MMS UE requests a read report from each recipient. Provide when sent by the target to indicate the desired read report.
	C

	store
	Specifies whether the originator MMS UE wants the submitted MM to be saved in the user's MMBox, in addition to sending it.  Provide when sent by the target to indicate the MMS is to be stored.
	C

	applicID
	Identification of the originating application of the original MM. Provide when sent by the target to identify the destination application.
	C

	replyApplicID
	Identification of an application to which replies, delivery reports, and read reports are addressed.  Provide when sent by the target to identify the application to which replies, delivery reports, and read reports are addressed.
	C

	contentClass
	Classifies the content of the MM to the smallest content class to which the message belongs. Provide when sent by the target to identify the class of the content.
	C

	dRMContent
	Indicates if the MM contains any DRM-protected element. Provide when sent by the target to indicate if the MM contains any DRM-protected element.
	C

	adaptationAllowed
	Provide when sent by the target to identify whether the target wishes the MM to be adapted or not.  If overridden, an indication shall be included in the parameter.  
	C

	contentType
	The content type of the MM.
	M

	contentLocation
	This field defines the location of the content to be retrieved. Provide if signalled to the target in response to the target sending an MMS.
	C

	reponseStatus
	MMS specific status. Provide if signalled to the target in response to the target sending an MMS.
	C

	reponseStatusText
	Text that qualifies the Response Status. Provide if signalled to the target in response to the target sending an MMS.
	C

	storeStatus
	Indicates if the MM was successfully stored in the MMBox. Provide if signalled to the target in response to the target sending an MMS.
	C

	storeStatusText
	Text that qualifies the Store Status. Provide if signalled to the target in response to the target sending an MMS.
	C



7.X.3.5	Generation of IRI over LI_HI2
When an IRI-POI in the Proxy-Relay generated xIRI message is received over LI_X2, the MDF2 shall send an IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the MMSEvent record received from LI_X2. The record may be enriched by other information available at the MDF (e.g. additional location information).
The threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded IRIPayload.
The timestamp field of the psHeader structure shall be set to the time that the MMS event was observed (i.e. the timestamp field of the xIRI message). The LIID and CID fields shall correctly reflect the target identity and communication session to which the IRI belongs.
7.X.3.6	Generation of CC over LI_HI3
When a CC-POI in the Proxy-Relay generated xCC message is received over LI_X3, the MDF2 shall send a CC message over LI_HI3 without undue delay. The CC message shall contain a copy of the MMSCC record received from LI_X3. The record may be enriched by other information available at the MDF (e.g. additional location information).
*** Start of THIRD MODIFICATION ***

[bookmark: _Toc9618498]Annex A (normative): Structure of both the Internal and External Interfaces

TS33128Payloads
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) lawfulIntercept(2) threeGPP(4) ts33128(19) r15r16(165) version1(1)}

DEFINITIONS IMPLICIT TAGS EXTENSIBILITY IMPLIED ::=

BEGIN

-- =============
-- Relative OIDs
-- =============

xIRIPayloadOID RELATIVE-OID ::= {threeGPP(4) ts33128(19) r15r16(1516) version1(1) xIRI(1)}
xCCPayloadOID RELATIVE-OID ::= {threeGPP(4) ts33128(19) r15r16(1516) version1(1) xCC(2)}

iRIPayloadOID RELATIVE-OID ::= {threeGPP(4) ts33128(19) r15r16(1516) version1(1) iRI(3)}
cCPayloadOID RELATIVE-OID ::= {threeGPP(4) ts33128(19) r15r16(1516) version1(1) cC(4)}

lINotificationPayloadOID RELATIVE-OID ::= {threeGPP(4) ts33128(19) r15(15) version1(1) lINotification(5)}

-- ===============
-- X2 xIRI payload
-- ===============

XIRIPayload ::= SEQUENCE
{
    relativeOID         [1] RELATIVE-OID,
    event               [2] XIRIEvent
}

XIRIEvent ::= CHOICE
{
    -- Access and mobility related events, see clause 6.2.2
    registration                                        [1] AMFRegistration,
    deregistration                                      [2] AMFDeregistration,
    locationUpdate                                      [3] AMFLocationUpdate,
    startOfInterceptionWithRegisteredUE                 [4] AMFStartOfInterceptionWithRegisteredUE,
    unsuccessfulAMProcedure                             [5] AMFUnsuccessfulProcedure,

    -- PDU session-related events, see clause 6.2.3
    pDUSessionEstablishment                             [6] SMFPDUSessionEstablishment,
    pDUSessionModification                              [7] SMFPDUSessionModification,
    pDUSessionRelease                                   [8] SMFPDUSessionRelease,
    startOfInterceptionWithEstablishedPDUSession        [9] SMFStartOfInterceptionWithEstablishedPDUSession,
    unsuccessfulSMProcedure                             [10] SMFUnsuccessfulProcedure,

    -- Subscriber-management related events, see clause 7.2.2
    servingSystemMessage                                [11] UDMServingSystemMessage,

    -- SMS-related events, see clause 6.2.5
    sMSMessage                                          [12] SMSMessage,

    -- LALS-related events, see clause 7.3.3
    lALSReport                                          [13] LALSReport,

    -- PDHR/PDSR-related events, see clause 6.2.3.4.1
    pDHeaderReport                                      [14] PDHeaderReport,
    pDSummaryReport                                     [15] PDSummaryReport,
    -- MMS-related events, see clause 7.X.2
    mMSMessage                                          [16] MMSMessage,
}
-- ==============
-- X3 xCC payload
-- ==============

-- No explicit payload required in release 15, see clause 6.2.3.5

-- ===============
-- HI2 IRI payload
-- ===============

IRIPayload ::= SEQUENCE
{
    relativeOID         [1] RELATIVE-OID,
    event               [2] IRIEvent,
    targetIdentifiers   [3] SEQUENCE OF IRITargetIdentifier OPTIONAL
}

IRIEvent ::= CHOICE
{
    -- Registration-related events, see clause 6.2.2
    registration                                        [1] AMFRegistration,
    deregistration                                      [2] AMFDeregistration,
    locationUpdate                                      [3] AMFLocationUpdate,
    startOfInterceptionWithRegisteredUE                 [4] AMFStartOfInterceptionWithRegisteredUE,
    unsuccessfulRegistrationProcedure                   [5] AMFUnsuccessfulProcedure,

    -- PDU session-related events, see clause 6.2.3
    pDUSessionEstablishment                             [6] SMFPDUSessionEstablishment,
    pDUSessionModification                              [7] SMFPDUSessionModification,
    pDUSessionRelease                                   [8] SMFPDUSessionRelease,
    startOfInterceptionWithEstablishedPDUSession        [9] SMFStartOfInterceptionWithEstablishedPDUSession,
    unsuccessfulSessionProcedure                        [10] SMFUnsuccessfulProcedure,

    -- Subscriber-management related events, see clause 7.2.2
    servingSystemMessage                                [11] UDMServingSystemMessage,

    -- SMS-related events, see clause 6.2.5
    sMSMessage                                          [12] SMSMessage,

    -- LALS-related events, see clause 7.3.3
    lALSReport                                          [13] LALSReport,

    -- PDHR/PDSR-related events, see clause 6.2.3.4.1
    pDHeaderReport                                      [14] PDHeaderReport,
    pDSummaryReport                                     [15] PDSummaryReport,

    -- MDF-related events, see clause 7.3.4
    mDFCellSiteReport                                   [16] MDFCellSiteReport,

    -- MMS-related events, see clause 6.2.5
    mMSMessage                                          [17] MMSMessage,

}

IRITargetIdentifier ::= SEQUENCE
{
    identifier                                          [1] TargetIdentifier,
    provenance                                          [2] TargetIdentifierProvenance OPTIONAL
}

-- ==============
-- HI3 CC payload
-- ==============

CCPayload ::= SEQUENCE
{
    relativeOID         [1] RELATIVE-OID,
    pDU                 [2] CCPDU
}

CCPDU ::= CHOICE
{
    uPFCCPDU            [1] UPFCCPDU,
    mMSProxyRelayPDU    [2] MMSProxyRelayPDU,
}


*** End of All MODIFICATIONS ***
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