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[bookmark: _Toc532820340]
*** Start of First MODIFICATION ***
[bookmark: _Toc524536850]7.5	Push to Talk over Cellular services.
[bookmark: _Toc524536851]7.5.1	General
In the present clause, "PTC" will be used to reference events or services that occur in either of two different architectures unless specified otherwise, e.g., Mission Critical Push To Talk (MCPTT) or Push to talk over Cellular (PoC). 
Intercept Related Information (IRI) and Content of Communication (CC) for PTC are converted to the corresponding event messages by the MDF2 and MDF3, then delivered to the LEMF over the LI_HI2 and LI_ HI3 interfaces.
If two or more different parties involved in a PTC communication are each a target of interception, each interception shall operate independently of the others and the results of each intercept shall be delivered to the respective LEMF in accordance with the applicable warrant.
[bookmark: _Toc524536852]7.5.2	Provision of IRI – PTC Service
[bookmark: _Toc524536853]7.5.2.1	Introduction
PoC and MCPTT use similar architectures for service delivery, and LI shall primarily occur at the PoC or MCPTT service server.  IRI events are necessary at the PTC Mobile Station (MS) Detach, PTC Session Activation, Start of intercept with PTC context active, PTC Context Deactivation, PTC Serving System, and PTC events.
NOTE:	The PTC application and the specific servers defined for that service can have additional interfaces specific to the operator's provisioning and network management systems and create application-specific Charging Detail Records (CDRs) that can be used for LI needs.
PTC IRI is generated when the IRI-POI present in the PTC server detects a PTC session event (e.g., originating or terminating signalling message) or PTC related information is sent/received by the target MS (e.g., PTC signalling message sent or received by the target MS).
Figure 7.5.2.1-1 displays how the transfer of IRI to the MDF2 and delivery of IRI over the LI_HI2 interface to the LEMF is performed. 
[image: ]
Figure 7.5.2.1-1: IRI delivery to MDF2
[bookmark: _Toc524536854]
7.5.2.2	Decryption for PTC services
This clause describes how the CSP can provide security related information (e.g. encryption keys) stored by the Key Management System (KMS) to the LEMF when the CSP has PTC services with Security options. If the POI allows interception of IRI or Content of Communication (CC) in the clear then this clause does not apply.
If a KMS is used for PTC type services to provide encryption for security, the CSP may use the mechanism defined in Figure 7.5.2.2-1 to deliver the session’s keys and specific parameters needed to decrypt the intercepted communications to the LEMF.  Once this security information is retrieved, the MDF2 may deliver this security information to the LEMF as IRI in order to decrypt the intercepted traffic.
The LI architecture and functions used for delivery of the encryption parameters are shown below to provide session encryption keys and specific parameters generated by the KMS.   This section is applicable to the cases in which the KMS is under control of the Operator providing the PTC infrastructure.  Scenarios where the KMS is run by an independent legal entity are outside the scope of the present document.  The following Figure 7.5.2.2-1 provides a diagram of how the MDF2 can retrieve the security related information from the KMS over the LI_Xk interface.
[image: ]
Figure 7.5.2.2-1: LI_Xk Interface delivery interface for decryption information from KMS

[bookmark: _Toc524536856]7.5.3	Provision of Content – PTC Service
The access method for the delivery of PTC Intercept Product is based on duplication of packets without modification at PoC/MCPTT servers. The duplicated packets are sent to the MDF3 for delivery to the LEMF, as shown in figure 7.5.3-1.
[image: ]
Figure 7.5.3-1: Configuration for interception of CC-POI
[bookmark: _Toc524536857]7.5.4	Provision of Interception
[bookmark: _Toc524536858]7.5.4.1	LI_X3-Interface
In addition to the intercepted content of communications, specific information (e.g., target identity, correlation number) needs to be transferred using the LI_X3 interface from the PTC POI to the MDF3 in order to allow the MDF3 to perform its functionality. This information is defined in TS 33.128 [15].
7.5.4.2	LI_X2-interface
PTC session event information and PTC related information sent/received by a target MS needs to be transferred from the SIP Core, or the UDM, in order for the MDF2 to perform its functionality.  This information is defined in TS 33.128 [15].
[bookmark: _Toc524536860]7.5.4.3	LI Defined Events
[bookmark: _Toc524536861]7.5.4.3.1	IRI Defined Events
The LI event information sent to the MDF2/MDF3 is triggered by different PTC session related and non-call related events/reports. The IRI events are defined in TS 33.128 [15].  
[bookmark: _Toc524536862]7.5.4.3.2	Communication Content (CC) Events
The PTC CC is generated when the CC-POI detects that a CC related event message is either received from or sent to the target MS.  The CC events are defined in TS 33.128 [15].
[bookmark: _GoBack]
*** End of All MODIFICATIONS ***
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