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Abstract of the contribution: The document is for discussion and analyses on the trigger used LI ActivateTask on LI_T2 and LI_T3.
Background 
During one of the earlier SA3 LI meetings, it was agreed to use the PFCP Session Id in the LI ActivateTask command sent from a TF in SMF  to the POI in UPF. The reason it was added because nothing else of the variables listed under XID in table (see below) was guaranteed to be available at the SMF to identify the session before PDU session establishment request is sent from SMF to the UPF. 
Table 6.2.3-7: Target Identifier Types for LI_T3
	Identifier type
	ETSI TS 103 221-1 TargetIdentifier type
	Definition

	GTP Tunnel ID
	gtpuTunnelId
	F-TEID (see XSD schema)

	UE IP Address
	ipAddress
	See ETSI TS 103 221-1 [7]

	UE IP Address and port
	ipAddressPort
	See ETSI TS 103 221-1 [7]

	PFCP Session ID
	TargetIdentifierExtension / FSEID
	F-SEID (see XSD schema)

	PDR ID
	TargetIdentifierExtension / PDRID
	32 bit unsigned integer (see XSD schema)

	QER ID
	TargetIdentifierExtension / QERID
	32 bit unsigned integer (see XSD schema)

	Network Instance
	TargetIdentifierExtension / NetworkInstance
	Octet string (see XSD schema)

	GTP Tunnel Direction
	TargetIdentifierExtension / GTPTunnelDirection
	Enumeration (see XSD schema)


The PFCP Session Id is assigned by the SMF and as such for an UPF it means nothing until it receives  a PDU Session Establishment Request from the SMF on the N4 reference point.  
Now, since the LI ActivateTask is sent on LI_T2, LI_T3 at the same time, it is possible that the POI may receive the LI_T events before the UPF receives the N4 request. 

· That means a trigger sent on LI_T can fail. 
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Figure 1: LI_T trigger and N4 request timings per TS 33.128
The changes were made to the TS 33.128 to deal with the above situation.  
This contribution now explores the possibility of sending the trigger a little later in which case, the GTP tunnel ID perhaps can be used as previously wished. 

Discussion
For the purpose of this analysis, the following flow from TS 23.502 is used. 
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Figure 2: flow diagram from TS 23.502

Exploring flow (taken from Nokia contribution S3i190210): 

In the flow diagram of figure 2, at step 5, the PDU Session Establishment is done at V-UPF. At the conclusion of this step, the V-SMF will have the local F-TEIDs used at the V-UPF on N3 and N9 reference points. V-UPF will have the F-TEID for incoming UP packets on N3 (UL) and N9 (DL).  


[image: image3.emf]V-UPF

H-UPF

AN

F-TEID

F-TEID

N3

N9

N3

N9


Figure 3: At PDU Session Establishment in  V-UPF (step 5a, 5b of flow in figure 2
A trigger sent at step 5 (POI in V-UPF) does not have any useful effect because there is no useful UP packet flow at this time since the peer entities of N3 and N9 reference points do not have the V-UPF F-TEIDs yet. Therefore, a trigger sent at step 5a or sent at 5b will have a same net result as far as interception is concerned.  

-----------------------------------------------------------------------------------------------------------------------------------------------
At step 12 (figure 2), the PDU Session Establishment is done at H-UPF. At the conclusion of this step, the H-SMF will have the local and remote F-TEIDs used on N9 reference point.  The H-UPF will have the F-TEID for the incoming UP packets (UL) and remote F-TEID of the V-SMF for outgoing packets (DL).  
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Figure 4: At PDU Session Establishment in H-UPF (step 12a, 12b of flow in figure 2)

At this time, the trigger sent at step 5 (figure 1),  will enable the POI in the V-UPF to perform the interception of DL UP packets received from the H-SMF on N9 reference point, if the trigger was to do the interception on N9 reference point. 

However, if the trigger to do the interception was on N3 reference point, no interception of UP packets can occur here because the POI in the V-UPF does not have the F-TEID value of the peer entity (i.e. AN) of the N3 reference point.  

The POI in the H-UPF can perform the interception of DL packets at N9 if the trigger was to do the interception on N9.   

However, note that the DL packets cannot reach the UE at this time because the V-UPF does not the F-TEID value of the peer entity (i.e. AN).  

-----------------------------------------------------------------------------------------------------------------------------------------------

At step 15 (of figure 2), the N2: PDU Session Request is sent to the AN. The AN will have the local F-TEID for the incoming UP packets  (DL) and remote F-TEID of V-UPF for the UL UP packets.  
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Figure 5: At N2 PDU Session Request at the AN (step 15 of flow in figure 2)

At this time, the trigger sent at step 5 (figure 1),  will enable the POI in the V-UPF to perform the interception of UL UP packets received from the AN on N3 reference point, if the trigger was to do the interception on N3 reference point. However, the interception of DL UP packets won’t be done since the POI in the V-UPF does not know the F-TEID value used at the peer entity on N3 reference point. 

If the trigger to do the interception was on N9 reference point,  then the POI in the V-UPF will be able to perform the interception of DL UP packets received from the H-SMF on N9 reference point. However, the interception of UL UP packets won’t be done since  the POI in the V-UPF does not know the F-TEID value used at the peer entity (i.e. H-SMF) on N9 reference point. 

There is no change to what happens at the POI present in the H-SMF. In other words, the POI at the H-UPF can perform the interception of DL packets at N9 if the trigger was to do the interception on N9.    

However, note that the DL packets cannot reach the UE at this time because the V-UPF does not the F-TEID value of the peer entity (i.e. AN).  

--------------------------------------------------------------------------------------------------------------------------------------

At step 19 (of figure 2), a PDU Session Modification is done at the V-UPF.     At the conclusion of this step,  The V-UPF will have the peer F-TEID values for both N3 and N9 reference points.  


[image: image6.emf]V-UPF H-UPF AN

F-TEID

F-TEID F-TEID

F-TEID

N9

N3

N9

N3


Figure 6: At PDU Session Modification Request at the V-UPF (step 19 of flow in figure 2)

At this time, POI in V-UPF can provide the complete interception irrespective on which reference point the interception was turned on by the trigger. The POI in H-UPF will also be able to provide a complete interception as well.    

Inference  
As can be seen in figure 2 to figure 6, the TF present in the V-SMF can send a trigger to POI present in the V-UPF at 4 places (NOTE: The TS 33.128 specifies that the trigger shall be sent at 5a and that is PFCP Session ID is used): 

· At the step 5a

· At the step 5b

· At the step 19a

· At the step 19b. 

The POI present in the H-SMF can send the trigger to POI present in the H-UPF at 2 places (NOTE: The TS 33.128 specifies that the trigger shall be sent at 5a and that is PFCP Session ID is used):. 

· At step 12a

· At step 12b. 

The UP packets between the target UE and the application can flow (in both directions) only after the step 19a/19b are executed. In other words, the use-full UP packet flow to and from the UE happens after the steps 19a/19b. 

The trigger may have to identify the reference point where the interception is done and the appropriate packet detection rules. 

In summarizing, referring to the flow of figure 2: 

V-SMF interacts with the V-UPF for PDU session related requests at the following steps: 

· Step 5 (PDU session establishment request) ( no data flow is possible at this time

· If we send the trigger at 5b instead of the current specification, then perhaps, the GTP Tunnel ID can be used. There is no need to use the PFCP Session Id. 

· Step 19 (PDU session modification request) ( uplink and downlink data flow are possible at this time

H--SMF interacts with the H-UPF for PDU session related requests at the following steps: 

· Step 12 (PDU session establishment request) ( downlink data flow is possible around this step, but it does not reach the UE.

· If we send the trigger at 12b instead of the current specification, then perhaps, the GTP Tunnel ID can be used. There is no need to use the PFCP Session Id. 

AMF (via) interacts with the AN (UE) at the following steps: 


Step 14 to 17:  (PDU session request) ( uplink data flow is possible at around step 17. 

As per the TS 33.128, the IRI-POI in V-SMF sends the xIRI PDU Session Establishment at around step 14 and he IRI-POI in H-SMF sends the xIRI PDU Session Establishment at around step 13.
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Figure 7: V-SMF trigger for xIRI PDU session established and ActivateTask per TS 33.128  
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Figure 8: H-SMF Trigger for xIRI PDU session established and ActivateTask per TS 33.128  

Suggested changes
The following figure depicts the suggested change for VPLMN: 
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Figure 9: Suggested change for CC-TF (V-SMF) sent trigger timing

The following figure depicts the suggested change for HPLMN: 
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Figure 10: Suggested changes CC-TF (H-SMF) sent trigger timing

Advantages: 

· GTP Tunnel can be used as the target identifier in ActivateTask (see figure 7, 8, 9 and 10). 

· The chances of trigger failures can be reduced. 
Disadvantages: 

· With roaming scenario, at the HPLMN, certain downlink packets may end up not reporting (compare figure 8 and 10). 

NOTE: However, these downlink packets do not go beyond the V-UPF downstream. Should this be of a concern?

The trigger sent for the PDU Session Modification Request and PDU Session Release can be the same as currently defined in the TS 33.128. However, note that it is quite possible that the LI_T: Deactivatetask may reach the POI after the N4: request for PDU session release reaches the UPF. If that happens, perhaps, the POI is not able to identify the session since both PFCF Session ID and GTP Tunnel IDs are released. However, a change in the timings related to the trigger does not help here. 

Next step – Proposal
Discuss to determine whether the point at which the intercept trigger is sent to the POI in UPF can be changed or should be changed. 

If yes, and agreeable, assign action item to draft CR to the next SA3LI meeting. 
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