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*** First change ***
5.3.2.1
General

The Point of Interception (POI) detects the target communication, derives the intercept related information or communications content from the target communications and delivers the POI output as xIRI to the MDF2 or as xCC to the MDF3. The output of a POI is determined by the type of the NF associated with the POI. A POI may be embedded within a Network Function (NF) or separate from a NF with which it is associated.

Multiple POIs may have to be involved in executing a warrant.

*** Next change ***
5.3.2.3
IRI-POIs and CC-POIs

POIs are divided into two types for each category based on the type of data they send to the MDF (see clause 5.3.4):

· IRI-POI delivers xIRI to the MDF2.
· CC-POI delivers xCC to the MDF3.

Both IRI-POIs and CC-POIs are either directly provisioned or triggered (see clause 5.3.2.2).
NOTE:
In the present document,  an xIRI is identified with the event that has caused its generation within the IRI-POI. 
*** Next change ***
6.2.2.4
IRI events

The IRI-POI present in the AMF shall generate xIRI, when it detects the following specific events or information:

· Registration.
· Deregistration.
· Location update.
· Start of interception with already registered UE.
· Unsuccessful communication attempt.
NOTE:
AMF reporting of UE state changes other than registration or deregistration is not supported in the present document.
The registration xIRI is generated when the IRI-POI present in an AMF detects that a target UE has successfully registered to the 5GS via 3GPP NG-RAN or non-3GPP access. The registration xIRI describes the type of registration performed (e.g. initial registration, periodic registration, registration mobility update) and the access type (e.g. 3GPP, non-3GPP). Unsuccessful registration shall be reported only if the target UE has been successfully authenticated.

The deregistration xIRI is generated when the IRI-POI present in an AMF detects that a target UE has deregistered from the 5GS. The deregistration xIRI shall indicate whether it was an UE-initiated or a network-initiated deregistration. 
The location update xIRI is generated each time the IRI-POI present in an AMF detects that the target's UE location is updated due to target's UE mobility (e.g. in case of Xn based inter NG-RAN handover). The generation of such xIRI may be omitted if the updated UE location information is already included in other xIRIs (e.g. mobility registration) provided by the IRI-POI present in the same AMF. If the information in the AMF received over N2 (TS 38.413 [14]) includes one or more cell IDs, then all cell IDs shall be reported to the LEMF whenever location reporting is triggered at the AMF.
The start of interception with already registered UE xIRI is generated when the IRI-POI present in an AMF detects that interception is activated on the target UE that has already been registered in the 5GS.
 When additional warrants are activated on a target UE, MDF2 shall be able to generate and deliver the related IRI message to the LEMF associated with the warrants without receiving the corresponding start of interception with already registered UE xIRI. 
The unsuccessful communication attempt xIRI is generated when the IRI-POI present in an AMF detects that a target UE initiated communication procedure (e.g. session establishment, SMS) is rejected by the AMF before the proper NF handling the communication attempt itself is involved.
*** Next change ***
6.2.2.5
Common IRI parameters

The list of xIRI parameters are specified in TS 33.128 [15]. All xIRI shall include the following:

-
Target identity.
-
Time stamp.

-
Location information.

-
Correlation information.

*** Next change ***
6.2.2.6
Specific IRI parameters

The list of parameters in each xIRI are defined in TS 33.128 [15]. The following give a summary.

The registration xIRI shall include the following:

· Registration type information.
· Access type information.
· Requested slice information.

The deregistration xIRI shall include the following:

· UE initiated de-registration.
· Access type information.
· Network initiated de-registration.
The location update xIRI shall include the following:

· Location of the target UE (see clause 7.3).

The start of interception with already registered UE xIRI shall include the following:

· Access type information.
· Requested slice information.

The unsuccessful communication attempt xIRI shall include the following:
· Rejected type of communication attempt.
· Access type information.
· Failure reason.

When the access type is non-3GPP, the IP address used by the UE to reach the N3IWF shall be reported. The port shall also be reported if available.
*** Next change ***
6.2.3.1
Architecture

In the 5GC network, user plane functions are separated from the control plane functions. The SMF that handles control plane actions (e.g. establishing, modifying, deleting) for the PDU sessions shall include an IRI-POI that has the LI capability to generate the related xIRI. The UPF that handles the user plane data shall include a CC-POI that has have the capability to duplicate the user plane packets from the PDU sessions based on the interception rules received from the SMF. Figure 6.2-4 shows the LI architecture for SMF/UPF based interception.
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Figure 6.2-4: LI architecture showing LI at SMF/UPF
The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF.

The LIPF present in the ADMF provisions IRI-POI (present in the SMF), MDF2 and MDF3 over the LI_X1 interfaces. To enable the interception of the target's user plane packets (e.g. when the warrant requires the interception of communication contents), the CC-TF present in the SMF is also considered to be provisioned with the intercept data.
NOTE 1:
The IRI-POI and CC-TF represented in figure 6.2-4 are logical functions, require a close coupling between the two and as such may be handled by the same process within the SMF.

The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the SMFs and UPFs in the network. The IRI-POI present in the SMF detects the PDU session establishment, modification, and deletion related events, generates and delivers the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.

When interception of communication contents is required, the CC-TF present in the SMF sends a trigger to the CC-POI present in the UPF over the LI_T3 interface which can be based on N4 functionalities (between SMF and UPF) with LI specific security measures applied.

The trigger sent from the CC-TF to CC-POI includes the following information:

· User plane packet detection rules.
· Target identity.
· Correlation information.
· MDF3 address.

NOTE 2:
When LI_T3 is used, the LI_X1 between LIPF and CC-POI present in the UPF is used to monitor the user plane data.

The CC-POI present in the UPF generates the xCC from the user plane packets, and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.

A warrant that does not require the interception of communication contents, may require IRI messages that have to be derived from the user plane packets. To support the generation of related xIRI (i.e. that requires access to the user plane packets), the present document supports two implementation approaches:
-
In approach 1, the IRI-POI responsible for the generation of such xIRI resides in the UPF. Such an IRI-POI requires a trigger to enable it to detect the user plane packets. The corresponding Triggering Function (IRI-TF) resides in the same SMF that has the IRI-POI for the generation of other xIRI.
-
The trigger sent by the IRI-TF (present in the SMF) to the IRI-POI (present in the UPF) includes the following:

-
User plane packet detection rules.
-
Target identity.
-
Correlation information.
-
MDF2 address.

-
The IRI-POI present in the UPF generates the xIRI (that includes the correlation number and the target identity) from the user plane packets and sends it to the MDF2. The MDF2 generates the IRI messages and send them to the LEMF.

-
In approach 2, xCC is generated by the CC-POI present in the UPF as if the warrant involves the interception of communication contents. To enable this, the CC-TF presumed to be present in the SMF even when the warrant does not require the interception of communication contents. As explained before, the CC-POI generates the xCC and sends it to the MDF3. The MDF3 (based on the provisioned intercept information) does not generate and deliver the CC to the LEMF. Instead, the MDF3 forwards the xCC to the MDF2 over LI_MDF interface. The MDF2 then generates the IRI messages from xCC and delivers those IRI messages to the LEMF.

NOTE 3:
The IRI-POI and IRI-TF present in the SMF may be handled by the same process in the SMF.

NOTE 4: 
When multiple warrants are active on a target with one requiring the interception of communication contents and the other not (in other words, this other one requiring xIRI from user plane packets), the first approach requires the UPF to have both CC-POI and IRI-POI and the SMF to have IRI-POI, IRI-TF and CC-TF. Alternatively, the interception of communication contents is required anyway for one warrant, and hence, the second approach will become simpler and therefore, may be preferable.

NOTE 5:
Directly provisioned CC-POI is not considered in the present document.

Clause 8.6.2 defines a CC-PAG (CC-POI Aggregator) as an architectural extension option that is located between the MDF3 and CC-POI and performs the function of aggregating the xCC from different CC-POIs towards the MDF3.

*** Next change ***
6.2.3.3
IRI events

The IRI-POI present in the SMF shall generate xIRI, when it detects the following specific events or information:

· PDU session establishment.
· PDU session modification.
· PDU session release.
· Start of interception with an established PDU session.

The PDU session establishment xIRI is generated when the IRI-POI present in the SMF detects that a PDU session has been established for the target UE.

The PDU session modification xIRI is generated when the IRI-POI present in the SMF detects that a PDU session is modified for the target UE.

The PDU session release xIRI is generated when the IRI-POI present in the SMF detects that a PDU session is released for the target UE.

The Start of interception with an established PDU session xIRI is generated when the IRI-POI present in a SMF detects that interception is activated on the target UE that has an already established PDU session in the 5GS. 
When a target UE has multiple PDU sessions, this xIRI shall be sent for each PDU session with a different value of correlation information. When additional warrants are activated on a target UE, MDF2 shall be able to generate and deliver the related IRI message to the LEMF associated with the warrants without receiving the corresponding start of interception with an established PDU session xIRI.
When the warrant requires the packet data header information reporting, the following xIRI shall be generated:

· Packet data header information report.

The generation of packet data information report can be done by either the IRI-POI present in the UPF or the MDF2.

*** Next change ***
6.2.5.3
IRI events

The IRI-POI present in the SMSF shall generate xIRI, when it detects the following specific events or information:
· SMS message.
The SMS message xIRI is generated when the IRI-POI present in an SMSF detects that a SMS message for the target UE is handled.
*** Next change ***
6.2.5.4
Common IRI parameters

The list of xIRI parameters are specified in TS 33.128 [15]. The xIRIs shall include at the minimum the following information:

· Target identity.
· Time stamp.
· Location information.
· SMS message direction (mobile originated, mobile terminated).
· SMS message payload.

*** Next change ***
6.2.5.6
Network topologies

The SMSF shall provide the IRI-POI functions in the following network topology cases:

· Non-roaming case.
· Roaming case, in VPLMN.

NOTE:
SMS message delivery over non-3GPP access with N3IWF in the HPLMN is considered a non-roaming case.

*** Next change ***
6.2.6.2
LI_SI notifications

The SIRF present in the NRF shall generate notifications over LI_SI when the SIRF detects the following specific events or information:

· NF service registration.
· NF service update.
· NF service deregistration.
· NF service chain change.

The NF service chain change notification shall be generated  whenever an NF is added to or removed from a service chain as a result of NF (service) registration/update/deregistration as defined in TS 23.502 [2], clause 4.17.
*** Next change ***
6.2.6.3
LI_SI parameters

The notifications  reported over LI_SI by the SIRF shall include the following information elements:

· Event type (as defined in clause 6.2.6.2).
· NF details, including appropriate information elements defined in TS 23.501 [2] clause 6.2.6.
*** Next change ***
7.2.3
LI at HSS

The present document does not specify LI functionality for HSS. LI capabilities for HSS for this release are specified in TS 33.107 [11].

*** Next change ***
7.3.4
Cell database information reporting

When a cell identity is provided for the target's location in an IRI message, the CSP may also provide CSI for the reported cell identity. The MDF2 may retrieve CSI by access to a CSP maintained database (referred to as CSP Cell Database) as shown in figure 7.3.4-1. When x the CSP cannot deliver the CSI via IRI messages generated from the corresponding xIRI, the MDF2 shall generate a Cell Site Report (CSR) for location information specific to the cell identity reported in the IRI message.

The following information shall be delivered when CSI is provided in IRI message or a MDF2 generated CSR:

-
LIID.
-
Cell identity.
-
Date/time(s) established by MDF2.
-
Cell supplemental information.

If CSI for a cell identity has been previously reported to the LEMF for the current interception, and if allowed by CSP-LEA mutual agreement, the CSP may not need to resend this specific CSI, unless it has changed.
If the CSP does not support CSR or CSI, the database can be provided by non-real-time means.
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Figure 7.3.4-1: CSP cell database

** End of all changes ***
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