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<<<<<<<<<<<<<<<<<<<<<<<<<< START OF FIRST CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc4080146]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
[3]	3GPP TS 33.126: "Lawful interception requirements".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".
[6]	OMA MLP: "Mobile Location Protocol V3.3".
NOTE:	Available at http://www.openmobilealliance.org.
[7]	ETSI TS 103 120: "Lawful Interception (LI); Interface for warrant information".
[8]	ETSI TS 103 221-1: "Lawful Interception (LI); Part 1: Internal Network Interface X1 for Lawful Interception".
[9]	3GPP TS 33.501: "Security Architecture and Procedures for the 5G System".
[10]	ETSI GR NFV-SEC 011: "Network Functions Virtualisation (NFV); Security; Report on NFV LI Architecture".
[11]	3GPP TS 33.107: "3G Security; Lawful interception architecture and functions".
[12]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[13]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[AA]	MMS Architecture OMA-AD-MMS-V1_3-20110913-A.
[BB]	Multimedia Messaging Service Encapsulation Protocol OMA-TS-MMS_ENC-V1_3-20110913-A.
[CC]	3GPP TS 22.140: "Multimedia Messaging Service (MMS); Stage 1".

<<<<<<<<<<<<<<<<<<<<<<<<<< START OF SECOND CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc4080148]3.1	Definitions
[bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK8]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
Content of Communication (CC): The content of communication as forwarded from the Mediation and Delivery Function 3 (over the LI_HI3 interface) to the Law Enforcement Monitoring Facility.
CUPS: As defined in 3GPP TS 23.214 [12], represents PLMN with architecture enhancements for control and user plane separation of EPC nodes.
Intercept Related Information (IRI): The intercept related information as forwarded from the Mediation and Delivery Function 2 (over the LI_HI2 interface) to the Law Enforcement Monitoring Facility.
IRI event: The network procedure or event that created an xIRI in the Point Of Interception.
LI component: The function and equipment involved in handling the Lawful Interception functionality in the CSP's network.
LI system: The collection of all LI components involved in handling the Lawful Interception functionality in the CSP's network.
Non-Local Identity: As defined by clause 6.2 Identification in TS 33.126 [3].
Provisioning: The action taken by the CSP to provide its Lawful Interception functions information that identifies the target and the specific communication services of interest to the LEA, sourced from the LEA provided warrant. 
Triggering: The action taken by a dedicated function (Triggering Function) to provide another dedicated function (Triggered POI), that Provisioning could not directly be applied to, with information that identifies the specific target communication to be intercepted.
Warrant: The formal mechanism to require Lawful Interception from a LEA served to the CSP on a single target identifier. Depending on jurisdiction also known as: intercept request, intercept order, lawful order, court order, lawful order or judicial order (in association with supporting legislation).
xCC: The content of communication as forwarded from the Point Of Interception (over the LI_X3) interface to the Mediation and Delivery Function 3.
xIRI: The intercept related information as forwarded from the Point Of Interception (over the LI_X2) interface to the Mediation and Delivery Function 2.

 <<<<<<<<<<<<<<<<<<<<<<<<<< START OF THIRD CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>
[bookmark: _Toc4080150]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
5GS	5G System
ADMF	LI Administration Function
AMF	Access Management Function
AUSF	Authentication Server Function
CC	Content of Communication
CSI	Cell Supplemental Information
CSP	Communication Service Provider
CUPS	Control and User Plane Separation
DN	Data Network
GPSI	Generic Public Subscription Identifier
IP	Interception Product
IRI	Intercept Related Information
LALS	Lawful Access Location Services
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LICA	Lawful Interception Certificate Authority
LICF	Lawful Interception Control Function
LI_HI1	Lawful Interception Handover Interface 1
LI_HI2	Lawful Interception Handover Interface 2
LI_HI3	Lawful Interception Handover Interface 3
LI_HI4	Lawful Interception Handover Interface 4
LIPF	Lawful Interception Provisioning Function
LIR	Location Immediate Request
LI_SI	Lawful Interception System Information Interface
LI_X0		Lawful Interception Internal Interface 0
LI_X1	Lawful Interception Internal Interface 1
LI_X2	Lawful Interception Internal Interface 2
LI_X3	Lawful Interception Internal Interface 3
LMF	Location Management Function
LTF	Location Triggering Function
MDF	Mediation and Delivery Function
MDF2	Mediation and Delivery Function 2
MDF3	Mediation and Delivery Function 3
MM	Multimedia Message
MMBox	Multimedia Message Box
N3IWF	Non 3GPP Inter Working Function
NPLI	Network Provided Location Information
NR	New Radio
NRF	Network Repository Function
NSSF	Network Slice Selection Function
PCF	Policy Control Function
PEI	Permanent Equipment Identifier
POI	Point Of Interception
SIRF	System Information Retrieval Function
SMF	Session Management Function
SMSF	SMS-Function
SUCI	Subscriber Concealed Identifier
SUPI	Subscriber Permanent Identifier
TF	Triggering Function
UDM	Unified Data Management
UDR	Unified Data Repository
UDSF	Unstructured Data Storage Function
UPF	User Plane Function
xCC	LI_X3 Communications Content
xIRI	LI_X2 Intercept Related Information

<<<<<<<<<<<<<<<<<<<<<<<START OF FOURTH CHANGE – All New Text >>>>>>>>>>>>>>>>>>>>>>>>>>
7.X	MMS
7.X.1	Architecture
MMS service is defined in TS 22.140 [CC], OMA's MMS Architecture OMA-AD-MMS-V1_3-20110913-A [AA], and OMA's Multimedia Messaging Service Encapsulation Protocol OMA-TS-MMS_ENC-V1_3-20110913-A [BB].
In the 5GC network, the MMS Proxy-Relay handles the MMS related functions. More specifically, the MMS Proxy-Relay is responsible for:
1)	receiving a MMS from a served UE and forwarding that to the MMS Proxy-Relay of the destination UE,
2)	receiving a MMS from an originating MMS Proxy-Relay and forwarding this MMS or a notification of it to its served UE,
3)	receiving a request for retrieval of an MMS from a served UE and delivering that MMS to the served UE,
4)	providing the served UE with delivery status and read reports of served UE originated MMS
5)	providing a MMS/Relay of another UE with delivery status and read reports of MMS received for the served UE.
The MMS Proxy-Relay shall have LI capabilities to generate the target UE's MMS related xIRI. Extending the generic LI architecture presented in clause 5, figure 7.X-1 below gives a reference point representation of the LI architecture with MMS Proxy-Relyas a CP NF providing the IRI-POI and CC-POI functions.
The CSP and LEA need to agree on the maximum size of an MMS to be delivered to the LEMF. In addition, the CSP and the LEA need to agree on what to do If the MMS is bigger than the agreed size  (e.g. don't deliver it to the LEMF).

LI for MMS requires the the MMS Proxy-Relay POI to detect the MMS events and forward the corresponding xIRI and xCC to the MDF2/3.


IRI-POI/ CC-POI
MDF 2/3
LI_HI2/3
LI_X2/3
MMS ProxyServer


Figure 7.X-1: LI architecture for LI at MMS

The LICF present in the ADMF receives the warrant from an LEA, derives the intercept information from the warrant and provides it to the LIPF.
The LIPF present in the ADMF provisions IRI-POI/CC-POI (present in the MMS Proxy Server), MDF2 and MDF3 over the LI_X1 interfaces. 
The LIPF may interact with the SIRF (over LI_SI) present in the NRF to discover the MMS Proxy Servers in the network. The IRI-POI present in the MMS Proxy Server detects the MMS related events, generates and delivers the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2.
When interception of communication contents is required, the CC-POI present in the MMS Proxy Server generates the xCC from the MMS messages, and delivers the xCC (that includes the correlation number and the target identity) to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3.
7.X.2	Target Identities
The LIPF provisions the intercept related information associated with the following target identities to the IRI-POI/CC-POI present in the MMS Proxy-Relay:
· IMPU.
· IMPI.
· MSISDN.
· Short Code.
· IPv4 address.
· IPv6 address.
· PEI.
The interception performed on the above identities are mutually independent, even though, an xIRI may contain the information about the other identities when available.
When a Non-Local Id is used as target identity, the interception shall be performed at the MMS Proxy-Relay. For MMS messages originated from a target wth Non-Local ID, the target is identified from FROM field. For MMS messages to the target with Non-Local ID, the target is identified from TO, CC and BCC fields. The interception may be triggered on the value address defined in clause 8 of the MMS addressing model of OMA's Multimedia Messaging Service Encapsulation Protocol OMA-TS-MMS_ENC-V1_3-20110913-A  [BB]. 
 7.X.3	IRI Events
The MMS architecture is provided in Clause 5 of MMS Architecture [AA]. The two interfaces considered in developing the events and event information to be reported are the MMSM interface (between the MMS client and the MMS Proxy-Relay) and the MMSR interface (i.e., between two MMS Proxy-Relay nodes).
The IRI-POI present in the MMS Proxy-Relay shall generate xIRI, when it detects the following specific events or information:
1)	MMS Send
2)	MMS Notification 
3)  MMS Notification Response 
4)	MMS Retrieval
5)  MMS Retrieval Acknowledgement
6)	MMS Forwarding
7)	MMS Store 
8) MMS Upload
9) MMS Delete
10) MMS Delivery
11) MMS Read Reply
12) MMS Cancel
13)	MMS View
14) MMS View Confirm
MMS Send xIRI is generated when the IRI-POI present in the MMS Proxy-Relay detects that a request to send an MMS is received from the target UE.  
MMS Notification xIRI is generated when the IRI-POI present in the MMS Proxy-Relay sends a notification of an incoming MMS to the target UE.
MMS Notification Response xIRI is generated when the IRI-POI present in the MMS Proxy-Relay receives a MMS Notification Response from the target UE acknowledging the MMS Notification.
MMS Retrieval Request xIRI is generated when the IRI-POI present in the MMS Proxy-Relay receives a request to retrieve an MMS from the target UE.  
MMS Retrieval Acknowledgement xIRI is generated when the IRI-POI present in the MMS Proxy-Relay receives a MMS MMS Retrieval Acknowledgement from the target UE acknowledging the transaction to the MMS Proxy-Relay.
MMS Forwarding xIRI is generated when the IRI-POI present in the MMS Proxy-Relay receives a request to forward an MMS from the target UE.  
MMS Store xIRI is generated when the IRI-POI present in the MMS Proxy-Relay receives a request to store an MMS from the target UE where that MMS has not been retrieved by the target UE.  
MMS Upload xIRI is generated when the IRI-POI present in the MMS Proxy-Relay receives a request to upload an MMS from the target UE.  
MMS Delete xIRI is generated when the IRI-POI present in the MMS Proxy-Relay receives a request from the target UE to delete an MMS from the target UE’s MMBox.  
MMS Delivery xIRI is generated when the IRI-POI present in the MMS Proxy-Relay sends a MMS delivery notification to the target UE.
MMS Read Reply xIRI is generated when the IRI-POI present in the MMS Proxy-Relay:
a) receives a read reply notification from the target UE, or
b) sends a read reply notification from the target UE.

MMS View xIRI is generated when the IRI-POI present in the MMS Proxy-Relay recevies a MMS view request from the target UE.
MMS View Confirm xIRI is generated when the IRI-POI present in the MMS Proxy-Relay sends a MMS view confirm to the target UE.
Where MMS CC is available during an event, in addition to the xIRI reported to MDF2, 
The MMS xCC is generated when the CC-POI in the MMS Proxy-Relay detects that CC related to an MMS is either received from the target, sent to the target, or stored on behalf of the target.  

7.X.4	Common IRI parameters
The list of xIRI parameters are specified in TS 33.128 [15]. Each xIRI shall include at the minimum the following information:
· Target identity.
· Time stamp.
· Correlation information.
· Location information.
· Session related information.

7.X.5	Specific IRI parameters
The parameters in each xIRI are defined in TS 33.128 [15].
7.X.6	Network Topologies
The MMS Proxy-Relay shall provide the IRI-POI functions in the following network topology cases:
· Non-roaming case.
· Roaming case, in VPLMN.
· Roaming case, in HPLMN.
· Non-3GPP access case, in the PLMN where N3IWF resides.

<<<<<<<<<<<<<<<<<<<<<<<<<< END OF CHANGES >>>>>>>>>>>>>>>>>>>>>>>>>>>>
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