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AS
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IM-
MGW

Party A Party B

Voice Services

 (CS domain)

MDF

A B

Interception of Party A 
communications

Non-local ID target

Party A calls party B (non-local ID target)

SIP

Media

xIRI xCC

Calling party ID (A) and called 
party non-local ID (B) are  

checked for IRI interception

Redirecting party (local)
ID and called party ID 
(B) are checked for CC 

interception

Calling party ID (A) 
is checked for  CC 

interception
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ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

AS

Party A

P-CSCF

IMS-
AGW

S-CSCF

A B

Interception of Party A 
communications

Interception of Party B  
communications

Party C

Voice Services

 (CS domain)
MGCF

IM-
MGW

MDF

C

Non-local ID target

Party A calls party B redirected to party C (non-local ID target)  

SIP

Media

xIRI xCC

Redirecting party (local)
ID (B)  and called party ID 

(C) are checked for CC 
interception

Called party ID (B) and redirected-
to  party non-local ID (C) are  
checked for IRI interception
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MDF

ASHSS

Party B
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

MGCF

Non-local ID target

A B

Interception of Party B 
communications

SIP

Media

xIRI xCC

Called party ID (B), 
redirecting party (local) 
ID are checked for  CC 

interception

Party A (non-local ID target) calls party B
[non-local ID target may also be a redirecting party]

Calling party ID (A) and 
redirecting party ID 
(A1) are checked for  

CC interception

Called party ID (B), calling party non-local ID (A) and redirecting 
party non-local ID (A1) are checked for IRI interception
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MDF

ASHSS

Party C
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

MGCF

ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

Interception of Party C 
communications

Interception of Party B 
communications

A B C

Non-local ID target

SIP

Media

xIRI xCC

Party A (non-local ID target  calls party B redirected to party C

Called party ID (B), 
redirecting party (local) 
ID (B) are checked for  

CC interception

Calling party ID 
(A)  and 

redirecting party 
ID (A1) are 

checked for  CC 
interception

Called party ID (B), calling party non-local ID  (A) and 
redirecting party non-local ID (A1) and redirected-to 
party non-local  ID are checked for IRI interception
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ASHSS

I-CSCF S-CSCF

IM-
MGW

MGCF

IM-MGW

MGCF

P-CSCF

Party-B

Interception of Party B 
communications

A
B C

MDF

Non-local ID target A

Party A

Voice Services

 (CS domain) Party C

Voice Services

 (CS domain)

MDF

Non-local ID target B

SIP

Media

xIRI xCC

Party A (non-local ID target) calls party B redirected to party C (non-local ID 

target)  

Redirecting party (local) 
ID (B),  Called party ID 

(C) are checked for  CC 
interception

Calling party ID (A)  and 
redirecting party ID (A1) 

are checked for  CC 
interception

Called party ID (B), calling party non-local ID  (A) and 
redirecting party non-local ID (A1) and redirected-to 

party non-local  ID (C) are checked for IRI interception



08/07/20198 © Nokia 2018            

Drawn by N. Rao

AS

Party A

P-CSCF

IMS-
AGW

S-CSCF

A

Interception of Party A 
communications

ASHSS

Party C

I-CSCF S-CSCF

IMS-
AGW

P-CSCF

ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

Interception of Party C 
communications

Interception of Party B  
communications

C-side of 
the call A-side of 

the cal

B C

ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

Interception of Party B  
communications

B

MGCF/
IBCF

IM-MGW/
TrGW

A

MGCF/
IBCF

IM-MGW/
TrGW

C

Called party ID, calling party non-local ID  and redirecting party  non-local ID 
and redirected-to party non-local ID are checked for IRI interception

SIP

Media

xIRI xCC

Summary of method 2 

Calling party ID (A) is 
checked for  CC 

interception

Calling party ID (A) and called 
party non-local ID are  checked 

for IRI interception
Called party ID (B) and 

redirected-to  party  non-local 
ID (C) are  checked for IRI 

interception

MGCF: Redirecting party 
(local) ID (B) and called 
party ID (C) are checked 

for CC interception

IBCF: Redirecting party 
(local) ID (B) and called 

party ID (C)) are checked 
for CC interception

Called party ID (C), 
redirecting party (local)
ID (A1, B) are checked 

for  CC interception

Called party ID (B), calling party non-
local ID  (A) and redirecting party 

non-local ID (A1) are checked for IRI 
interception

IBCF: Calling 
party ID (A)  and 
redirecting party 

ID (A1) are 
checked for  CC 

interception

MGCF: Calling 
party ID (A)  and 
redirecting party 

ID (A1) are 
checked for  CC 

interception

Called party ID (C), calling party non-
local ID (A) (and redirecting party non-

local ID (A1) are checked for IRI 
interception

Called party ID (C) is 
checked for IRI interception
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AS

MDF

ASHSS

Party A

P-CSCF

IMS-
AGW

S-CSCF I-CSCF S-CSCF P-CSCF

Party B

IMS-
AGW

A
B

Interception of Party B 
communications

Interception of Party A 
communications

B target

Party A calls party B (target) – no double IRI, CC interception

SIP

Media

xIRI xCC

Calling party ID (A) 
is checked for  CC 

interception

Calling party ID (A) and called 
party non-local ID are  checked 

for IRI interception

Called party ID (B), calling party non-local ID  and redirecting 
party non-local ID are checked for IRI interception

Called party ID B), 
redirecting (local)  

party ID are checked 
for  CC interception

Good
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AS

MDF

ASHSS

Party A

P-CSCF

IMS-
AGW

S-CSCF I-CSCF S-CSCF P-CSCF

Party B

IMS-
AGW

A B

Interception of Party B 
communications

Interception of Party A 
communications

A target

SIP

Media

xIRI xCC

Party A (target) calls party B – no double IRI, CC interception  

Calling party ID (A)
is checked for  CC 

interception

Called party ID (B), 
redirecting party (local) 
ID are checked for  CC 

interception

Calling party ID (A) and called 
party non-local ID are  

checked for IRI interception

Called party ID (B), calling party non-local 
ID  and redirecting party non-local ID  are 

checked for IRI interception

Good
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IM-
MGW

MGCF

A
C

MDF

Target A

Party B

Voice Services

 (CS domain)

AS

Party A

P-CSCF

IMS-
AGW

S-CSCF

A

Interception of Party A 
communications

SIP

Media

xIRI xCC

Party A (target) calls party B (in the CS domain) – no double CC interception  

Redirecting party (local)
ID, called party ID (B) 
are checked for  CC 

interception

Calling party ID (A) 
is checked for  CC 

interception

Calling party ID (A)  and called 
party non-local ID are  

checked for IRI interception
Good
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MDF

ASHSS

Party C
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

MGCF

ASHSS

I-CSCF S-CSCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF MDF

Non-local ID target B target C target

SIP

Media

xIRI xCC

Party A (non-local ID target) calls party B (target) redirected to party C (target)
[non-local ID target may also be a redirecting party] – double interception, IRI

Called party ID (C), 
redirecting party (local) 
ID (B) are checked for  

CC interception

Called party ID (C), calling party 
non-local ID  (A) and redirecting 

party non-local ID (A1) are checked 
for IRI interception

Called party ID (B), calling party non-local 
ID (A), redirecting party non-local ID (A1) 
and redirected-to party non-local ID are 

checked for IRI interception

Calling party ID (A)  and 
redirecting party ID 
(A1) are checked for  

CC interception
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P-CSCF MGCFS-CSCF

IMS-
AGW

IM-
MGW

Party A Party B

Voice Services

 (CS domain)

MDF

Interception of Party A 
communications

A
B

AS

Non-local ID target

Interception of B 
(non-local ID 

target) 
communications

Party A calls party B (non-local ID target)

SIP

Media

xIRI xCC

Redirecting party (local) ID 
and called party ID (B) are 

checked for CC interception

Calling party ID (A) is  
checked for IRI 

interception

Calling party ID (A) 
is checked for  CC 

interception

Called party ID (C) is  
checked for IRI interception
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HSS

I-CSCF S-CSCF

P-CSCF

Party-B

Party A

P-CSCF

IMS-
AGW

S-CSCF

A B

Interception of Party A 
communications

Interception of Party B  
communications

Party C

Voice Services

 (CS domain)
MGCF

IM-
MGW

MDF

C

AS

AS

Non-local ID target

Interception of C 
(non-local ID 

target) 
communications

Party A calls party B redirected to party C (non-local ID target)  

SIP

Media

xIRI xCC

Calling party ID (A) is 
checked for IRI interception

Redirecting party (local) ID (B) and 
called party ID (C) are checked for 

CC interception

Calling party ID (A) is 
checked for  CC 

interception

Called party ID (B) is checked 
for IRI interception

Called party ID (C) is  
checked for IRI interception
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ASHSS

Party B
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

MGCF

MDF

Interception of Party B 
communications

A
B

Non-local ID target

Interception of A 
(non-local ID 

target) 
communications

SIP

Media

xIRI xCC

Party A (non-local ID target) calls party B
[non-local ID target may also be a redirecting party]

Calling party ID (A) and 
redirecting party ID (A1) 

are checked for  CC 
interception

Called party Id (B) 
is checked for IRI 

interception

Called party ID (B)  and 
redirecting party (local)  ID 

are checked for CC 
interception

Calling party ID (A) and 
redirecting Party ID (A1) are 
checked for IRI interception



08/07/201918 © Nokia 2018            

Drawn by N. Rao

ASHSS

Party C
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

ASHSS

I-CSCF S-CSCF

P-CSCF

Party B

Interception of Party C 
communications

Interception of Party B 
communications

A B

MDF

Non-local ID target

MGCF

Interception of A 
(non-local ID 

target) 
communications

C

SIP

Media

xIRI xCC

Called party ID (C), 
redirecting party (local) ID (B) 

are checked for  CC 
interception

Party A (non-local ID target) calls party B redirected to party C
[non-local ID target may also be a redirecting party]

Calling party ID (A() and 
redirecting party ID  (A1) 

are checked for  CC 
interception

Calling party ID (A) and 
redirecting Party ID (A1) are 
checked for IRI interception

Called party ID (C) 
is checked for IRI 

interception

Called party ID (B)  
is checked for IRI 

interception
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ASHSS
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MGCF
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MGCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF

Non-local ID target A

Party A

Voice Services

 (CS domain) Party C

Voice Services

 (CS domain)

MDF

Non-local ID target B

Interception of Party A 
communications

SIP

Media

xIRI xCC

Party A (non-local ID target) calls party B redirected to party C (non-local ID 

target)  

Redirecting party (local) ID (B), 
called party ID (C)  are checked 

for  CC interception

Calling party ID (A)  
and redirecting 
party ID (A1) are 
checked for  CC 

interception

Calling party ID (A) and 
redirecting Party ID (A1) are 
checked for IRI interception

Called party IID (B) 
is checked for IRI 

interception

Called party ID (C) is  
checked for IRI interception
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Party A

P-CSCF

IMS-
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A

Interception of Party A 
communications

ASHSS

Party C

I-CSCF S-CSCF

IMS-
AGW

P-CSCF

ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

Interception of Party C 
communications

Interception of Party B  
communications

C-side of 
the call A-side of 

the cal

B C

ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

Interception of Party B  
communications

B

MGCF/
IBCF

IM-MGW/
TrGW

A

MGCF/
IBCF

IM-MGW/
TrGW

C

Summary of method 3

Calling party ID (A) is 
checked for  CC 

interception

Calling party ID (A) 
is checked for IRI 

interception

Called party ID (B) is 
checked for IRI 

interception

MGCF: Redirecting 
(local) party ID (B) and 
called party ID (C) are 

checked for CC 
interception

IBCF: Redirecting party 
(local) I(B)  and called 

party ID (C) are checked 
for CC interception

Called party ID (C), 
redirecting party (local) 
ID (B) are checked for  

CC interception

Called party ID (B) is 
checked for IRI 

interception

Called party ID (C) 
is checked for IRI 

interception

IBCF: Calling 
party ID (A)  and 
redirecting party 

ID (A1) are 
checked for  CC 

interception

MGCF: Calling 
party ID (A)  and 
redirecting party 

ID  (A1) are 
checked for  CC 

interception

Calling party ID (A)  
and redirecting 

Party ID (A1)  are 
checked for IRI 

interception

Called party ID 
(C) is  checked 

for IRI 
interception



08/07/201921 © Nokia 2018            

Drawn by N. Rao

Brief analysis of method 3 



08/07/201922 © Nokia 2018            

Drawn by N. Rao

ASHSS

Party C

I-CSCF S-CSCF

IMS-
AGW

P-CSCF

ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

AS

Party A

P-CSCF

IMS-
AGW

S-CSCF

MDF

A B C

Interception of Party A 
communications

Interception of Party C 
communications

Interception of Party B  
communications

B target

Party A calls party B redirected to party C (target)  

SIP

Media

xIRI xCC

Calling party ID (A)  
is checked for  CC 

interception

Called party ID (C), 
redirecting party (local) ID (B)

are checked for  CC 
interception

Calling party ID (A) is 
checked for IRI interception

Called party ID (B) 
is checked for IRI 

interception

Called party ID (C) 
is checked for IRI 

interception

Good
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AS

MDF

ASHSS

Party A

P-CSCF

IMS-
AGW

S-CSCF I-CSCF S-CSCF P-CSCF

Party B

IMS-
AGW

A B

Interception of Party B 
communications

Interception of Party A 
communications

A target

SIP

Media

xIRI xCC

Party A (target) calls party B  

Calling party ID (A) 
is checked for  CC 

interception

Called party ID (B), 
redirecting party (local) ID 

are checked for  CC 
interception

Calling party ID (A) is  
checked for IRI interception

Called party ID (B) 
is checked for IRI 

interception

Good
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IM-
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MGCF

A
C

MDF

Target A

Party B

Voice Services

 (CS domain)

AS

Party A

P-CSCF

IMS-
AGW

S-CSCF

A

Interception of Party A 
communications

SIP

Media

xIRI xCC

Party A (target) calls party B (in the CS domain)  

Redirecting party (local) ID, 
called party ID (B) are checked 

for  CC interception

Calling party ID (A) 
is checked for  CC 

interception

Calling party ID (A)  is checked 
for IRI interception

Good
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MDF

ASHSS

Party C
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

ASHSS

I-CSCF S-CSCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF MDF

Non-local ID target B target C target

MGCF

Interception of A 
(non-local ID 

target) 
communications

SIP

Media

xIRI xCC

Party A (non-local ID target) calls party B (target) redirected to party C (target)
[non-local ID target may also be a redirecting party]

Called party ID (C), 
redirecting party (local) ID (B)

are checked for  CC 
interception

Called party ID (C) is 
checked for IRI 

interception

Called party ID (B) is 
checked for IRI 

interception

Calling party ID (A)  and 
redirecting party ID (A1) 

are checked for  CC 
interception

Calling party ID (A)  and 
redirecting Party ID (A1)  

are checked for IRI 
interception

Good
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Fixing the IRI double interception case in 

method 2
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MDF

ASHSS

Party C
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

MGCF

ASHSS

I-CSCF S-CSCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF MDF

Non-local ID target B target C target

SIP

Media

xIRI xCC

Calling party ID (A)  and 
redirecting party ID (A1) 

are checked for CC 
interception

Called party  ID (C) 
and redirecting 

party (local) ID (B) 
are checked for CC 

interception

Called party ID (C) is checked for interception. If prior redirecting 
party (local) ID (B) is not present, then calling party non-local ID  
(A) and redirecting party non-local ID (A1) are also checked for 

IRI interception

Fixing IRI double interception case: 

Party A (non-local ID target) calls party B (target) redirected to party C (target)
[non-local ID target may also be a redirecting party]  

Called party ID (B) and redirected-to-party non-local ID are checked for 
interception. If prior redirecting party (local) ID is not present, then calling 

party non-local ID  (A) and redirecting party non-local ID (A1)  are also 
checked for are checked for IRI interception

So, 
can be 
Good
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Party A (target) calls party B (non-local ID target)

SIP

Media

xIRI xCC

P-CSCF MGCF

AS

S-CSCF

IMS-
AGW

IM-
MGW

Party A Party B

Voice Services

 (CS domain)

Interception of Party A 
communications

A
B

MDF

A target

MDF

Non-local ID target

P-CSCF MGCFS-CSCF

IMS-
AGW

IM-
MGW

Party A Party B

Voice Services

 (CS domain)

MDF

Interception of Party A 
communications

A
B

MDF

AS

Non-local ID targetA target

Interception of B 
(non-local ID 

target) 
communications

Calling party ID (A)  
and called party 

non-local ID (B) are  
checked for IRI 

interception

Calling party ID 
(A) is checked 

for CC 
interception

Calling party ID 
(A) is checked 

for CC 
interception

Calling party ID 
(A) is  checked 

for IRI 
interception

Called party  ID 
(B) and 

redirecting (local) 
party ID are 

checked for CC 
interception

Called party  ID (B) 
is checked for IRI  

interception

Called party  ID 
(B) and 

redirecting (local) 
party ID are 

checked for CC 
interception
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Party A (target) calls party B (target) redirected to party C (non-local ID target)

SIP

Media

xIRI xCC

MDF

HSS

I-CSCF S-CSCF

P-CSCF

Party-B

Party A

P-CSCF

IMS-
AGW

S-CSCF

MDF

A B

Interception of Party A 
communications

Interception of Party B  
communications

Party C

Voice Services

 (CS domain)
MGCF

IM-
MGW

MDF

C

AS

AS

Non-local ID targetA target B target

Interception of C 
(non-local ID 

target) 
communications

MDF

ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

AS

Party A

P-CSCF

IMS-
AGW

S-CSCF

MDF

A B

Interception of Party A 
communications

Interception of Party B  
communications

Party C

Voice Services

 (CS domain)
MGCF

IM-
MGW

MDF

C

Non-local ID targetA target B target

Calling party 
ID (A) is 

checked for 
CC 

interception

Calling party ID 
(A) is checked 

for CC 
interception

Calling party ID 
(A) is  checked 

for IRI 
interception

Called party  ID 
(C) and 

redirecting 
(local) party ID 
(B) are checked 

for CC 
interception

Called party  ID (C) is 
checked for IRI  

interception

Called party  ID (C) 
and redirecting (local) 

party ID (B) are 
checked for CC 

interception

Calling party ID  (A) 
and called party 
non-local ID are  
checked for IRI 

interception

Called party  
ID (B) is 

checked for IRI  
interception

Called party ID (B) and redirected-to-
party non-local ID (C) are checked for 
interception. If prior redirecting party 
(local) ID  is not present, then calling 

party non-local ID  and redirecting party 
non-local ID  are also checked for are 

checked for IRI interception
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Party A (non-local ID target) calls party B (target)
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MDF
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Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

MGCF

MDF

Interception of Party B 
communications

A
B

Non-local ID target B target

MDF

ASHSS

Party B
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

MGCF

MDF

Interception of Party B 
communications

A
B

Non-local ID target B target

Calling party ID (A) 
and redirecting 
party ID (A1) are   
checked for IRI 

interception

Calling party ID 
(A) and 

redirected party 
ID (A1) are 

checked for CC 
interception

Called party  ID 
(B) and 

redirecting 
party (local) ID 

are checked for 
CC interception

Called party  ID 
(B) is checked for 
IRI  interception

Called party ID (B)  
and redirecting 

party (local) ID are 
checked for CC 

interception

Calling party ID (A) 
and redirected 

party ID (A1)  are
checked for CC 

interception

Called party ID (B) is checked for 
interception. If prior redirecting party 
(local) ID  is not present, then calling 

party non-local ID (A)  and redirecting 
party non-local ID (A1) are also checked 

for are checked for IRI interception
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MDF

ASHSS

Party C
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

MGCF

ASHSS

I-CSCF S-CSCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF MDF

Non-local ID target B target C target

MDF

ASHSS

Party C
Party A

Voice Services

 (CS domain)
I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

ASHSS

I-CSCF S-CSCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF MDF

Non-local ID target B target C target

MGCF

Interception of A 
(non-local ID 

target) 
communications

Party A (non-local ID target) calls party B (target) redirected to party C (target)

SIP

Media

xIRI xCC

Calling party ID (A) 
and redirecting 
party ID (A1) are 
checked for CC 

interception

Called party  ID 
(C) and 

redirecting 
party (local) ID 

(B) are checked 
for CC 

interception

Called party  
ID (C) is 

checked for 
IRI  

interception

Called party  
ID (B) is 

checked for 
IRI  

interception

Calling party ID 
(A) and 

redirecting 
party ID (A1) are   
checked for IRI 

interception

Called party ID 
(C)   and 

redirecting 
party (local) ID 
(B) are checked 

for CC 
interception

Calling party ID 
(A) and 

redirecting 
party ID (A1) 
are  checked 

for CC 
interception

Called party ID (C) is checked for 
interception. If prior redirecting party 

(local) ID  (B) s not present, then calling 
party non-local ID (A)  and redirecting 

party non-local ID (A1) are also checked 
for are checked for IRI interception

Called party ID (B) and redirected-to-
party non-local ID  are checked for 

interception. If prior redirecting party 
(local) ID  is not present, then calling 

party non-local ID  and redirecting party 
non-local ID  are also checked for are 

checked for IRI interception
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Party A (non-local ID target) calls party B (target) redirected to party C (non-local 

target)

SIP

Media

xIRI xCC

ASHSS

I-CSCF S-CSCF

IM-
MGW

MGCF

IM-MGW

MGCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF
Non-local ID target A

Party A

Voice Services

 (CS domain) Party C

Voice Services

 (CS domain)

MDF
Non-local ID target B

Interception of Party A 
communications

ASHSS

I-CSCF S-CSCF

IM-
MGW

MGCF

IM-MGW

MGCF

P-CSCF

Party-B

Interception of Party B 
communications

A
B C

MDF
Non-local ID target A

Party A

Voice Services

 (CS domain) Party C

Voice Services

 (CS domain)

MDF
Non-local ID target B

MDF
Target B

MDF
Target B

Calling party ID 
(A)  and 

redirecting 
party ID (A1) 

are checked for 
CC interception

Called party  ID 
(C) and 

redirecting party 
(local) ID (B) are 
checked for CC 

interception

Called party  
ID (C) is 

checked for IRI  
interception

Called party ID 
(B) is checked 

for IRI  
interception

Calling party ID 
(A) and 

redirecting party 
ID (A1) are   

checked for IRI 
interception

Called party  ID (C) 
and redirecting party 

(local) ID (B) are 
checked for CC 

interception

Calling party ID (A) 
and redirecting 
party ID (A1) are  
checked for CC 

interception

Called party ID (B) and redirected-to-
party non-local ID (C) are checked for 
interception. If prior redirecting party 
(local) ID  is not present, then calling 

party non-local ID  and redirecting party 
non-local ID  are also checked for are 

checked for IRI interception
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P-CSCF IBCF

AS

S-CSCF

IMS-
AGW

TrGW

Party A

Interception of Party A 
communications

A
B

MDF

A target

MDF

Non-local ID target

P-CSCF IBCFS-CSCF

IMS-
AGW

TrGW

Party A

MDF

Interception of Party A 
communications

A
B

MDF

AS

Non-local ID targetA target

Interception of B 
(non-local ID 

target) 
communications

Party B

Voice Services

 (IMS domain)

Party B

Voice Services

 (IMS domain)

Party A (target) calls party B (non-local ID target)

SIP

Media

xIRI xCC

Calling party ID (A)  
and called party 

non-local ID (B) are  
checked for IRI 

interception

Calling party ID 
(A) is checked 

for CC 
interception

Calling party ID 
(A) is checked 

for CC 
interception

Calling party ID 
(A) is  checked 

for IRI 
interception

Called party  ID 
(B) and 

redirecting (local) 
party ID are 

checked for CC 
interception

Called party  ID (B) 
is checked for IRI  

interception

Called party  ID 
(B) and 

redirecting (local) 
party ID are 

checked for CC 
interception
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MDF

HSS

I-CSCF S-CSCF

P-CSCF

Party-B

Party A

P-CSCF

IMS-
AGW

S-CSCF

MDF

A B

Interception of Party A 
communications

Interception of Party B  
communications

IBCF

TrGW

MDF

C

AS

AS

Non-local ID targetA target B target

Interception of C 
(non-local ID 

target) 
communications

MDF

ASHSS

I-CSCF S-CSCF

P-CSCFParty-B

AS

Party A

P-CSCF

IMS-
AGW

S-CSCF

MDF

A B

Interception of Party A 
communications

Interception of Party B  
communications

IBCF

TrGW

MDF

C

Non-local ID targetA target B target

Party C

Voice Services

 (IMS domain)

Party C

Voice Services

 (IMS domain)

Party A (target) calls party B (target) redirected to party C (non-local ID target)

SIP

Media

xIRI xCC

Calling party 
ID (A) is 

checked for 
CC 

interception

Calling party ID 
(A) is checked 

for CC 
interception

Calling party ID 
(A) is  checked 

for IRI 
interception

Called party  ID 
(C) and 

redirecting 
(local) party ID 
(B) are checked 

for CC 
interception

Called party  ID (C) is 
checked for IRI  

interception

Called party  ID (C) 
and redirecting (local) 

party ID (B) are 
checked for CC 

interception

Calling party ID  (A) 
and called party 
non-local ID are  
checked for IRI 

interception

Called party  
ID (B) is 

checked for IRI  
interception

Called party ID (B) and redirected-to-
party non-local ID (C) are checked for 
interception. If prior redirecting party 
(local) ID  is not present, then calling 

party non-local ID  and redirecting party 
non-local ID  are also checked for are 

checked for IRI interception



08/07/201936 © Nokia 2018            

Drawn by N. Rao

MDF

ASHSS

Party B

I-CSCF S-CSCF

IMS-
AGW

P-CSCF

TrGW

IBCF

MDF

Interception of Party B 
communications

A
B

Non-local ID target B target

MDF

ASHSS

Party B

I-CSCF S-CSCF

IMS-
AGW

P-CSCF

TrGW

IBCF

MDF

Interception of Party B 
communications

A
B

Non-local ID target B target

Party A

Voice Services

 (IMS domain)

Party A

Voice Services

 (IMS domain)

Party A (non-local ID target) calls party B (target)

SIP

Media

xIRI xCC

Calling party ID (A) 
and redirecting 
party ID (A1) are   
checked for IRI 

interception

Calling party ID 
(A) and 

redirected party 
ID (A1) are 

checked for CC 
interception

Called party  ID 
(B) and 

redirecting 
party (local) ID 

are checked for 
CC interception

Called party  ID 
(B) is checked for 
IRI  interception

Called party ID (B)  
and redirecting 

party (local) ID are 
checked for CC 

interception

Calling party ID (A) 
and redirected 

party ID (A1)  are
checked for CC 

interception

Called party ID (B) is checked for 
interception. If prior redirecting party 
(local) ID  is not present, then calling 

party non-local ID (A)  and redirecting 
party non-local ID (A1) are also checked 

for are checked for IRI interception
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MDF

ASHSS

Party C

I-CSCF S-CSCF

IMS-
AGW

P-CSCF

TrGW

IBCF

ASHSS

I-CSCF S-CSCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF MDF

Non-local ID target B target C target

MDF

ASHSS

Party C

I-CSCF S-CSCF

IMS-
AGW

P-CSCF

IM-
MGW

ASHSS

I-CSCF S-CSCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF MDF

Non-local ID target B target C target

IBCF

Interception of A 
(non-local ID 

target) 
communications

Party A

Voice Services

 (IMS domain)

Party A

Voice Services

 (IMS domain)

Party A (non-local ID target) calls party B (target) redirected to party C (target)

SIP

Media

xIRI xCC

Calling party ID (A) 
and redirecting 
party ID (A1) are 
checked for CC 

interception

Called party  ID 
(C) and 

redirecting 
party (local) ID 

(B) are checked 
for CC 

interception

Called party  
ID (C) is 

checked for IRI  
interception

Called party  
ID (B) is 

checked for 
IRI  

interception

Calling party ID 
(A) and 

redirecting 
party ID (A1) are   
checked for IRI 

interception

Called party ID 
(C)   and 

redirecting 
party (local) ID 
(B) are checked 

for CC 
interception

Calling party ID 
(A) and 

redirecting 
party ID (A1) 
are  checked 

for CC 
interception

Called party ID (C) is checked for 
interception. If prior redirecting party 

(local) ID  (B) s not present, then calling 
party non-local ID (A)  and redirecting 

party non-local ID (A1) are also checked 
for are checked for IRI interception

Called party ID (B) and redirected-to-
party non-local ID  are checked for 

interception. If prior redirecting party 
(local) ID  is not present, then calling 

party non-local ID  and redirecting party 
non-local ID  are also checked for are 

checked for IRI interception
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ASHSS

I-CSCF S-CSCF

TrGW

IBCF

TrGW

IBCF

P-CSCF

Party-B

Interception of Party C 
communications

Interception of Party B 
communications

A
B C

MDF
Non-local ID target A

MDF
Non-local ID target B

Interception of Party A 
communications

ASHSS

I-CSCF S-CSCF

TrGW

IBCF

TrGW

IBCF

P-CSCF

Party-B

Interception of Party B 
communications

A
B C

MDF
Non-local ID target A

MDF
Non-local ID target B

MDF
Target B

MDF
Target B

Party C

Voice Services

 (IMS domain)

Party C

Voice Services

 (IMS domain)

Party A

Voice Services

 (IMS domain) Party A

Voice Services

 (IMS domain)

Party A (non-local ID target) calls party B (target) redirected to party C (non-local target)

SIP

Media

xIRI xCC

Calling party ID 
(A)  and 

redirecting 
party ID (A1) 

are checked for 
CC interception

Called party  ID 
(C) and 

redirecting party 
(local) ID (B) are 
checked for CC 

interception

Called party  ID 
(C) is checked 

for IRI  
interception

Called party ID 
(B) is checked 

for IRI  
interception

Calling party ID 
(A) and 

redirecting party 
ID (A1) are   

checked for IRI 
interception

Called party  ID (C) 
and redirecting party 

(local) ID (B) are 
checked for CC 

interception

Calling party ID (A) 
and redirecting 
party ID (A1) are  
checked for CC 

interception

Called party ID (B) and redirected-to-
party non-local ID (C) are checked for 
interception. If prior redirecting party 
(local) ID  is not present, then calling 

party non-local ID  and redirecting party 
non-local ID  are also checked for are 

checked for IRI interception
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This presentation recommends Method 3 as the default and Method 2 as the option.

Method Scenario IRI-POI CC-POI Pros Cons

Method 2 A side non-local ID target S-CSCF (B)

AS (B)

IM-MGW (A)

TrGW (A)

• Uses the existing IRI-POIs

• CC interception at the edge of the network 

closer to the non-local ID (current principle). 

 same in method 3 as well. 

• Special handling is required 

to eliminate the one double 

IRI interception scenario  

• New target type “Non-local 

ID” is needed

• The existing IRI-POIs and 

CC-POIs (CC POI change 

same as in method 3) need 

to be enhanced  

B-side non-local I target S-CSCF (A)

AS (A)

IM-MGW (B)

TrGW (B)

Method 3 A-side non-local ID target MGCF (A)

IBCF (A)

IM-MGW (A)

TrGW (A)

• IRI interception and CC interception at the 

edge of the network closer to the intercepting 

non-local ID target (current architecture 

principles)  CC part in method 2 as well. 

• Edge cases are eliminated

• The functions of current POIs are not 

changed. 

• New POI functions have to 

be added to MGCF and 

IBCF. 
B-side non-local ID target MGCF (B)

IBCF (B)

IM-MGW (B)

TrGW (B)

• In both (i.e. method 2 and method 3),  the following changes are required to support CC interception:

• Ingress [IBCF/MGCF + TrGW/IM-MGW] need to support [CC-TF + CC-POI] functions (not done today). 

• Egress MGCF has to add a check for called party ID (today, the egress IBCF does the check  but  MGCF does not).

• In both methods, the following change is required to o prevent CC double interception: 

• Egress IBCF/MGCF have to check for a local redirecting party ID (today just redirecting party ID is checked). 
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