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Method 2

NOKIA



Party A calls party B (non-local ID target)

Calling party ID (A) and called
arty non-local ID (B) are
checked for IRl interception
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Calling party ID (A) J

Redirecting party (local)

ID and called party ID
(B) are checked for CC
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3 08/07/2019 © Nokia 2018 SIP <CC

NOKIA
Prawn by N. Rao



Party A calls party B redirected to party C (non-local ID target)

Called party ID (B) and redirected-
to party non-local ID (C) are

checked for IRl interception
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Redirecting party (local)

ID (B) and called party ID
(C) are checked for CC

interception
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Party A (non-local ID target) calls party B
[non-local ID target may also be aredirecting party]

Called party ID (B), calling party non-local ID (A) and redirecting
party non-local ID (A1) are checked for IRl interception

Interception of Party B
k communications i

Called party ID (B),
redirecting party (local)
ID are checked for CC

interception
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Calling party ID (A) and

redirecting party ID
A1) are checked for

CCinterception
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Party A (non-local ID target calls party B redirected to party C

Called party ID (B), calling party non-local ID (A) and
redirecting party non-local ID (A1) and redirected-to
party non-local ID are checked for IRl interception
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Calling party ID
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redirecting party
ID (A1) are

checked for CC

interception
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Party A (non-local ID target) calls party B redirected to party C (non-local ID
target)

Called party ID (B), calling party non-local ID (A) and
redirecting party non-local ID (A1) and redirected-to
party non-local ID (C) are checked for IRl interception

VI ;"ﬂlnterception of Party B
|| .  communications !

Calling party ID (A) and
redirecting party ID (A1)
are checked for CC
interception

Redirecting party (local)

ID (B), Called party ID
(C) are checked for CC

interception
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Summary of method 2

Calling party ID (A) and called
party non-local ID are checked
for IRl interception
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Calling party ID (A) is
checked for CC
interception

IBCF: Redirecting party
y (local) ID (B) and called
party ID (C)) are checked

for CC interception
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IBCF

IM-MGW/
TrGW.

MGCF: Redirecting party

(local) ID ( B) and called
party ID (C) are checked

for CC interception
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Interception of Party C |
communications

IBCF: Calling
party ID (A) and
redirecting party

ID (A1) are
checked for CC
interception

MGCF: Calling
party ID (A) and
redirecting party

ID (A1) are
checked for CC

interception

Called party ID (C),

redirecting party (local)

ID (A1, B) are checked
for CCinterception
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Brief analysis of method 2
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Party A calls party B (target) — no double IRI, CC interception

Calling party ID (A) and called Called party ID (B), calling party non-local ID and redirecting
party non-local ID are checked party non-local ID are checked for IRl interception
for IRl interception
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Calling party ID (A)
is checked for CC
interception

Called party ID B

redirecting (local)
party ID are checked
for CCinterception

C B target )
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Party A (target) calls party B —no double IRI, CC interception

Called party ID (B), calling party non-local
ID and redirecting party non-local ID are
checked for IRl interception

Calling party ID (A) and called
party non-local ID are
checked for IRl interception
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Called party ID (B),
Calling party ID (A

redirecting party (local)
ID are checked for CC
is checked for CC

interception C A target D)
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Party A (target) calls party B (in the CS domain) — no double CC interception

Calling party ID (A) and called
party non-local ID are
checked for IRl interception
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Party A (non-local ID target) calls party B (target) redirected to party C (target)

[non-local ID target may also be a redirecting party] — double interception, IRI

Called party ID (B), calling party non-local
ID (A), redirecting party non-local ID (A1)
and redirected-to party non-local ID are

checked for IRl interception

Called party ID (C), calling party
non-local ID (A) and redirecting
party non-local ID (A1) are checked

for IRl interception
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GalingpartyD(A) and &+ T et el
redirecting party ID -
A1) are checked for Called party ID (C),

CCinterception redirecting party (local)
ID (B) are checked for

CCinterception

C target
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Method 3

NOKIA



Party A calls party B (non-local ID target)

Called party ID (C) is
checked for IRl interception

Calling party ID (A) is
checked for IRl
interception
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Calling party ID (A)
is checked for CC

interception
* A
checked for CC interception

Redirecting party (local) ID
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Party A calls party B redirected to party C (non-local ID target)

Calling party ID (A) is
checked for IRl interception

I nterception of Party A \
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AS

Called party ID (B) is checked
for IRl 'interception
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Calling party ID (A) is
checked for CC
interception
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Called party ID (C) is

checked for IRl interception

Redirecting party (local) |

D (B) and

called party ID (C) are checked for

CCinterception

NOKIA
Prawn by N. Rao



Party A (non-local ID target) calls party B
[non-local ID target may also be aredirecting party]

Calling party ID (A) and
redirecting Party ID (A1) are Called party Id (B)

checked for IRl interception is checked for IRI
interception

4
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HSS AS a A
communications

.
.

Party B

S § S

Called party ID (B) and
redirecting party (local) 1D
are checked for CC
interception

Calling party ID (A) and
redirecting party ID (A1)
are checked for CC

interception

Non-local ID target
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Party A (non-local ID target) calls party B redirected to party C

[non-local ID target may also be aredirecting party]

Calling party ID (A) and
redirecting Party ID (A1) are
checked for IRl interception

Called party ID (C)
is checked for IRI
interception

Called party ID (B)
is checked for IRI
interception
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Called party ID (C),
redirecting party (local) ID (B)
are checked for CC
interception

Calling party ID (A() and
redirecting party ID (A1)
are checked for CC
interception

|:

C Non-local ID target )
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Party A (non-local ID target) calls party B redirected to party C (non-local ID
target)

Called party ID (C) is
checked for IRl interception

Calling party ID (A) and Qalled party IID (B)
redirecting Party ID (A1) are is checked for IRI
checked for IRl interception interception
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\| [ Interception of Party
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Calling party ID (A
and redirecting
arty ID (A1) are
checked for CC

interception

ecccccccccccmdecas

Redirecting party (local) ID (B),
called party ID (C) are checked

for CCinterception
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Non-local ID target A
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Summary of method 3

Calling party ID (A)
and redirecting

Called party ID

CaIIing party ID (A) Called party ID (B) is (C)is checked Called party ID (B) i Called ty ID (C)

i Party ID (A1 party Is alled party

is checked for IRI checked er IRI for IRI Cafzeiked( fo)r laere checked for IRI is checked for IRI
interception interception interception interception interception

interception

‘Interception of Party N Y AR Y A B . W R Sl
_ Communications

Interception of Party A

- | terceptionofPanyC:
. communications |

communications

P-CSCF || S:CSCF

I-CSCF

@aryB) | p-cscr

IM-MGW/
TrGW

_____________________

Calling party ID (A) is
checked for CC
interception

Called party ID (C),
redirecting party (local)
ID (B) are checked for

CCinterception

. . MGCF: Redirecting )
IBCF: Redirecting party (locall party ID (B) and MGCF: Calling

(local) I(B) and called called party ID (C) are par_ty IQ (A) and
party ID (Q are chgcked dades) For G redirecting party
for CC interception ID (A1) are

' checked for CC
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IBCF: Calling
party ID (A) and
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ID (A1) are
checked for CC
interception
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Brief analysis of method 3
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Party A calls party B redirected to party C (target)

Called party ID (C)
is checked for IRI
interception

Called party ID (B)
is checked for IRI
interception

Calling party ID (A) is
checked for IRl interception

N
/ ) . \
T T T T T ‘,_e_ ________________ N - N ,’—___ _________ ‘..(_:_o.- __________________ ~
i | Interception of Party C
/ Interception of Pa AS ] |

B . HSS AS ] communications
communications

P-CSCF S-CSCF

1-CSCF S-CSCF I-CSCF S-CSCF |—

Party A

IMS-
AGW

Called party ID (C
redirecting party (local) ID (B)

are checked for CC
interception

Calling party ID (A)
is checked for CC
interception

C B target )
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Party A (target) calls party B

Called party ID (B)

Calling party ID (A) is
; ™ | is checked for IRI

checked for IRl interception

interception

/" Interception of Party B
communications ;
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|

|

|
|

|

|

|

|

|

|

Party B :
|

|

|

|

|

/

_ -

e

“Interception of Party A
communications ;

S S S S g S S S R S

Called party ID (B),

redirecting party (local) ID
Calling party ID (A

are checked for CC
is checked for CC

interception C A target

D
—Cr O— NOKIA
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Party A (target) calls party B (in the CS domain)

Calling party ID (A) is checked
for IRl interception

cccccscccccctedecccchecccas

Calling party ID (A

r ~ - C v ——__1
P b -\~_A..," ———————————— ~. Vi cSeeo
/ \ I
| Lo
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| b
| | |
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| P
1 i ; MGCF
| b
| | |
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| P
| [ IM-
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| R
7 S __

is checked for CC Redirecting party (local) ID,
= interception called party ID (B) are checked
C Target A D) for CCinterception
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Party A (non-local ID target) calls party B (target) redirected to party C (target)

[non-local ID target may also be a redirecting party]
Called party ID (C) is
checked for IRI
interception

Called party ID (B) is
checked for IRI
interception

Calling party ID (A) and
redirecting Party ID (A1)
are checked for IRI
interception

__________ 4 _—— mmme T
........ \
nterception of Ax\’? g""""'lnterception of Party C\
(non-local ID HSS AS L communications :
target)

ommunication

1-CSCF

Calling party ID (A) and
redirecting party ID (A1)
are checked for CC
interception

ceccccccccdespocateccas

feccccccccqasl

Called party ID (C),

redirecting party (local) ID (B)
are checked for CC
interception

l‘

( Non-local ID target ) ( B target ) ( C target ‘J
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Fixing the IRl double interception case in
method 2
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Fixing IRl double interception case:
Party A (non-local ID target) calls party B (target) redirected to party C (target)

[non-local ID target may also be a redirecting party]

Called party ID (B) and redirected-to-party non-local ID are checked for
interception. If prior redirecting party (local) ID is not present, then callin

Called party ID (C) is checked for interception. If prior redirecting
party (local) ID (B) is not present, then calling party non-local ID

(A) and redirecting party non-local ID (A1) are also checked for
IRl interception

rception of Party B
mmunications

;-""'“Interception of Party C
HSS S L communications 4

AS

peceteccen

Called party ID (C)

and redirecting

party (local) ID (B)
are checked for CC

interception

Calling party ID (A) and

redirecting party ID (A1)

are checked for CC
interception

qteccccccccqas

C target )
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Recap
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Party A (target) calls party B (non-local ID target)

Calling party ID (A)
and called party

non-local ID (B) are
Called party 1D (B) checked for IRI

is checked for IRI
interception

Calling party ID
(A)is checked

for IRI
interception

interception

______________________

o —
[p— "
/ Interception of Party A |
|

| communications

! N
[ Interception of
. communications

_______________________

Called party ID Calling party ID Called party ID
Calling party ID (Bland (A)is checked (B) and
(A)is checked redirecting (local) for CC redirecting (local)
for CC ( Atarget ) ( Non-local ID target ) party ID are interception ( Atarget ) ( Non-local ID target ) party ID are
interception checked for CC checked for CC

\_ interception interception
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Party A (target) calls party B (target) redirected to party C (non-local ID target)

Calling party ID Called party Called party ID (C) is Called party ID (B) and redirected-to-
(A)is checked ID (B)is checked for IRI Calling party ID_(A) party non-local ID (C) are checked for
for IRI checked for IRI interception and called party interception. If prior redirecting party

non-local ID are
checked for IRI
interception

(local) ID is not present. then calling
party non-local ID and redirecting party
non-local ID are also checked for are
checked for IRl interception

interception interception

7777777777777

. v A

P —
‘( Interception of Party A
\_communications

" \.
[ Interception of P

| communications
kbl

: Called party 1D Callin art
Calling party ID i (Qand DA s : Called party 1D (C)
(A) is checked - redirecting checked for ! and redirecting (local)
for CC local) party ID cc arty ID (B) are
interception (Bl are checked interception checked for CC
for CC \ Atarget ( Btarget ) ( Non-local ID target ) |ntercept|on
k interception j
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Party A (non-local ID target) calls party B (target)

Calling party ID (A)

and redirecting
arty ID (A1) are
checked for IRI

interception

Calling party ID
A) and
redirected party
ID (A1) are
checked for CC
interception

31
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Called party 1D
(B) is checked for
IRl interception

- mew

HSS AS

Interceptlon of Party B
‘\\ communlcatlons /-‘

M-

I-CSCF

JHO SO

| cccccccccccccccan

Called party ID
(B) and
redirecting
party (local) ID
are checked for

| cccccccccccccccan

( Non-local ID target ) (

© Nokia 2018

CC interception

Btarget )

Calling party ID (A)

and redirected

arty ID (A1) are

checked for CC

interception

—-—--

v

Called party ID (B) is checked for

interception. If prior redirecting party
(local) ID is not present, then calling

party non-local ID (A) and redirecting

party non-local ID (A1) are also checked

for are checked for IRl interception

Inten:eptlon of Party B
‘\\ _communications /-‘

Non-local ID target

| cccccccccccccaa

Called party ID (B
and redirecting
party (local) ID are

checked for CC

interception
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Party A (non-local ID target) calls party B (target) redirected to party C (target)

Calling party ID
A) and

redirecting
party ID (A1) are
checked for IRI

interception

Calling party ID (A

and redirecting
arty ID (A1) are
checked for CC

interception
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Called party
ID(B) is
checked for
IRI
interception

Called party
ID(C)is
checked for
IRI
interception

Called party ID (B) and redirected-to-

party non-local ID are checked for

interception. If prior redirecting party
(local) ID is not present, then calling
party non-local ID_and redirecting party

non-local ID are also checked for are

checked for IRl interception
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' Interception of A |

\ (non-local ID w i

| target)
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\
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| om |

il ion of Party B |
nications 45

HSS AS

HSS

I-CSCF

1 vew [

( Non-local ID target ) (

Btarget ) ( Ctarget
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Called party 1D
(C) and
redirecting
party (local) 1D
(B) are checked
for CC
interception

Calling party ID
(A) and

redirecting
party ID (A1)

are checked
for CC

interception. If prior redirecting party

Called party ID (C) is checked for

(local) ID (B) s not present, then calling
party non-local ID (A) and redirecting
party non-local ID (A1) are also checked

for are checked for IRl interception

J

e . i

{ Interception of Party C |
| communications

Called party ID

-

(Q) and

redirecting
party (local) ID
(B) are checked

for CC
g

interception

J

} \ inte rcept]on J Non-local ID target ) ( B target ) ( Ctarget )
[] ™

NOKIA
Prawn by N. Rao



Party A (non-local ID target) calls party B (target) redirected to party C (non-local

target)

Called party ID Called party
) (B) is checked ID(C)is
Calling party ID for IRI checked for IRI
' ﬁ)g_nd interception interception
redirecting party
ID (A1) are

checked for IRI
interception

\nter:eptlunofP y
‘\ communications |

Calling party ID Called party 1D
(A) and (C) and
redirecting redirecting party
party ID (A1) d (local)ID (B) are
are checked for - -- checked for CC

CCinterception

Non-local D target A

interception

m Non-local ID target B

Calling party ID (A)

Called party ID (B) and redirected-to-
party non-local ID (C) are checked for
interception. If prior redirecting party
(local) ID is not present, then calling
party non-local ID _and redirecting party
non-local ID_are also checked for are
checked for IRl interception

and redirecting
arty ID (A1

checked for CC
interception

Called party ID (C

and redirecting party
local) ID (B) are
checked for CC
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Party A (target) calls party B (non-local ID target)

Calling party ID (A)
and called party

non-local ID (B) are
checked for IRI
interception

Called party ID (B)
is checked for IRI

Calling party ID
(A)is checked

for IRI interception
interception
TN '{_.A::" """"""" X ,/"‘ e Y N /,",,",",","',""\A,: """"""""" /[_ ““"-““"-““"“ﬁ\\‘,
{ Interception \ ) :/Interceptlon | { [ Interception of Party A | !
: . communication: AS : I (non-local : : '\ communications |
- - I
! | i target) | | | !
] | | communi ! i i i
| HEIN | \ i |
! ! | 1 (P |
1 ol | 0 iy |
| e | i | " !
! i ¥ ! 1 1 P . . |
| e — B ; | 123 Voice Services i ! I Voice Services |
! ‘ ‘ - 3 (IMS domain) : : i : (IMS domain) !
4 ! 4 i
| H 0 0 0 T !
| A : Paye | : P |
! H ! H 0 T
! /l s | g i A ! ! i |
i 1 —— ™" = I — |
N 4 — / E //l e E ! \ E /1 1L i
------------- it S \ d . / -
: e G- ‘ e s N i
: E P Called party ID Calling party ID o Called party ID
Calling party ID L y vy (B)and (A)is checked v (B) and
A) is checked - redlrectlng (local) ) for CC. - redirecting (local)
for CC party ID are interception party ID are
interception ( awget ) ( NondocalDtarget ) checked for CC ( ataget ) (( Mondocal D target ) checked for CC

\_ interception interception
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Party A (target) calls party B (target)

Calling party ID
(A)is checked

for IRI
interception

Called part
ID (B)is

checked for IRI

interception

Called party ID (C) is

checked for IRI
interception

Voice Services

(IMS domain)

Calling party ID

(A) is checked
_ forcc
interception
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Btarget Non-local ID target

Called party ID
(C) and
redirecting
local) party ID
(B) are checked
for CC
\ interception

Calling party ID_(A)

and called party
non-local ID are
checked for IRI

interception

S -

( Interception of Party A |
| communications

N

redirected to party C (non-local ID target)

Called party ID (B) and redirected-to-

party non-local ID (C) are checked for

interception. If prior redirecting party

(local) ID is not present, then calling

party non-local ID and redirecting party

non-local ID are also checked for are

checked for IRl interception

J

/

Calling party
ID(A)is
checked for
CC
interception

Atarget

N—

SIP

(

Btarget

) ( Non-local ID target )

N

Voice Services
(IMS domain)

Party C.

Called party ID (C)
and redirecting (local)
arty ID (B) are
checked for CC
interception
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Party A (non-local ID target) calls party B (target)

Calling party ID (A)
and redirecting

arty 1D (A1

are

Called party 1D
(B) is checked for

checked for IRI
interception

Calling party ID
A) and
redirected party
ID (A1) are
checked for CC
interception
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Voice Services
(IMS domain)

IRl interception

AS

{ Interception of Party B
. communications

I-CSCF =1 S-CSCF

Non-local ID target
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- - -

Called party 1D
(B) and
redirecting
party (local) ID
are checked for
CCinterception

Btarget

Called party ID (B) is checked for
interception. If prior redirecting party
(local) ID is not present, then calling
party non-local ID (A) and redirecting
party non-local ID (A1) are also checked

Voice Services
(IMS domain)

Calling party ID (A)

for are checked for IRl interception

and redirected

arty ID (A1) are

checked for CC
interception

SIP

{ Interception of Party B
. communications

Non-local ID target

Called party ID (B

and redirecting
party (local) ID are

( sun checked for CC
interception
NOKIA
Drawn by V- Rao



Party A (non-local ID target) calls party B (target) redirected to party C (target)

Calling party ID Called party
A) and ID (B) is
redirecting checked for

party ID (A1) are [RI
checked for IRI

interception

© (non-local ID | "
target) I
ommunications |
J

Voice Services

interception

| Interception of A | \} L

Called party
ID(Qis
checked for IRI
interception

Called party ID (B) and redirected-to-

party non-local ID are checked for
interception. If prior redirecting party

(local) ID is not present, then calling

party non-local ID_and redirecting party

non-local ID are also checked for are

\_

checked for IRl interception

S-CSCF

(IMS domain) /

Calling party ID (A)
and redirecting
arty ID (A1) are
checked for CC

Called party 1D
C) and

redirecting

party (local)ID
(B) are checked
for CC

|ntercept|0n < Non-local ID target )

(

Btarget >

( Ctarget > k ]nterception
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Voice Services
(IMS domain)

Calling party ID
A) and
redirecting
party ID (A1

are checked
for CC
inter ion

\ A

v

| 41BCF

erception of Party B
mmunications

interception. If prior redirecting party

Called party ID (C) is checked for

(local) ID (B) s not present, then calling
party non-local ID (A) and redirecting
party non-local ID (A1) are also checked
for are checked for IRl interception

AS

J

" Interception of PartvC\
HSS . communications

I-CSCF -CSCF

I

I

I

I

I

I

I

I

I

I

| i
P-CSCF | ]
| |
I

I

I

I

I

I

I

I

I

|

Called party ID

C) and

redirecting
party (local) ID
(B) are checked
for CC
interception

J

< Non-local ID target ) <

Btarget

) e
NOKIA
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Party A (non-local ID target) calls party B (target) redirected to party C (non-local target)

Calling party 1D
A) and
redirecting party
ID (A1) are
checked for IRI
interception

Calling party ID
(A) and
redirecting
party ID (A1)

are checked for
CCinterception
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Called party ID
(B)is checked
for IRI
interception

Called party ID

(C) is checked
for IRI
interception

Voice Services
(IMS domain)

A G
FTTTTTTTTT A4 ———t
! W — \ M ~
! [ intercept y8 ) 11 ( Intercep ol
i ;/InterceplinnofPartyA\}}} | commu i com ns
i communications }} """"" i N A
! U} 1
i 0| s bs | 11
| : ;
] H i
I f I i
} IBCF H H
| . ; - 1-CSCF SCSCF
! Voice Services * I i [E5F \
! Paty A (IMS domain) 11 i
! il I i "
| TR Lo e \
! [ p— : i
! 1 G .
| oL e L
; i ‘ J
% =

Called party 1D
(Cand
redirecting party
(local)1D (B) are

checked for CC
interception

Non-local ID target A TargetB Non-local ID target B
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\.

Voice Services

”
—————
\

IBCF

(IMS domain)

Calling party ID (A)

and redirecting
arty ID (A1) are

checked for CC
interception

Tr6W

' Interception of Party )
| communications y

Called party ID (B) and redirected-to-
party non-local ID (C) are checked for
interception. If prior redirecting party
(local) ID is not present, then calling
party non-local ID _and redirecting party

"
Il

checked for IRl interception

non-local ID are also checked for are

Voice Services
(IMS domain)

v v

( Non-local D target A ) TargetB Non-local ID target B

Called party ID (C
and redirecting party
local) ID (B) are
checked for CC

interception
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Method 2 A side non-local ID target S-CSCF (B) IM-MGW (A)
AS (B) TrGW (A)

B-side non-local | target S-CSCF (A) IM-MGW (B)
AS (A) TrGW (B)

Method 3 A-side non-local ID target MGCF (A) IM-MGW (A)
IBCF (A) TrGW (A)

B-side non-local ID target MGCEF (B) IM-MGW (B)
IBCF (B) TrGW (B)

Uses the existing IRI-POIs

CC interception at the edge of the network
closer to the non-local ID (current principle).
< same in method 3 as well.

IRI interception and CC interception at the
edge of the network closer to the intercepting
non-local ID target (current architecture
principles) € CC part in method 2 as well.
Edge cases are eliminated

The functions of current POls are not
changed.

* In both (i.e. method 2 and method 3), the following changes are required to support CC interception:

* Ingress [IBCF/MGCF + TrGW/IM-MGW!] need to support [CC-TF + CC-POI] functions (not done today).

Special handling is required
to eliminate the one double
IRI interception scenario
New target type “Non-local
ID” is needed

The existing IRI-POIls and
CC-POls (CC POI change
same as in method 3) need
to be enhanced

New POI functions have to
be added to MGCF and
IBCF.

* Egress MGCF has to add a check for called party ID (today, the egress IBCF does the check but MGCF does not).
» In both methods, the following change is required to o prevent CC double interception:
+ Egress IBCF/MGCF have to check for a local redirecting party ID (today just redirecting party ID is checked).

This presentation recommends Method 3 as the default and Method 2 as the option.
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