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Abstract of the contribution: This pCR attempts to port the normative text of TS 33.107 related to IMS LI functions to the TS 33.127. Aa agreed during the SA3LI#73 meeting the -to-be-ported text is written in the form of a pCR. Input for this are taken mainly from clause 15 and Annex I. The clause 7A is also used in part. Porting of a few clauses from TS 33.107 requires further analysis and hence, not included in this pCR. 
DISCUSSION
For sessions originating from a target subscriber or sessions destined to a non-Local Id target, the interception is done in the originating IMS network. 
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Figure 1: Target is local subscriber, originating sessions
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Figure 2: Target is non-local ID, originating sessions from any subscriber

For sessions terminated to a target subscriber or sessions originated from a non-Local Id target, the interception is done in the terminating IMS network. 
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Figure 3: Target is local subscriber, terminating calls
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Figure 4: Target is non-local ID, terminating calls to any subscriber

An incoming call to a local target subscriber may get forwarded to another subscriber. 
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Figure 5: Target is local subscriber, incoming calls to target is forwarded.  

There may be other scenarios to consider. For example, when a non-local ID target is inbound roaming. Then, the originating calls from any subscriber to that roaming non-Local ID will have to be intercepted as well. The same case for the calls from an inbound non-Local ID target may be originated from any subscriber either locally or from any other network. 

Anyway, the above scenarios are given just as to be aware of the complexities involved in IMS session related LI as compared to the simpler packet data interception. 
Proposed new text
7.x.  LI for IMS-based services
7.x.1
Architecture
*** The proposed diagram is another pCR ***
7.x.2 
Target identities

The LIPF provisions the intercept related information associated with the following target identities to the IRI-POI present in the IMS network nodes:

· IMPU.

· IMPI.

· PEI.

· IMEI.

· Non-local ID.
The interception performed on the above identities are mutually independent, even though, an xIRI may contain the information about the other identities when available.

NOTE: 
By default, it is presumed that GPSI/MSISDN is mapped to IMPU and SUPI/IMSI is mapped to IMPI. If this is not the case, the CSPs are required provide that mapping via some other means. 

7.x.3 
IRI-POI  

7.x.3.1
General
The following IMS network nodes that handle SIP signalling functions for IMS sessions may provide the IRI-POI functions: 

· S-CSCF.

· E-CSCF.

· P-CSCF.

· IBCF

· MGCF

· AS.

Note that in most cases, only one of the above provide the IRI-POI functions for a given session scenario. 

Both S-CSCF and P-CSCF shall have the capability to support IRI-POI functions. By default, the S-CSCF is the  IMS Signalling Node that provides the IRI-POI functions. 

For most IMS session scenarios, the S-CSCF provides the IR-POI functions by intercepting the SIP messages involved in handling of the target’s IMS sessions (or sessions). This is the case for non-roaming scenarios and roaming scenarios, the latter is for warrants served in the HPLMN. 
For a roaming scenario with local break-out, the P-CSCF present in the VPLMN provides the IRI-POI functions by intercepting the SIP messages involved in handling of the target’s IMS sessions for warrants served in the VPLMN.  For a roaming scenario with Home-Routed architecture, no IMS network nodes reside in the VPLMN and therefore, any warrants served in the VPLMN will have to be intercepted within the packet core network. 

The IRI-POI functions in S-CSCF/P-CSCF shall support the non-local ID based targets. As a deployment option, the IBCF or MGCF may provide the IRI-POI functions for non-local ID target.

For IMS-based emergency sessions (authenticated and unauthenticated), either the P-CSCF or the E-CSCF in the serving network can provide the IRI-POI functions.  The P-CSCF shall provide the IRI-POI functions for emergency sessions, when the P-CSCF is used to provide the IRI-POI functions for non-emergency sessions.  

When the LI service-scoping requires the interception of a specific IMS service, the AS, in some instances always, and in some instances as a deployment option, may provide the IRI-POI functions. 

7.x.3.2
Target Identification 

Depending on the session direction, different SIP parameters are used to identify the target subscriber. Furthermore, for non-local ID based target, yet different SIP parameters are used to identify the target. 

Note that the user who is identified as a non-local ID target can be inbound roaming in a CSP’s network. In this situation, the CSP shall ensure that there won’t be any double interception. 

The IRI-POI detects the SIP messages that relate a target subscriber and then generates and delivers the related xIRI to the MDF2 over LI_X2. The MDF2 delivers the IRI messages to the LEMF over LI_HI2. 

7.x.3.3
IRI events
7.x.3.3.1
General
The IRI-POI present in the IMS Signalling Function detects a SIP message related to target, it shall generate the following xIRI messages:   
· Encapsulated SIP message.  

· CC Unavailable
· Start of Interception with an Established IMS Session.

The xIRI Encapsulated SIP message is generated and  delivered to the MDF2 when the IRI-POI in the IMS Signalling Function detects that a SIP message is received from, or sent to, a target or processed on behalf of a target at the IMS Signalling Function.    

The xIRI CC Unavailable is generated and delivered to the MDF2 for the session scenarios where access to the target media is not available to the CSP serving the warrant (see sub-clause 7.x.6.1). 
The Start of Interception with an Established IMS Session xIRI is generated when an interception is activated on an established IMS session. The IMS Signalling Function shall store and maintain the session related information including the media information for the life of all IMS sessions. 

7.x.3.3.2
Service specific sessions

Editor’s note: This clause will require further updates to capture or give references to the other clauses on other IMS-related IRI events defined in TS 33.107, e.g. conferencing, PTC.  
7.x.3.4
Common IRI parameters

The list of xIRI parameters are specified in TS 33.128 [x]. Each xIRI shall include at the minimum the following information:

· Target identity.

· Additional identities associated with the target as observed by the IRI-POI.
· Time stamp.
· Correlation information.
7.x.3.5
Specific IRI parameters

The parameters in each xIRI are defined in TS 33.128 [x].
7.x.4
CC-TF and CC-POI  

7.x.4.1
General
The following IMS network nodes may provide the CC-POI and CC-TF functions: 

· IMS-AGW with CC-TF in P-CSCF.

· TrGW with CC-TF in IBCF.

· IM-MGW with CC-TF in MGCF.

· MRFP with CC-TF in S-CSCF.

· MRFP with CC-TF in AS.

For most IMS sessions scenarios (including emergency sessions), IMS-AGW provides the CC-POI functions.  
The IMS-AGW also provides the CC-POI functions when the incoming sessions to the target subscriber is forwarded within the same network to a user who is not outbound roaming. 
When the incoming sessions to the target subscriber is forwarded to another IMS network, the Egress TrGW provides the CC-POI functions. When the incoming sessions to the target subscriber is forwarded to CS domain, the Egress IM-MGW provides the CC-POI functions. When the incoming sessions to the target subscriber is forwarded to a user who is outbound roaming, the TrGW provides the CC-POI functions.  

The TrGW in the HPLMN also provides the CC-POI functions when the target subscriber is roaming with local breakout. 

When the LI service-scoping requires the interception of a specific IMS service with AS providing the IRI-POI functions, the MRFP provides the CC-POI functions.   Optionally, when the S-CSCF provides the IRI-POI functions, the MRFP may provide the CC-POI functions. 
Editor’s Note: Default role of S-CSCF in triggering needs to be investigated. 
7.x.4.2
Target Identification 

Depending on the session direction, different SIP parameters are used to identify the target subscriber. Furthermore, for non-local ID based target, yet different SIP parameters are used to identify the target. 

Note that the user who is identified as a non-local ID target can be inbound roaming in a CSP’s network. In this situation, the CSP shall ensure that there won’t be any double interception. 

The CC-TF detects the SIP messages that relate a target subscriber and then generates and sends a trigger to the CC-POI over the LI_T3 reference point. 

The CC-POI based on the trigger detects the media to be intercepted, generates the xCC and delivers the same to the MDF3. The MDF3 delivers the CC to the LEMF over LI_HI3. 

7.x.4.3
CC Intercept Trigger

The CC-TF shall send CC intercept trigger to the CC-POI over LI_T3.   The CC intercept trigger, at the minimum, shall consist of the following:

· Correlation Identifier.
· Media Identifier (e.g. SDP information). 
The Correlation Identifier is used to correlate the xCC with the corresponding xIRI and is delivered from the CC-POI over the X3 interface to the MDF3.

The Media Identifier is used to identify the media packets that have to be intercepted. 

Editor’s note: May need a specific clause correlation IRI-POI, CC-TF and CC-POI, including SDP.  
7.x.4.4
Common CC parameters

For the delivery of intercepted media packets, the following information shall be passed from the CC-POI to the MDF3 in addition to the intercepted media packets:

-
target identity.
-
correlation identifier (Editor’s note: needs to confirm this).
-
time stamp.
-
direction (indicates media is from or to the target).
The MDF3 delivers the information to the LEMF over the LI_HI3 interface.   
7.x.5
Network topologies

The S-CSCF provides the IRI-POI functions for the following network scenarios:

· Non-roaming case.
· Roaming case, in HPLMN.

NOTE: 
The network nodes that provide the CC-TF (P-CSCF, IBCF, MGCF) and CC-POI functions (IMS-AGW, TrGW, IM-MGW) are determined dynamically depending on the session scenario. Or, as a deployment option, the CC-TF functions may also be provided by the S-CSCF or the AS with MRFP providing the CC-POI functions.   

The P-CSCF provides the IRI-POI functions for the following network scenarios: 

· Roaming case with LBO, VPLMN

· Roaming case with H-R, in HPLMN (as a deployment option)

· Non-roaming case (as a deployment option)

· Emergency sessions in the serving network (as a deployment option). 

NOTE: 
In these cases, the P-CSCF also provides the CC-TF functions and the IMS-AGW provides the CC-POI functions. 

The E-CSCF provides the IRI-POI functions for the following network scenarios: 

· Emergency sessions in the serving network (as a deployment option). 

NOTE: 
In this case, the P-CSCF provides the CC-TF functions and the IMS-AGW provides the CC-POI functions. 

The AS provides the IRI-POI functions for the following network scenarios: 

· Specific IMS services (e.g. conferencing, PTC). 

NOTE:
In this case, the AS also provides the CC-TF functions and the MRFP provides the CC-POI functions. 

The Egress IBCF provides the IRI-POI functions for the following network scenarios: 

· Originating sessions from any subscriber destined to a non-local ID as the target (as a deployment option) and routed over IMS network.  

NOTE: 
In this case, the Egress IBCF also provides the CC-TF functions and the Egress TrGW provides the CC-POI functions.

The Egress MGCF provides the IRI-POI functions for the following network scenarios: 

· Originating sessions from any subscriber destined to a non-local ID as the target (as a deployment option) and routed over CS network.  

NOTE:
In this case, the Egress MGCF also provides the CC-TF functions and the Egress IM-MGW provides the CC-POI functions.

The Ingress IBCF provides the IRI-POI functions for the following network scenarios: 

· Incoming sessions from a CS network from a non-local ID as the target to any subscriber.   

NOTE:
In this case, the Ingress IBCF also provides the CC-TF functions and the Ingress TrGW provides the CC-POI functions.

The Ingress MGCF provides the IRI-POI functions for the following network scenarios: 

· Incoming sessions from an IMS network from a non-local ID as the target to any subscriber.   

NOTE:
In this case, the Ingress MGCF also provides the CC-TF functions and the Ingress MGCF provides the CC-POI functions.

Editor’s note: Convert this text to a table. 

7.x.6
Special cases

Editor’s note: There are a few sub-clauses in clause 7A of TS 33.107 . Further analysis  is required to determine whether they have to be ported to the TS 33.127 and if so, the text will have to be revised before the porting. Examples are: 

7A.1.A: Decryption of IMS Media Plane security.

7A.2.2: XCAP messages. 

7A.2.3: Diameter or MAP messages ( this should be part of the clause LI for UDM or LI for HSS. 
7A.2.4: WebRTC.

7A.3: Multimedia events (hopefully, covered in clause in this pCR, any missing piece via additional pCRs. 

7A.5: Push to talk over Cellular (probably, a separate clause).

7A.6: SMS over IMS

7A.7 KMS based Media Security

7.x.6.1
Media unavailable in a roaming scenario

For roaming targets, depending on the roaming architecture deployed, media of the target may not enter the HPLMN for certain session scenarios. In such situations, the HPLMN served with the warrant shall be able to do the following:

-
Perform the interception without the CC and report to the LEMF that the CC is unavailable due to target's roaming situation. Note that the Serving System message (reported by the UDM/HSS) also indicates to the LEMF that the target is roaming.

See TS 33.128 [x] for the method used to report the CC unavailability indication.

Editor’s note: Needs to include the CC unavailable message for mid-session interception. 
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