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<<<<<<<<<<<<<<<<<<<<<<<<<< START OF FIRST CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc4503834]5.2.1 	General usage of ETSI TS 103 221-1
Functions having an LI_X1, LI_T2 or LI_T3 interface shall support the use of ETSI TS 103 221-1 [7] to realise the interface.
In the event of a conflict between ETSI TS 103 221-1 [7] and the present document, the terms of the present document shall apply.
The LIPF and MDF2/3 shall maintain a mapping between internal interception identifiers (XIDs) and external interception identifiers (LIIDs), as defined by TS 103 221-1 [7] clause 5.1.2. In addition, the MDF2/3 shall maintain a mapping between internal interception identifiers (XIDs) and external interception identifiers (LIIDs). In case of multiple interceptions for a single target identifier, it is an implementation decision for the LIPF/TF whether multiple XIDs are used (i.e. a one-to-one mapping between XID and LIID is maintained) or whether the a single XID is used and mapped to multiple LIIDs at the MDF2/3. 
For the case of the option of a single XID mapping to multiple LIIDs, the provisioning of service scoping (defined in Clause 5.2.4) via LI_X1 at the POI and at the MDF2/3 shall operate as follows.   The ADMF shall provision the MDF2/3 with service scoping parameters included in the Mediation Details parameter on a per LIID-basis.  For multiple intercepts on the same target, a separate the mediation details parameter is included in the TaskDetails parameter for each LIID. Clause 5.2.4.6 provides more details on the handling of service scoping within X1 Messages sent to the MDF2/3.
Clauses 6 and 7 give further details for specific networks or services (e.g. minimum supported target identifier formats).
In the event that a request issued over the interface fails, or an error is reported, the LIPF should raise an alert in the appropriate LI Operations and Management (O&M) system. Further procedures (e.g. retrying a failed request) are left to CSP policy to define.

<<<<<<<<<<<<<<<<<<<<<<<<<< START OF SECOND CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc4503835]5.2.2	Usage for realising LI_X1
For the purposes of realising LI_X1 between the LIPF and a POI, MDF, or TF, the LIPF plays the role of the “ADMF” as defined in the ETSI TS 103 221-1 [7] reference model (clause 4.2), and the POI, MDF, or TF plays the role of the “NE”.

<<<<<<<<<<<<<<<<<<<<<<<<<< START OF THIRD CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc4503836]5.2.3	Usage for realising LI_X1 (management)
For the purposes of realising LI_X1 (management) between the LIPF and a triggered POI, the LIPF plays the role of the “ADMF” as defined in ETSI TS 103 221-1 [7] reference model (clause 4.2) , and the triggered POI plays the role of the “NE”.

<<<<<<<<<<<<<<<<<<<<<<<<<< START OF FOURTH CHANGE >>>>>>>>>>>>>>>>>>>>>>>>>>>>

[bookmark: _Toc4503837]5.2.4	Service scoping
[bookmark: _Toc4503838]5.2.4.1	General
The CSP shall support the following specified options on a per intercept (per LIID) basis, to ensure strict delivery of only the interception data that an LEA is authorised to receive. These options are not exclusive, i.e., none, one, or more than one item in any given category may be turned on for any given intercept (LIID).
[bookmark: _Toc4503839]5.2.4.2	CSP service type
-	Voice.
-	Data.
-	Messaging (e.g. SMS/MMS).
-	Push-to-Talk (including MCPTT).
[bookmark: _Toc4503840]5.2.4.3	Interception type
-	IRI.
-	CC.
[bookmark: _Toc4503841]5.2.4.4	Location
-	Report location at the beginning and end of a session.
-	Report location every time the network detects a change in target location (including location update with no physical change of location).
-	LALS.
[bookmark: _Toc4503842]5.2.4.5	Roaming
-	Stop interception for non HPLMN RAN.
5.2.4.6 Service Scoping Details
For the case where a single XID can map to multiple LIIDs (see 5.2.1), Tables 5.2.4.5-1, 5.2.4.5-2, and 5.2.4.5-3 introduce additional parameters to be appended to every ActivateTask or ModifyTask message used to trigger interception in a MDF:

Table 5.2.4.6-1: TaskDetails parameter of the ActivateTask or ModifyTask messages.
	ETSI TS 103 221-1 field name
	Description
	Format
	M/C/O

	XID
	Uniquely identifies the task.
	UUIDv4
	M


	TargetIdentifiers
	List of criteria (i.e., identifiers) which are used to identify the traffic to be intercepted.

Where multiple criteria are present, all criteria are required to be matched. If an NE cannot target based on the criteria specified (e.g. due to an unsupported format or inappropriate combination of identifiers) the NE shall reject the request with an appropriate error.

It is an implementation decision which identifiers and combinations of identifiers are supported.

This field shall be ignored by an MDF.
	see TS 103 221-1
	M

	DeliveryType
	Statement of whether to deliver X2 and/or X3, one of "X2Only", "X3Only" and "X2andX3". An MDF shall ignore the contents of the field, and use the DeliveryType value given in the relevant MediationDetails structure
	Enum
	M

	ListOfDIDs
	Address of the corresponding MDF2.  An MDF shall ignore the contents of the field, and use the ListOfDIDs value given in the relevant MediationDetails structure
	String (?) (IPv4/6)
	M

	ListOfMediationDetails
	See Table 5.2.4.6-2; shall include one set per LIID being provisioned.
	See Table 5.2.4.6-2
	M

	CorrelationID
	Correlation identifier to assign to intercepted material for this Task. Intended for use in triggering scenarios, and shall be ignored by non-mediation function NEs.  An MDF shall ignore the contents of the field.
	Unsigned Integer
	M

	ImplicitDeactivationAllowed
	Disallowed (need explicit deactivation from ADMF)
	Boolean
	M


	TaskDetailsExtensions
	“LIIDServiceActivationDeactivation”
· Set to one or more LIIDServiceActDeat objects
	See Table 5.2.4.6-4
	M






Table 5.2.4.6-2: Additions to the ListOfMediationDetails parameter for ActivateTask or ModifyTask 
	Field name
	Description
	Format
	M/C/O

	LIID
	Lawful Interception Identifier associated with the Task.  When “serviceScoping” is included in the MediationDetailsExtension, only a single instance of LIID shall be included in this field.
	LIID as defined in TS 103 280 [4]
	M

	DeliveryType
	Statement of whether to deliver HI2 and/or HI3 for this LIID.

	Enumerated value – one of "HI2Only", "HI3Only" or "HI2andHI3"
	M

	StartTime
	Start time associated with the activation of interception or mediation for the Task
	Timestamp
	O

	EndTime
	End time associated with the deactivation of interception or mediation for the Task
	Timestamp
	O

	ListOfDIDs
	Address of the LEMF.  Must be included in the ActivateTask message.  Must be included in the ModifyTask message when the LEMF Delivery address is being updated.
	String (?) (IPv4/6)
	C

	MediationDetailsExtension
	“serviceScoping”
· Set to one or more ServiceScopeDetail objects (see Table 5.2.4.6-3)
	Enum
	M






Table 5.2.4.6-3: serviceScoping structure. 
	Field name
	Description
	Format
	M/C/O

	serviceType
	This field shall be set to EXACTLY ONE of:
· “voice” 
· “data”
· “messaging”
· “pushToTalk”
· “location”
	Enum
	M

	interceptionType
	This field shall be set to ONE OR MORE of:
· “IRI” 
· “CC”
	Enum
	M

	locationType
	This field shall be set to ONE OR MORE of:
· “none”
· “beginningAndEnd” 
· “uponChange”
· “LALS”
	Enum
	M

	suspend
	This field shall be set either to NULL or to:
· “suspendOnOutboundInternationalRoaming”
	Enum
	M



Table 5.2.4.6-4: LIIDServiceActDeact structure. 
	Field name
	Description
	Format
	M/C/O

	LIID
	Lawful Interception Identifier associated with the Task.  Only a single instance of LIID shall be included in this field.
	LIID as defined in TS 103 280 [4]
	M

	serviceType
	This field shall be set to EXACTLY ONE of:
· “voice” 
· “data”
· “messaging”
· “pushToTalk”
· “location”
	Enum
	M

	ActionType
	This field shall be set to EXACTLY ONE of:
· “Activate” 
· “Deactivate”

When set to “Activate”, the MDF shall ensure that delivery for the identified LIID and serviceType combination is activated without undue delay using the additional details contained in the MediationDetailsExtension parameter.  When set to “Deactivate”, the MDF shall ensure that delivery for this LIID and serviceType combination is deactivated without undue delay.
	Enum
	M



<<<<<<<<<<<<<<<<<<<<<<<<<< END OF CHANGES >>>>>>>>>>>>>>>>>>>>>>>>>>>>
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