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[bookmark: _Toc532820340]*** Start of First MODIFICATION ***
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
[bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4]-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System".
[3]	3GPP TS 33.126: "Lawful interception requirements".
[4]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[5]	3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".
[6]	OMA MLP: "Mobile Location Protocol V3.3".
NOTE:	Available at http://www.openmobilealliance.org.
[7]	ETSI TS 103 120: "Lawful Interception (LI); Interface for warrant information".
[8]	ETSI TS 103 221-1: "Lawful Interception (LI); Part 1: Internal Network Interface X1 for Lawful Interception".
[9]	3GPP TS 33.501: "Security Architecture and Procedures for the 5G System".
[10]	ETSI GR NFV-SEC 011: "Network Functions Virtualisation (NFV); Security; Report on NFV LI Architecture".
[11]	3GPP TS 33.107: "3G Security; Lawful interception architecture and functions".
[12]	3GPP TS 23.214: "Architecture enhancements for control and user plane separation of EPC nodes; Stage 2".
[AA]	3GPP TS 33.328: "IP Multimedia Subsystem (IMS) media plane security"
[AB]		3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)"
[AC]	3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security"

*** End of First MODIFICATION ***




*** Start of Second MODIFICATION ***
[bookmark: _Toc532820344]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
5GC	5G Core Network
5GS	5G System
ADMF	LI Administration Function
AMF	Access Management Function
AUSF	Authentication Server Function
CC	Content of Communication
CSI	Cell Supplemental Information
CSP	Communication Service Provider
CUPS	Control and User Plane Separation
DN	Data Network
GPSI	Generic Public Subscription Identifier
IP	Interception Product
IRI	Intercept Related Information
LALS	Lawful Access Location Services
LEA	Law Enforcement Agency
LEMF	Law Enforcement Monitoring Facility
LI	Lawful Interception
LICA	Lawful Interception Certificate Authority
LICF	Lawful Interception Control Function
LI_HI1	Lawful Interception Handover Interface 1
LI_HI2	Lawful Interception Handover Interface 2
LI_HI3	Lawful Interception Handover Interface 3
LI_HI4	Lawful Interception Handover Interface 4
LIPF	Lawful Interception Provisioning Function
LIR	Location Immediate Request
LI_SI	Lawful Interception System Information Interface
LI_Xk	Lawful Interception Handover Interface Key Management System
LI_X0		Lawful Interception Internal Interface 0
LI_X1	Lawful Interception Internal Interface 1
LI_X2	Lawful Interception Internal Interface 2
LI_X3	Lawful Interception Internal Interface 3
LMF	Location Management Function
LTF	Location Triggering Function
MDF	Mediation and Delivery Function
MDF2	Mediation and Delivery Function 2
MDF3	Mediation and Delivery Function 3
N3IWF	Non 3GPP Inter Working Function
NPLI	Network Provided Location Information
NR	New Radio
NRF	Network Repository Function
NSSF	Network Slice Selection Function
PCF	Policy Control Function
PEI	Permanent Equipment Identifier
POI	Point Of Interception
SIRF	System Information Retrieval Function
SMF	Session Management Function
SMSF	SMS-Function
SUCI	Subscriber Concealed Identifier
SUPI	Subscriber Permanent Identifier
TF	Triggering Function
UDM	Unified Data Management
UDR	Unified Data Repository
UDSF	Unstructured Data Storage Function
UPF	User Plane Function
xCC	LI_X3 Communications Content
xIRI	LI_X2 Intercept Related Information

*** End of Second MODIFICATION ***

*** Start of Third MODIFICATION ***
[bookmark: _Toc524536481]8.X LI for KMS based IMS Media Security
[bookmark: _Toc524536482]8.X.1 	LI Architecture and functions
This section is applicable to the case in which the KMS is operated by the CSP that provides the IMS network infrastructure. The preferred method for LI communications delivery is for the CSP deliver the decrypted communications over a secure (e.g. including confidentiality-protected) HI channel. 
KMS based IMS media security is specified in TS 33.328 [AA]. The rest of the present clause specifies the LI architecture and functions needed to intercept KMS-generated IMS session encryption keys. Figure 8.X.1.1 shows the LI architecture for the case in which decryption is performed by the LEMF and a KMS is used to support IMS media security, with a LI_Xk interface defined between the MDF2 and the KMS, in addition to the interfaces and functional entities needed to support LI in the P-CSCF/S-CSCF. In this scenario, the CSP delivers the keys along with the encrypted IMS communications. Other scenarios, such as the one in which the KMS is operated by an entity other than the CSP, are outside the scope of this specification.

[image: ]
Figure 8.X.1.1: KMS Intercept configuration
When LI has been activated in the P/S-CSCF for a target, the node will report SIP messages on the LI_X2 interface to the MDF2. The MDF2 shall extract from the intercepted SIP signalling the information related to the encryption and send a request over the LI_Xk interface to the KMS to obtain the encryption keys; the request shall also carry the reference to the ticket transferred by the SIP signalling between the parties involved in the communication. The KMS shall then, based on the information received from the MDF2, resolve the ticket and provide the session keys to the MDF2 over the LI_Xk interface.
[bookmark: _Toc524536483]8.X.2	Signalling over the LI_Xk interfaces and LI events
The following messages are defined over the LI_Xk interface:
-	get_keys
-	get_keys_response
The message get_keys shall be sent by the MDF2 to the KMS requesting session keys for a communication.
The message get_keys_response shall be sent by the KMS to the MDF2 containing the requested session keys.
The keys obtained in the get_key_response shall then be sent by the MDF2 to the LEMF in an IRI record over the LI_HI2 interface.
Table 8.X.2.1 provides the list of parameters for the message get_keys (as specified in TS 33.328 [AA]):
Table 8.X.2.1: Parameters and information in message get_keys
	Public KMS Identity of the target user

	TRANSFER_INIT

	TRANSFER_RESP



Upon reception of get_keys message, the KMS shall verify that the key management information is indeed related to the targeted user.
A timer may be defined in the MDF2 to specify the amount of time that the MDF2 shall wait for the response from the KMS. If this timer expires, a failure indication shall be sent to the LEMF.
Table 8.X.2.2 provides the list of parameters for the message get_keys_response:
Table 8.X.2.2: Parameters and information in message get_keys_response
	Public KMS Identity of the target user

	Crypto Session ID

	Session key

	Salt

	Failure indication (optional)



In case of failure in providing any of the decryption information, the KMS may provide a decryption failure indication. 
Upon reception of get_keys_response message or in case of timer expiry, the following information shall be provided to the LEMF by the DF2/MF:
-	Lawful interception identifier.
-	Target identity(ies).
-	Correlation number (used for correlating the keys to the IMS session under interception at the CSCF(s)).
-	Event type (session encryption keys available).
-	Crypto Session ID (if provided by the KMS).
-	Session key (if provided by the KMS).
-	Salt (if provided by the KMS).
-	MediaSec key retrieval failure indication (e.g. in case of timer expiry or failure indication received from the KMS). 
Failure to deliver the KMS decryption information necessary for LE to decrypt the LI communications is a failure of the CSP to meet its obligation to deliver unencrypted LI communications and to prevent loss of Interception Product, and should be logged by the CSP.  
[bookmark: _Toc524536484]8.X.3	Cooperating KMSs
As specified in TS 33.328 [AA], there may exist scenarios in which the parties involved in an encrypted IMS based communication use two different KMSs. In these cases, no additional LI-specific signalling between the KMSs shall take place. The KMS may need to cache the session keys retrieved as a result of the ticket resolution for possible LI reporting a at later time.
[bookmark: _Toc524536485]8.X.4	Security
The LI_Xk interface and its configuration shall only be accessible to authorized personnel.
The LI_Xk interface shall implement integrity and confidentiality protection. The LI_Xk interface shall be protected by TLS unless protected by IPsec. TLS and certificate profiling shall be implemented according to TS 33.310 [AB]. IPsec profiling shall be implemented according to TS 33.310 [AB] and TS 33.210 [AC].
[bookmark: _Toc524536486]8.X.5	Start of interception for an already established IMS media secured session
This function is invoked when LI is activated in the network for a target which has already established an IMS session with secure media.
In order to provide information needed to decrypt the content of communication, the CSCF POI needs to have access to the SDP information in the SIP headers exchanged between the parties during the IMS session setup for possible later reporting in case LI is activated during an ongoing session.
In fig. 8.X.1.1, if LI is activated by the ADMF over the LI_X1 interface for a given target, the CSCF shall check if the target is involved in an ongoing secured IMS media session. In this case, the CSCF shall provide a "Start of interception with established IMS session" message to the MDF2 over the LI_X2 interface, as specified in clause 8.X.1.1.
Upon reception of a Start of interception with established IMS session message, the MDF2 shall check if a MIKEY-TICKET is included in the SDP. In this case, before forwarding the event to the LEMF over LI_HI2, the MDF2 shall contact the KMS to resolve the ticket and retrieve the session keys and necessary additional encryption-related information as specified in in clause 8.X.2.

*** End of Third MODIFICATION ***

*** End of All MODIFICATIONS ***
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