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Discussion

TS 33.107 references
The TS 33.107 has the IMS related LI functions specified in the following clauses. 
· Clause 4 (figure 1d, figure 1f, figure 1g, figure 1i)
· Clause 5 (provisioning aspects)

· Clause 7A (IRI)

· Clause 11 (IMS conferencing)

· Clause 15 (IMS VoIP)

· Annex C ( call flows – informative)

· Annex D (call flows – informative)

· Annex E (scenarios – informative)

· Annex F (call flows – informative)

· Annex I (non-Local ID – informative)
PTC is not included in the above list.  
The clause 7A focusses more on IMS in general and concentrates on the IRI reporting. The clause 15 focusses on the CC interception for voice services. The clause 11 focusses on IMS-based conference services. As agreed before, the informative annexes won’t be part of the porting exercise. However, the information may still have to be considered to have correct normative text (e.g. non-local ID details). 
The IRI messages for IMS sessions include the entire SIP messages whereas the IRI messages for IMS-based conference services include a sort of mapped messages. The content interception as per the TS 33.107 is limited to voice media. 
The Annex of this document contains the relevant diagrams from clause 4 and complete clause 7A, 11 and 15 for the helpful discussion. 
Points of concerns to be noted: 
Backward compatibility:

· Unlike the other text (i.e. 5G LI) added to TS 33.127 and TS 33.128, one will have to careful in drafting the text related to the IMS LI. This is due to the fact that IMS LI is access-agnostic, in the sense, change from EPS to 5GS environment should not have any changes to the LI functions provided within the IMS core network, except, to the extent of CC interception in the packet core network node. 

· Since the previous plan was not to support the CC interception for IMS sessions at the UPF, and if similar limitation is extended to the ported LI functions, then the IMS deployments that support the PGW-based CC interception will still have to be based on TS 33.107/TS 33.108. 

· Therefore, perhaps, TS 33.107/TS 33.108 should not made obsolete – that way the prior IMS LI deployments that cannot be aligned with the TS 33.127 architecture can still be based on TS 33.107/TS 33.108 (e.g. in addition to the CC interception at PGW, IRI messages over HI2 based on the TS 33.108 ASN.1). 

· There can be multiple deployment options. Any work done in TS 33.127 should be backward compatible to those  deployment options. E.g. in some deployments, a P-CSCF may provide the IRI-POI, in some deployments S-CSCF may provide the IRI-POI functions and in some deployments, the AS may provide the IRI-POI functions. The CC interception can be at the IMS-AGW, MRFP, IM-MGW, TrGW. The new text added to TS 33.127/TS 33.128 should support these deployment options.   

Standardized internal LI interfaces

· Any use of standardized internal LI interfaces should be applicable to R15 and beyond (i.e.  5GS and beyond) environment. The ported text should not mandate the IMS LI solutions with the  the previous access networks to use those standardized internal LI interfaces (in other words, continue to use the TS 33.107/TS 33.108 defined approach). 

· Any efforts to standardize the internal LI interfaces should not modify the overall IMS LI architecture which would only suite to the new (perhaps, yet-to-be defined) standardized internal interfaces. 

· While developing the standardized internal LI interfaces, study is required on the IMS signalling due to the nature of IMS architecture that will have variations when the LI considered from the perspective of overall network architecture, call scenario.

Missing IMS LI functions in TS 33.107/TS 33.108
· Any LI functions that were thought of missing in TS 33.107/TS 33.108 can perhaps be clarified in TS 33.107/TS 33.128. Since these will be the additions, it is presumed that this won’t cause a backward compatibility issue. 
·    For example, the 33.107 IMS LI descriptions may not be clear on the CC intercepts accepts of media other than the voice. This can be clarified in TS 33.127/TS 33.128.  
·     Another example: the TS 33.107 appears to focus on “meet-me” type of conferencing rather than scenarios where the conference calls are extended from the basic calls, even though in TS 33.107 assumes that not being the case. 

· For normal calls from/to the target, the S-CSCF may provide the IRI-POI, P-CSCF may provide the CC-TF and IMS-AGW may provide the CC-POI functions. When the call is extended to a conference call, TS 33.107 can be read as if the IRI-POI functions are shifted to AS with CC-POI to MRFP. Whether such details are to be mentioned in TS 33.127 or should they be part of the newly proposed TR will have to discussed. 

Service Scoping
· When the S-CSCF or P-CSCF provide the IRI-POI functions, apply the service scoping only for the media interception (this was the reason why ATIS-0700005 was changed from the initial title of LAES for IMS VoIP to LAES for IMS-based VoIP and other multimedia services). This is because in an IMS session, the media can change in the mid-call, and if IRI is also scoped, the reporting of the IRI may also have to be started mid-call or stopped mid-call. 

The extent of stage 2 level details
· The TS 33.107 lists the parameters that go in some of the IRI events (conferencing, PTC) in an extensive detail. As previously agreed with the 5GC LI, limit the listing of the parameters that are needed to understand the architecture and concepts.

S8HR
· Discuss and determine whether S8HR LI needs to be ported for TS 33.127 (because TS 33.107/TS 33.108 can be referenced as they are) or consider only the N9HR LI for TS 33.127/TS 33.128. 

Proposed strategy for the porting
· LI functional names as specified in TS 33.127.
· LI interfaces as specified in TS 33.127.
· POI, TF are referenced in the text as if they are distinct from the NF where they may be homed. 
· Limit the details of stage 2 messages  and parameters to the extent they are needed to understand the concept. 

· As previously agreed, when 5GC is the packet core network, the CC interception of IMS-based media is not supported at the UPF. 
· When EPC is the packet core, the CC interception of an IMS-based voice is supported at the PGW as per the current TS 33.107 specification. Continue to refer to the TS 33.107/TS 33.108 for PGW-based CC interception, specially, because the TS 33.127 is not aligned to the PGW with the CUPS LI model. 
· Any functional description should either be backward compatible or when such a backward compatibility cannot be ensured refer to the TS 33.107/TS 108 for IMS LI compatibility. 

· Do not force the use of standardized internal LI implementations on the deployed IMS networks. 

Unlike the other LI functions defined in TS 33.127, for IMS, the POI and TF may be present in multiple NFs and that too can be dependent on the call scenarios, deployment option, network configuration, roaming scenario. 
ANNEX to this paper

***** Background – a cut and paste ***
Figures from clause 4:
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Figure 1d: IMS-CSCF Intercept configuration
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Figure 1f: IMS Conferencing Intercept configuration
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Figure 1g: VoIP CC Intercept Configuration
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Figure 1i: Interception at IBCF and MGCF (only for Non-Local Target ID)
Clause 7A:
7A
Invocation of Lawful Interception for Packet Data Multi-media Service

7A.1
Provision of content of communications

Interception of the content of communications for GSN packet data services is explained in clause 7.2.. Activation and invocation of lawful interception for multi-media service only at the CSCF(s) does not produce interception of content of communications. Consequently, a separate activation and invocation of lawful interception shall occur at a node that has access to the CC (e.g., in case of GPRS / UMTS (PS domain) interception of CC occurs at the GSN).

Interception at the GSN is only possible for a basic call. For the interception of content of communications of IMS-based voice services including CC for forwarded and transferred calls, refer to clause 15.

7A.1.A
Decryption for IMS Media Plane Security

This clause describes how the TSP can meet the national requirements in Clause 5.1.2 of TS 33.106 [7] to deliver intercepted communications decrypted when the TSP uses TS 33.328 [25] IMS Media Plane Security options. If an ICE, in TSP IMS network using Security options TS 33.328 [25], allows interception of Content of Communication in clear then this clause does not apply.

If Session Description Protocol (SDP) Security Descriptions for Media Streams (SDES) is used, the DF2 shall identify the SDES keys from the SDP offer and SDP answer messages and provide the DF3 with the necessary SDES related parameters. In this case, the DF3 shall perform the decryption prior to delivery to the LEMF. For the CC delivered to the LEMF in a decrypted form, the DF2 shall remove the SDES keys when present from the SDP offer and SDP answer messages sent to the LEMF over HI2. The interface between the DF2 and DF3 to support the transfer of session keys is outside the scope of this specification.

When SDES is used in end-to-access edge mode, the P-CSCF shall intercept SDES keys from SDP messages and shall deliver them to the DF2.

If a Key Management Service (KMS) and Multimedia Internet KEYing ticket (MIKEY-TICKET) is used, the TSP may use the mechanism as defined in Clause 7A.7.1, which results in the DF2 receiving the sessions keys needed to decrypt the intercepted communications. Clause 7A.7.1 defines that the DF2 delivers the keys to the LEMF as IRI in order for the LEMF to decrypt the intercepted traffic.

If the network is to decrypt the content of communications prior to delivery to the LEMF via HI3, the DF2 shall provide the DF3 with the sessions keys as defined in Clause 7A.7.1 instead of to the LEMF. In this case, the DF3 shall perform the decryption prior to delivery to the LEMF. The interface between the DF2 and DF3 to support the transfer of session keys is outside the scope of this specification.

7A.2
Provision of IRI

7A.2.1
Provision of IRI with SIP messaging

SIP messaging is reported as Intercept Related Information for the interception of multi-media service. As shown in figure 22 below, all SIP messages executed on behalf of a target are subject to intercept at the S-CSCF and Optionally P-CSCF. Based upon network configuration, the ADMF shall provision P-CSCFs, or S-CSCFs, or both P-CSCFs and S-CSCFs with SIP URI, TEL URI, or IMEI target identifiers. For Non-Local ID interception, the target identifiers are SIP URI or TEL URI. These resulting intercepted SIP messages shall be sent to DF2 for mediation prior to transmittal across the HI2 interface.

For roaming scenarios, interception at the P-CSCF shall be Mandatory, in order to provide IRI Interception in the visited network, where the P-CSCF is located in the Visited Network. Where the P-CSCF is located in the Home Network, interception at the P-CSCF shall be Optional, subject to national regulation. When S8HR is the roaming architecture, the P-CSCF is located in the HPLMN. Refer to clause 20 for the description of related lawful interception capabilities.
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Figure 22: Provision of Intercept Related Information for multi-media

When Non-Local ID interception is required for incoming calls, ICE shall trigger interception by target id in any of the SIP headers used to identify the calling party information and redirecting party information present in the incoming SIP message. The examples are: P-Asserted Id, From headers and History-Info, Diversion headers.

When Non-Local ID interception is required for outgoing calls, ICE shall trigger interception by target id in any of the SIP headers used to identify the called party information present in the outgoing SIP message. The examples are: Request URI and To headers.

7A.2.2
Provision of IRI with XCAP messages
The AS that store the XCAP data of the target shall intercept and transmit to the DF2 any XCAP based messages related to actions by the target, related to the supplementary service and other target's service settings, defined in TS 24.623 [55]:

-
on the Ut interface,

-
on other interface to any AS with XCAP server capability that uses XCAP protocol.
The DF2 will encapsulate the information as an IRI to the LEMF.
NOTE 1:
The XCAP services separation through XCAP filtering or the application of Operator Policy function for national regulation is outside of the scope of this specification as an implementation issue.

Every successful or unsuccessful IMS supplementary services setting modification management request and response between UEs and IMS service nodes, or from other access to the target's XCAP servers shall be reported. In case of IRI only, any filtering of XCAP messages based on operator policy or national regulation is for further studies.

NOTE 2:
Report of events related to target's XCAP data and resources access by non XCAP protocol are for further studies.

7A.2.3
Provision of IRI with Diameter or MAP messages related to HSS

7A.2.3.0
General
National regulations may require IRI produced by a Delivery Function 2 associated to the HSS.

HSS shall support LI based on SIP-URI, Tel-URI, IMPI.

IMSI shall be supported as target identity if it is available in the subscription data stored in the HSS and the association with IMS identities can be done.

IMEI and MSISDN shall be supported as target identities if the HSS is shared with access services (e.g. PS, EPS) and the association with IMS identities can be done.

Intercept Related Information (Events) are listed as follows:

-
Serving System;

-
When IMPU or IMPI is changed in a HSS subscriber record change

-
Registration termination

-
Location information request.

Table 7A.2.3.0 below shows the set of information that may be associated with the events if available. The events trigger the transmission of the information from the HSS to DF2.
Table 7A.2.3.0: Information Elements for HSS Event records

	Observed IMPI or Tel URI or SIP URI


Target Identifier with the IMPI, Tel URI or SIP URI of the target (if available).

	Observed IMSI


Target Identifier with the IMSI of the target.

	Observed IMEI


Target Identifier with the IMEI of the target (if available).

	Observed MSISDN

Target Identifier with the MSISDN of the target (if available).

	Event type


Description which type of event is delivered: Subscriber record change, Serving System,
Registration Termination, location information request.

	Event date


Date of the event generation in the HSS.

	Event time


Time of the event generation in the HSS.

	Network Code (Country Code included)


In case of roaming, the country code and the network code of the serving network, or of a third network in the
diameter message to or from the HSS (AVP name such as Visited-PLMN-Id)

	Network Element Identifier


Unique identifier for the element reporting the ICE.

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP)

	Serving System Identifier

Provides an identifier that allows the home network to identify the visited network.

	Any Associated-Identities (AVP Name):
 any change of any associated identities of the target

	Other Public User Identities

 Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Requesting network identifier  

The requesting network identifier PLMN id (Mobile Country Code and Mobile Network Code).
 

	Requesting node identifier
 The identifier of the node requesting location/routing information for a target to the HSS

	Requesting node type
 It indicates the type of node that requests the location of the target  (if available)


7A.2.3.1
Serving system
The Serving System report event is generated at the HSS during the IMS registration process, when the HSS has detected that the target has roamed. 
In addition, the event shall be provided in case of mobility events between different access types, if they are visible at the HSS, unless they are already provided by the HSS itself at access level (e.g. PS, EPS).
Such events could be mainly triggered by Diameter messages such as:

-
Through Cx interface, Query and Select Pull in case of command of User-Authorization-Request from I-CSCF to HSS: see clause A.2 of TS 29.228 [62];

-
Through Cx interface, AuthDataReq in case of command of Multimedia-Authentication-Request from S-CSCF to HSS: see clause A.2 of TS 29.228 [62];

-
Through Sh interface, Pull in case of User-Data-Request from AS (with interworking to AS from target) to HSS: see clause A.2 of TS 29.328 [63].

-
Through Cx interface, Server-Assignment-Request in case of command of S-CSCF to HSS (see clause A.2 of TS 29.228 [62]);

-
Through SWx interface, Server-Assignment-Request in case of command of 3GPP AAA to HSS (see clause A of TS 29.273 [24], and clause 5 of GSMA IR.61 [65]).

The elements of table 7A.2.3.1 will be delivered to the DF2 if available.

Table 7A.2.3.1: Information Elements for Serving System Event
	Observed MSISDN

	Observed TEL URI

	Observed SIP URI

	Observed IMSI

	Observed IMEI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Current Serving System Identifier (AVP name such as Visited-PLMN-Id)

	Any other IMPU or IMPI of the target (if available)


7A.2.3.2
Subscriber record change
This event will be only used to report when there is a change of association between IMSI, MSISDN/IMPU/IMPI/TEL URI/ SIP URI, or IMEI of the target. It is induced mainly by Subscriber Profile management by the HSS or the CSP administration tools through the HSS.
Such events could be mainly triggered by Diameter messages such as:

-
Through Sh interface, Pull Resp in case of command of User-Data-Answer from HSS to AS, see clause A.2 of TS 29.328 [63];

-
Through Sh interface, Update Resp in case of command of Profile-Update-Answer from HSS to AS, see clause A.2 of TS 29.328 [63];
-
Through Sh interface, Subs-Notif Resp in case of command of Subscribe-Notifications-Answer from HSS to AS, see clause A.2 of TS 29.328 [63];

-
Through Sh interface, Notif Resp in case of command of Push Notification-Answer from AS to HSS, see clause A.2 of TS 29.328 [63];

-
Through Cx interface, Update_Subscr_Data Resp in case of command that update the target profile from S-CSCF to HSS. The message may include the elements, such as old and new IMSI or MSISDN/TEL URI/SIP URI or IMEI: see clause A.2 of TS 29.228 [62];
-
Through Cx interface, Push-Profile-Answer This message is sent by the HSS to S-CSCF to update profile on S-CSCF if profile is changed by administrator at HSS: see clause A.2 of TS 29.228 [62];
-
Through SWx interface, -Push-Profile-Request (PPR) in case of command of HSS to 3GPP AAA Server: see clause A of TS 29.273 [24].

The elements of table 7A.2.3.2 will be delivered to DF2, if available.
Table 7A.2.3.2: Information Elements for Subscriber Record Change Event

	New observed MSISDN

	New observed TEL URI

	New observed SIP URI

	New observed IMSI


	New Observed IMEI (if available)

	New observed IMPI

	Old observed MSISDN 

	Old observed TEL URI

	Old observed SIP URI

	Old observed IMSI 

	Old observed IMEI (if available)

	Old observed IMPI

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	Other update: carrier specific.


NOTE:
The change of IMEI can be detected by the HSS. Automatic Device Detection function clause 7.4 of TS 22.101 [60], can cause the IMEI to be notified to HLR especially in case of update location service, clause 8.1.2 TS 29.002 [61].
7A.2.3.3
Registration Termination

This event "Registration Termination" will be used to report to DF2 when HSS send to S-CSCF or 3GPP AAA Server. It is the equivalent of cancel location or purge to serving system in CS domain. This kind of event is induced by the registration of the target. The event will be triggered by the following Diameter messages:

-
Through Cx interface, Server-Assignment-Request indicating deregistration from S-CSCF to HSS: see clause A.2 of TS 29.228 [62];
-
Through Cx interface, Registration-Termination- Request from HSS to S-CSCF: see clause A.2 of TS 29.228 [62];
-
Through SWx interface, Server-Assignment-Request indicating deregistration from 3GPP AAA Server to HSS: see clause A of TS 29.273 [24];
-
Through SWx interface, Registration-Termination- Request from HSS to 3GPP AAA Server: see clause A of TS 29.273 [24].

The elements of table 7A.2.3.3 such as the previous serving system of the target will be delivered to DF2.

Table 7A.2.3.3: Information Elements for Registration Termination Event
	Observed MSISDN

	Observed TEL URI

	Observed SIP URI

	Observed IMSI

	Observed IMEI

	Event Type 

	Event Time 

	Event Date 

	Other Public User Identities

Other IMPU or IMPI that was allocated to Target and will be deregistered (if available)

	Reason of de-registration (Deregistration-Reason AVP, Reason-code AVP) (if available)

	Network Element Identifier (HSS Id...)

	Previous serving system identifier (VPLMN id…) (if available)


7A.2.3.4
Location Information request
This event will be used, if required by national regulations, to report any location information request on the IMS target by a node outside the HPLMN to HSS. As example, a location information request could be generated by a GMLC from another Network through a MAP request to the HSS of the target. The event will be triggered by any message coming from outside the HPLMN requesting routing or location information for the target.
This event shall not be generated when the request is issued from a node belonging to the HPLMN.

The elements included in table 7A.2.3.4 will be delivered to DF2, if available.

Table 7A.2.3.4: Information Elements for Location Information Request Event
	Observed MSISDN

	Observed TEL URI

	Observed SIP URI

	Observed IMSI


	Observed IMEI

	Requesting node identifier

	Requesting network identifier

	Requesting node type

	Event Type 

	Event Time 

	Event Date 

	Network Element Identifier (HSS id...)

	Any other IMPU or IMPI (if available)


7A.2.4
Provision of IRI for WebRTC

The enhanced P-CSCF (eP-CSCF) shall adhere to all LI requirements pertaining to the P-CSCF described in clause 7A.2.1. Any additional LI requirements pertaining to the support of WebRTC Interworking, as specified in TS 23.228 [43], that only apply to the eP-CSCF are described distinctly.

WebRTC Web Server Function (WWSF), if provided by the CSP, is an ICE that is used to copy and transmit via the DF to the LEMF the IP address and port used by the target as viewed by the WWSF. This IP address may be a public or private address depending on how the target accesses the WWSF.

WebRTC Authorisation Function (WAF), if provided by the CSP, is an ICE that creates a time-stamped authentication event associated with the target including relevant information such as the user's identity provided to the WAF.

Further details of the WWSF and WAF are FFS.

7A.3
Multi-media events

7A.3.0
General

-
All SIP messages to or from a target, and all SIP messages executed on behalf of a target for multi-media session control are intercepted by the S-CSCF and Optionally P-CSCF and sent to DF2. The target identifier used to trigger the intercept will also be sent with the SIP message. This standard does not require nor prohibit redundant information from being reported to DF2.

-
Where a CSCF which provides lawful interception makes changes to a SIP message, sent to or from or executed on behalf of a target then the CSCF shall report both the original message and the modified message to the DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message ( e.g. IMPI/IMPU changes or due to call forwarding etc.) and the new identity is the target, then both the original and modified SIP messages shall be reported to DF2.

-
Where a CSCF which provides lawful interception changes identities within a SIP message (e.g. IMPI/IMPU changes or due to call forwarding etc.) and the new identity is not the target, then both the original and modified SIP messages shall be reported to DF2.

-
P-CSCF event reports may be redundant with S-CSCF event reports when the P-CSCF and S-CSCF reside in the same network, however, this standard does not require nor prohibit redundant information from being reported to DF2.

-
Non-Local ID interception will be made by S-CSCF or P-CSCF (optional in a non-roaming case, and mandatory in the roaming case when LBO approach is used as the roaming architecture). As national option, the interception functions may also be provided by the IBCF or MGCF for a non-roaming case. Of the two approaches S-CSCF/P-CSCF Vs IBCF/MGCF used for non-roaming case, only one approach is required to be supported within a CSP's network. With S8HR as the roaming architecture, the Non-Local ID interception in the VPLMN will be made by the LMISF (see clause 20).

-
For interception of incoming calls of Non-Local ID, any of the SIP headers used to identify the calling party information and redirecting party information present in the incoming SIP message. The examples are: P-Asserted Id, From headers and History-Info, Diversion headers.

-
For interception of outgoing calls of Non-Local ID, any of the SIP headers used to identify the called party information present in the outgoing SIP message. The examples are: Request URI and To headers.
-
The IRI should be sent to DF2 with a reliable transport mechanism.

-
Correlation for SIP to bearer shall be supported within the domain of one provider.

-
An intercepted SIP event sent to DF2 is shown below:

-
Observed SIP URI

-
Observed TEL URI

-
Observed IMEI (Not in the case of Non-Local ID interception)

-
Event Time and Date

-
Network element identifier

-
SIP Message Header

-
SIP Message Payload

-
VPLMN ID

NOTE 1:
The Observed IMEI is obtained from the +sip.instance.id of the intercepted SIP message (as defined in TS 24.229 [49]).

-
All IMS XCAP messages to or from a target for multi-media or supplementary services are intercepted by the AS, or the group of AS in charge to transmit, manipulate and store any IMS XCAP of that target. The data have to be transmitted either "en clair" or encrypted with all elements to let the LEMF decrypt the data. The generated IRI should be sent in any case to DF2.
 NOTE 2:
The data related to XCAP management and the XCAP documents modification of the target, as supplementary services, or as the 3GPP or OMA presence services (TS 24.141 , OMA Presence SIMPLE specification and IETF RFC 4827), are reported through the DF2. However, these are points are currently not covered:

1)
other data (XCAP management and the XCAP documents modification by the target) to be transmitted but related to other multimedia services;

2)
the case of XCAP messages that are based on different interfaces than Ut interface;

3)
the specific architecture related to encrypted data;

4)
Detailed XCAP events, related to authentication.

-
An intercepted XCAP report sent to DF2 is shown below:

-
Observed SIP URI or Tel URI, based on XUI (described in IETF RFC 4825 [56]) or information in the XCAP payload (if available).

-
Observed XUI or any other identities (if available).
-
Event Time and Date.
-
Network element identifier.
-
XCAP Message (the entire elements of the HTTP Header and the XCAP payload).

NOTE 3:
Void.

The interpretation of XCAP messages, such as HTTP request through the Ut interface between the target's UE and related XCAP server may sometime be insufficient to let the LEA to understand what was modified as directed by the UE, therefore a later HTTP response is needed to understand the success or failure of the request.


Specific Diameter messages, to or from or related to a target, are intercepted by the HSS in charge of that target. The generated IRI should be sent in any case to DF2. Events and IRI are described below:


Such events are:

-
Serving System;

-
When IMPU or IMPI is changed in a HSS subscriber record change;
-
Registration termination

-
Location information request.

Contents of such IRI report related to HSS sent to DF2, is shown below:

-
Observed SIP URI or Tel URI or IMSI;
-
Observed any other identities (if available);
-
Event Time and Date;
-
Network element identifiers;

-
Network Identifier (if available and only in case of roaming)
-
Target profile or data elements (if available).
7A.3.1
Mid IMS Session Interception

7A.3.1.0
General
Mid IMS Session interception functionality applies in addition to other IMS LI functional requirements as defined in section 7A.

Where LI is activated on a target within a CSCF after an IMS session has already been established the CSCF shall do one of the following;

-
Where the CSCF has stored the media session information which occurred prior to the interception activiation, the CSCF shall provide a "start of interception with IMS session" event message, to the DF2/MF over the X2 interface, including the parameter and information listed in table 7A.3.1, if available.

-
Where the CSCF has not stored media session information which occurred prior to the interception activation, the CSCF shall report all future SIP messages which the CSCF is able to identify as associated with an ongoing target session. In this case, the event "start of interception with IMS session" is not applicable.

It is a national option whether the CSCF shall be mandated to store the necessary information to support reporting of session establishment parameters, in order to support mid IMS session interception, or whether the CSCF shall only report SIP messages which occur after the interception is applied and the CSCF is able to identify as related to an ongoing target session. If information is stored then it shall be possible to set a maximum storage time according to national and/or operator requirements.
Table 7A.3.1 Start of interception with established IMS session event

	Observed SIP URI

	Observed TEL URL

	Observed IMEI

	Event type

	Event Time

	Event Date

	Network Element Identifier

	SIP message header offer (NOTE)

	SIP message header answer (NOTE)

	SDP offer

	SDP answer

	Correlation information

	VPLMN ID


NOTE:
Void.

The SIP messages that carry the SDP offer and answer shall be reported. In case there are multiple SDP offers/answers during the session establishment, the SIP messages that carry the latest SDP offer/answer shall be provided.

The points above on requirements in this clause applicable to CSCF support of mid IMS Session interception, shall apply to IBCF which incorporate ICE for Non-Local ID interception.
7A.3.1.1
SDES Media Security

If an SDES crypto attribute is included in the SDP, the DF2/MF forwards the "start of interception with IMS session" event message to the LEMF over HI2 without additional key processing.

NOTE:
The SDES Crypto attribute contains the cryptographic key required for decrypting the encrypted IMS media.

If SDES mid session support is required then storing of media information as per 7A.3.1 is mandatory.

7A.4
Multi-media Call State Control Service Scenarios

Annex C shows examples of the delivery of intercepted events and product under various call scenarios.

7A.5
Push to talk over Cellular (PoC)

PoC is a service of the IMS Domain and interception is accomplished according to the definitions in clause 7A.3. Interception of CC is possible with the current implementations in the GSNs.

This clause applies if regulatory requirements require separate reporting of Push to Talk over Cellular (PTC). PTC consists of Push to talk over Cellular (PoC) [82], and Mission Critical Push To Talk (MCPTT) [85].

7A.6
SMS over IMS

SMS over IMS shall be intercepted in accordance with normal IMS interception as described in 7A.3, also for Non-Local ID interception. SMS IRI (including originating and destination addresses, SMS direction, and SMS Centre Address) are reported, if available, for IRI-only intercepts.

7A.7
LI for KMS based IMS Media Security

7A.7.1
LI Architecture and functions

KMS based IMS media security is specified in TS 33.328 [25]. The present clause specifies LI architecture and functions needed to provide session encryption keys generated by the KMS to protect IMS media for a subscriber who is a target for interception in the IMS nodes. This section is applicable to the cases in which the KMS is under responsibility of the Operator providing the IMS network infrastructure. Other scenarios such as the one in which the KMS is run by an independent legal entity are outside the scope of this specification.

NOTE 1: It is FFS whether the Xk interface defined in this section can be used also by the LEMF to directly query the KMS as an additional option.

NOTE 2: This section covers the scenario in which encrypted content of communication is provided to the LEMF together with encryption keys, to allow decryption at LEMF.

Figure 7A.7.1 shows the LI architecture for the case in which decryption is performed by the LEMF and a KMS is used to support IMS media security, with a Xk interface defined between the DF2/MF and the KMS, in addition to the interfaces and functional entities needed to support LI in the P-CSCF/S-CSCF.
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Figure 7A.7.1: KMS Intercept configuration

When LI has been activated in the P/S-CSCF for a target, the node will report SIP messages events on the X2 interface, as specified in section 7.A and subsections. The DF2/MF shall extract from the intercepted SIP signalling the information related to the encryption and send a request over the Xk interface to the KMS to derive the encryption keys; the request will carry also the reference to the ticket transferred by the SIP signalling between the parties involved in the communication. The KMS shall then, based on the information received from the DF2, resolve the ticket and provide the session keys to the DF2/MF over the Xk interface.

7A.7.2
Signalling over the Xk interfaces and LI events

The following messages are defined over the Xk interface:

-
get_keys

-
get_keys_response

The message get_keys shall be sent by the DF2/MF to the KMS in order to ask the KMS to provide session keys for an ongoing communication.

The message get_keys_response shall be sent by the KMS to the DF2/MF in order to provide the session keys.

The message get_key_response defines a LI event provided by the KMS to the DF2/MF which shall then be sent by the DF2/MF to the LEMF in a proper IRI record over the HI2 interface.

Table 7A.7.2.1 provides the list of parameters, which shall be carried by the message get_keys, in order to transfer to the KMS the information, as specified in TS 33.328 [25], needed to provide the session encryption keys:

Table 7A.7.2.1: Parameters and information in message get_keys

	Public KMS Identity of the target user

	TRANSFER_INIT

	TRANSFER_RESP


Upon reception of get_keys message, the KMS shall verify that the key management information is related to the targeted user.

A timer may be defined in the DF2/MF in order to specify the amount of time that the DF2/MF shall wait for the response from the KMS. If this timer expires, a failure indication shall be sent to the LEMF.

Table 7A.7.2.2 provides the list of parameters, which shall be carried by the message get_keys_response, in order to provide the DF2/MF with the session keys:

Table 7A.7.2.2: Parameters and information in message get_keys_response

	Crypto Session ID

	Session key

	Salt

	Failure indication (optional)


With reference to table 7A.7.2.2, in case of failure in providing any of the decryption information, the KMS may provide a decryption failure indication.

Upon reception of get_keys_response message or in case of timer expiry, the following information shall be provided to the LEMF by the DF2/MF:

-
Lawful interception identifier

-
Observed target identity(ies)

-
Correlation number (in order to correlate the keys to IMS session under interception at the CSCF(s))

-
Event type (session encryption keys available)

-
Crypto Session ID (if provided by the KMS)

-
Session key (if provided by the KMS)

-
Salt (if provided by the KMS)

-
MediaSec key retrieval failure indication (in case of e.g. timer expiry, or failure indication received from the KMS).

7A.7.3
Cooperating KMSs

As specified in TS 33.328 [25], in some scenarios the parties involved in an encrypted IMS based communication may use two different KMSs. In these cases, no additional LI specific signalling between the KMSs shall take place. The KMS may need to cache the session keys retrieved as result of the ticket resolution for possible LI needs at later stage.

7A.7.4
Security

Xk interface and its configuration shall only be accessible to authorized personnel.

The Xk interface shall have strong integrity and confidentiality protection. The Xk interface shall be protected by TLS unless protected by IPsec for LI purposes. TLS and certificate profiling shall be according to TS 33.310 [28]; IPsec profiling shall be according to TS 33.310 [28] and TS 33.210 [29].

7A.7.5
Start of interception for an already established IMS media secured session

This function is invoked when LI is activated in the network for a target who has already established an IMS session with secure media.

In order to provide information needed to decrypt the content of communication, the LI function in the CSCFs needs to have access to SDP information and SIP headers exchanged in the SIP signalling between the parties during the IMS session setup for possible later retrieval in case LI is activated during the ongoing session.

With reference to fig. 7A.7.1, if LI is activated by the ADMF over the X1_1 interface for a target, the CSCF shall check if the given target has an ongoing IMS media secured session. In this case, the CSCF shall provide a "Start of interception with established IMS session" event message to the DF2/MF over the X2 interface, as specified in section 7A.3.1.

Upon reception of Start of interception with established IMS secure session event, the DF2/MF shall check if a MIKEY-TICKET is included in the SDP. In this case the DF2/MF, in addition to forwarding the event to the LEMF over HI2, shall contact the KMS to resolve the ticket and retrieve the session keys and additional encryption related information as specified in in section 7A.7.2.

7A.8
IMS IMEI Interception

The use of Instance ID in TS 24.229 [49] is mandatory in IMS in order to support IMEI based LI in the CSCF. The CSCF is required to have access to the Instance IDs for all active IMS registrations regardless of whether LI has been requested prior to UE registration for a given IMEI. The CSCF shall be responsible for extracting the IMEI from the Instance ID where required for a specific target interception and providing the IMEI to the DF2. The IMEI (when available) shall be provided by the CSCF to the DF2 for all intercepted communication regardless of whether the IMEI or another identifier has been used as the target for interception.

Based on the national regulations, IMEI-based LI shall be possible for IMS sessions originated from, or terminated to, the UE with that IMEI.

7A.9
Void
Clause 11
11
IMS Conference Services

11.1
Background for IMS Conference Services

The entire clause 11 is a national option and is subject to national regulations. The covered cases are where the conference services are in the domain of the intercepting operator. The following cases are covered.

1.
A target's conference call is the target. This may be where the target is the head of the conference. IRI and CC for this conference is reported. The following are examples of information that is reported.

a.
For example, the starting and ending of a conference as well as any parties joined or removed from the conference call are reported.

b.
Reporting of CC for held conferences initiated by the target.

2.
A conference that itself is directly the target of interception. This case is applicable only provided that the conference is identified by a proper identity for LI in IMS domain (Conference URI or Conference Factory URI). The IRI and CC for this conference is reported.

a.
For example, the starting and ending or a conference as well as any parties joined or removed from the conference call are reported.

The case when an target joins an associate's conference is for further study.

The key elements for interception of conference services are the AS/MRFC and MRFP. IRI associated with the conference services that are to be intercepted is reported by the AS/MRFC while the CC associated with the conference service is reported by the MRFP.

National regulations on a per interception basis may limit delivery of communications (CC and IRI) of an outbound international roaming target by the HPLMN as described in clause 5.1.4 of TS 33.106 [7]. 
If roaming interception is not allowed and it is determined that the target is outside the country, the HPLMN shall act as follows:

-
The HPLMN shall not report IRI and CC for the target’s conferencing services while the target is in the VPLMN and is connected to the HPLMN conferencing service. 

Non-communications-associated IRI (e.g. those identified by the HSS) are not affected by this requirement.
11.1A
Start of Interception for IMS Conference Services

Interception (as defined in 11.1) for IMS Conference Services is started when the first of any one of the following occurs:

-
When a target requests that a conference be created

-
When a target successfully provisions a conference

-
When a target provisioned or requested conference is started (i.e., the first party is joined to the conference)

-
When a conference that is a target of interception is started (i.e., the first party is joined to the conference)

-
When interception is activated (on a conference or a conference owner) during an ongoing conference

-
When parties have joined a conference and communication is started or enabled by the conference server in cases where the conference is a target of interception or when it is a target's conference.

If the target of interception has provisioned or requested a conference to be created, interception on IMS Conference Services shall begin regardless whether the target of interception has joined the conference. Interception of IMS Conference Services shall continue if the target of interception is on hold and the conference continues.

11.2
Provision of Intercepted Content of Communication - IMS Conference Services

11.2.0
General
The access method for the delivery of IMS conference services intercept content of communication (CC) is based on duplication of packets without modification at the MRFP for conferences that are to be intercepted. The duplicated packets with additional information in the header, as described in the following sections, are sent to DF3 for further delivery. For a target's conference call held by the target, the MRFP duplicates the CC for conference call held by the target, in accordance with national regulations. For a conference call that is the target of interception, the MRFP duplicates the CC for the conference.

NOTE:
Void

There is an issue of combined versus separated delivery. With combined delivery, one method for intercepting the CC would be to create a virtual conference port (not visible to others) through which a copy of the combined CC is passed over the X3 interface (Y conferees means 1 content stream). With the separated delivery approach, each conferee's connection to the conference shall be intercepted and passed over the X3 interface (Y conferees, means Y pairs of bi-directional content streams).
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Figure 11.1: Configuration for interception of IMS Conference Services CC

11.2.1
X3-interface

In addition to the intercepted content of communications, the following information may need to be transferred from the MRFP to the DF3 in order to allow the DF3 to perform its functionality:

-
identity used for interception;

-
correlation number.

NOTE 1:
Void.

Information passed between the MRFC and MRFP for correlation shall uniquely identify the mixing of associated media streams for a conference distinct from any other mixing or media handling. An example is how H.248 uses a context identifier to do this.

-
the identity of source (i.e., conference party identity) of a media stream;

-
time stamp - optional;

-
direction (incoming or outgoing stream) - optional.

NOTE 2:
When the media is delivered in a mixed format, the identity of the media stream source might be unknown.

11.3
Provision of Intercept Related Information for IMS Conference Service

11.3.0
General

Figure 11.2 shows the transfer of intercept related information to the DF2. If an event for / from or associated with a conference server occurs, the AS/MRFC sends the relevant data to the DF2.

NOTE:
Reporting of non-transmission related actions of a target's subscriber controlled input (e.g., signalling "mute" commands) is for further study.
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Figure 11.2: Provision of Intercept Related Information for IMS Conferencing

11.3.1
X2-interface

The following information may need to be transferred from the AS/MRFC to the DF2 in order to allow a DF2 to perform its functionality:

-
target identity (IMPU, IMPI, Conference URI);

-
events and associated parameters as defined in section 11.3.3 "Structure of Conference Events" may be provided;

-
Correlation number;

-
Bandwidth and media descriptions (e.g., as associated with SDP negotiation) associated with the parties' bearer connection to the conference.

The IRI should be sent to DF2 using a reliable transport mechanism.

11.3.2
IMS Conference Events and Event Information

The following events are applicable to AS/MRFC:

-
Start of Conference

-
Party Join;

-
Party Leave;

-
Conference Bearer Modification;

-
Start of Intercept on an Active Conference;

-
End of Conference;

-
Creation of Conference;

-
Update of Conference.

NOTE 1:
Reporting of Floor Control events from the MRFP is FFS.

A set of possible elements as shown below that may be reported with the events. Information associated with the events is transmitted from the AS/MRFC server to DF2.

Table 11.3.1: Information Elements for Conference Events

	Element

	Observed IMPU

IMS Public User identity (IMPU) of the target. In some cases, this identity may not be observed by the MRFC. Also see Note 1.

	Observed IMPI

IMS Private User identity (IMPI) of the target. In some cases, this identity may not be observed by the MRFC. Also see Note 1.

	Observed Other Identity

Target Identifier with the NAI of the target.

	Event Type

Description which type of event is delivered: Start of Conference, Party Join, Party Leave, Start of Intercept on an Active Conference, Conference End.

	Event Date

Date of the event generation in the AS/MRFC.

	Event Time

Time of the event generation in the AS/MRFC server. Timestamp shall be generated relative to the AS/MRFC internal clock.

	Correlation Number

The correlation number is used to correlate CC and IRI. The correlation number is also used to allow the correlation of IRI records. 

	Network Element Identifier

Unique identifier for the element reporting the ICE.

	Initiator

The initiator of a request, for example, the target, the network, a conferee.

	Join Party ID

Identity of the party successfully joining or attempting to join the conference.

	Leave Party ID

Identity of the party leaving or being requested to leave the conference.

	List of Potential Conferees

Identifies each of the parties to be invited to a conference or permitted to join the conference (if available).

	Observed Conference URI

A URI associated with the conference being monitored.

	Temporary Conference URI

A temporarily allocated URI associated with a conference being monitored.

	List of Conferees

Identifies each of the conferees currently on a conference (e.g., via SIP URI or TEL URI).

	Failed Conference Start Reason

Provides a reason for why a conference start attempt failed.

	Failed Party Join Reason

Provides a reason for why a party join attempt failed.

	Party Leave Reason

Provides a reason for the party leaving.

	Failed Party Leave reason

Provides a reason for why a party leave attempt failed.

	Conference End Reason

Provides a reason for why the conference ended.

	Potential Conference Start Date and Time

The expected start date and time of the conference, if start time information is configured in the system.

	Potential Conference End Date and Time

The expected end date and time of the conference, if such end information is configured in the system.

	Recurrence Information

Information indicating the recurrence pattern for the event as configured for the created conference.

	Identity(ies) of Conference Controller

Identifies the parties that have control privileges on the conference, if such information is configured in the system.

	Bearer Modify ID

Identifies the party modifying a conference bearer.

	Failed Bearer Modify Reason

Provides a reason for a bearer modification attempt failed.

	Failed Conference End Reason

Provides a reason why a conference end attempt failed.

	Join Party Supported Bearers

Identifies the bearer types supported by the party joining the conference.

	List of Waiting Conferees

Identifies each of the parties that have called into a conference but have not yet joined.

	Media Modification

Identifies how the media was modified (i.e., added, removed, changed) 

	Parties Affected by Bearer Modification

Identifies all conference party identities affected by the bearer modification.

	Supported Bearers

Identifies all bearer types supported by a conferee in a conference.

	Update Type

Indicates what update was done to a conference (e.g., update List of Potential Conferees, update of Start Time, update of End Time, Update of Recurrence Information, Cancellation of Conference, etc.).


NOTE 2:
In most cases, either the IMPU or IMPI may be available, but not necessarily both.

11.3.3
Structure of Conference Events

11.3.3.1
Start of Conference

For the start of a conference, a Start of Conference-event is generated in the following cases:

-
When a target provisioned or requested conference or a conference that is the target of interception is started. The conference is started when the first party is joined to the conference.;

-
When a conference that is a target of interception or when a target provisioned or requested conference fails to start.

The fields, shown in Table 11.3.2, will be delivered to the DF2, if available, by the AS/MRFC.

Table 11.3.2: Start of Conference

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	List of Potential Conferees

	List of Conferees

	List of Waiting Conferees

	Supported Bearers

	Observed Conference URI

	Temporary Conference URI

	Failed Conference Start Reason


11.3.3.2
Party Join

A Party Join-event is generated in the following cases:

-
When a party successfully joins the target's conference or a conference that is the target of interception.

-
When a party unsuccessfully attempts to join the target's conference or a conference that is the target of interception.

The fields, shown in Table 11.3.3, will be delivered to the DF2, if available, by the AS/MRFC.

Table 11.3.3: Party Join

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Join Party ID

	Join Party Supported Bearers

	Initiator (of the Party Join request) 

	Observed Conference URI

	Temporary Conference URI

	Failed Party Join Reason (e.g., not available)


11.3.3.3
Party Leave

A Party Leave-event is generated in the following cases:

-
When a party leaves a target's conference or a conference that is the target of interception. This includes situations where the party simply disconnects themselves from the conference (hang up), the party's connection to the conference is broken (e.g., party leaves wireless coverage area), and where the party's connection to the conference is forcefully terminated due to another party's drop request or operator policy.

-
When a party unsuccessfully attempts to drop another party from the conference. This applies to all the conferencing scenarios described earlier.

The fields, shown in Table 11.3.4, will be delivered to the DF2, if available, by the AS/MRFC.

Table 11.3.4: Party Leave

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Leave Party ID

	Supported Bearers (of Leaving Party)

	Initiator (of the Party Leave request) 

	Observed Conference URI

	Temporary Conference URI

	Party Leave Reason - see Note.

	Failed Party Leave Reason


NOTE:
A party could drop off the conference for normal reasons (e.g., just hang up) or could be removed by a conference controller.

11.3.3.3A
Conference Bearer Modification

A Conference Bearer Modification-event is generated for the following cases:

-
When a party to a conference successfully modifies (i.e., add, remove, change) a bearer stream in the conference;

-
When a party to a conference unsuccessfully attempts to modify (i.e., add, remove, change) a bearer stream in the conference.

The fields, shown in Table 11.3.4A, will be delivered to the DF2, if available, by the AS/MRFC.

Table 11.3.4A: Conference Bearer Modification

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Observed Conference URI

	Temporary Conference URI

	Bearer Modify ID

	Media Modification

	Parties Affected by Bearer Modification

	Failed Bearer Modify Reason


11.3.3.4
Start of Intercept on an Active Conference

A Start of Intercept on an Active Conference-event (a conference with at least one party) is generated for the following cases:

-
When interception is activated during an ongoing conference call.

The fields, shown in Table 11.3.5, will be delivered to the DF2, if available, by the AS/MRFC.

Table 11.3.5: Start of Intercept with an Active Conference

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	List of Conferees

	Supported Bearers

	Observed Conference URI

	Temporary Conference URI


11.3.3.5
Conference End

When a conference is terminated, a Conference End-event is generated in the following cases:

-
When a target provisioned or requested conference is terminated. This occurs when the last party on the conference leaves or the conference is terminated by the conference server;

-
When there is an unsuccessful attempt to terminate a target provisioned or requested conference or a conference that is the target of interception.

The fields, shown in Table 11.3.6, will be delivered to the DF2, if available, by the AS/MRFC.

Table 11.3.6 End of Conference

	Observed IMPU 

	Observed IMPI

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation Number

	Initiator (e.g., target, network, conferee) - see Note

	Observed Conference URI

	Temporary Conference URI

	Conference End Reason

	Failed Conference End Reason


NOTE:
The initiator can indicate that the decision to end the conference was the target or conferee, if the target or conferee sends an explicit command to end the conference. It could be the network, if it determines the time length for the conference is ended.

11.3.3.6
Creation of Conference

When a conference is created, a Creation of Conference-event is generated in the following cases:

-
When a target successfully provisions or requests a conference to be created.

This event is applicable provided that at least one of the two identities (IMPU, IMPI) are available at the AS/MRFC. Other scenarios, such as in case the creation is done via a web interface and the IMPU/IMPI cannot be seen are outside the scope of this specification.

The fields, shown in Table 11.3.7, will be delivered to the DF2, if available, by the AS/MRFC.
Table 11.3.7 Creation of Conference
	Observed IMPU 

	Observed IMPI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	List of Potential Conferees (if available)

	Observed Conference URI

	Temporary Conference URI

	Potential Conference Start Date and Time (if available) - See Note 1

	Potential Conference End Date and Time (if available) - See Note 1

	Recurrence Information - See Note 2.

	Identity(ies) of Conference Controller


NOTE 1:
This information is statically provisioned information and is not correlated to the timestamp requirements for LI.

NOTE 2:
Recurrence information indicates the frequency or pattern of recurrence of the created conference.

11.3.3.7
Update of Conference

When a conference is updated, an Update of Conference-event is generated in the following cases:

-
When a target successfully provisions or requests a conference to be updated (e.g., changes to List of Potential Conferees, Start Time, End Time, Recurrence Information, or Cancellation of Conference).

This event is applicable provided that at least one of the two identities (IMPU, IMPI) are available at the AS/MRFC. Other scenarios, such as in case the update is done via a web interface and the IMPU/IMPI cannot be seen are outside the scope of this specification.

The fields, shown in Table 11.3.8, will be delivered to the DF2, if available, by the AS/MRFC.

Table 11.3.8 Update of Conference

	Observed IMPU 

	Observed IMPI

	Observed Other Identity

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Update Type

	List of Potential Conferees (if available)

	Observed Conference URI

	Temporary Conference URI

	Potential Conference Start Date and Time (if available) - See Note 1

	Potential Conference End Date and Time (if available) - See Note 1

	Recurrence Information - See Note 2.

	Identity(ies) of Conference Controller


NOTE 1:
This information is statically provisioned information and is not correlated to the timestamp requirements for LI.

NOTE 2:
Recurrence information indicates the frequency or pattern of recurrence of the created conference.

Clause 15
15
Invocation of Lawful Interception for IMS-based VoIP

15.1
Overview of VoIP Interception

The capabilities defined in this clause apply when the interception of content of communications for IMS-based VoIP is to be separated from the interception of content of communication at the packet data network. Non-Local ID targeting described in clause 7.A is also valid in such case.

The network nodes, involved in providing the interception of an IMS-based VoIP call, shall be determined based on the deployment configuration and the call scenario. The scenarios where the media transport nodes and signalling nodes are handled by different CSPs are beyond the scope of this standard.

NOTE:
Lawful interception of VoIP as it applies SR-VCC (see TS 23.237 [45]) is for further study.

The interception of IRI for a VoIP call shall be done according to 15.3. The interception of VoIP CC shall be done according to 15.2.
15.2
Provision of Content of Communications

15.2.0
Overview

As the interception of CC needs to be done at a network node that has access to the voice media, and that interception of CC is required for all targeted calls, including forwarded calls and transferred calls, the CSP needs to support the capability to dynamically trigger CC interception for a call at a network node that has access to the voice media. Depending on the CSP's network configuration and the call scenario, different network elements will intercept the CC.

The interception and delivery of CC for VoIP may be done at the following functional element:

1)
PDN-GW/GGSN;

2)
IMS-AGW;

3)
TrGW;

4)
IM-MGW;

5)
MRF.

NOTE 2:
Other functional elements may also be applicable in specific deployment scenarios.

NOTE 3:
The redirection of target communications to a specific network element purely for LI purposes is undesirable.

The functional elements that provide the signalling to generate the trigger for the CC interception may be any of the following functional elements:

-
P-CSCF, for PDN-GW/GGSN and IMS-AGW;

-
IBCF for TrGW;

-
MGCF for IM-MGW;

-
S-CSCF or AS for MRF.

At any given time, for a specific target and for any given call, only one functional element is required to provide the CC interception. The functional element that provides the CC interception may vary, primarily, based on the call scenario.

Annex E shows scenarios where the use of the above functional elements is applicable.

15.2.1
General Principles of CC Interception

15.2.1.1
Intercept Trigger

As the interception of IRI and CC is required for all targeted VoIP calls, including forwarded and transferred calls, the CC shall be correlated with the IRI. The CC Interception Triggering Function triggers the CC interception for a call at the CC Intercept Function. The placement of the CC Interception Triggering Function is dependent on CSP network implementation, the call scenario, and the placement of network nodes that have access to the voice media.

The CC Interception Triggering Functions sends a CC intercept trigger to the CC Interception Function to activate CC interception for a call.

The intercept trigger, at the minimum, shall consist of the following:

-
Correlation Identifier;

-
Media Identifier

The Correlation Identifier is used correlate the CC with the corresponding IRI data and is delivered from the CC Intercept Function in the intercepted media packet (i.e., CC) over the X3 interface to the Delivery Function 3.

The Media Identifier is used to identify the media packets that have to be intercepted. The technique used in defining the Media Identifier is implementation specific.

The information passed in this CC intercept trigger shall adhere to the security requirements outlined in clause 8.

The mechanism used to provide the correlation between CC and IRI is implementation specific. For instance:

-
The CC Interception Triggering Function may send the correlation identifier value to the CC Interception Function that forwards it to DF3 onto X3 interface;

-
The CC Interception Triggering Function may send the correlation identifier (onto X2 interface) to the DF2 that forwards it to DF3. In this case the SDP information may be used to associate the CC packets with the IRI.

15.2.1.2
X3-Interface

For the delivery of intercepted media packets, the following information shall be passed from the CC Intercept Function to the Delivery Function 3 in addition to the intercepted media packets:

-
target identity;

-
correlation identifier;

-
SDP information (optional);

-
time stamp (optional);

-
direction (indicates media is from or to the target) - optional;

The Delivery Function 3 delivers the information to the LEMF over the HI3 interface based on the national regulations.
15.2.2
VoIP CC Interception

The capabilities defined in this clause apply for the following cases:

-
When a target originates a call or receives an incoming call - the target's media passes through the indicated CC Intercept Function.

-
When an incoming call to the target is forwarded, the media of the forwarded call passes through the indicated CC Intercept Function.

The term "CC Intercept Function" is a generic term used to denote a network function that has access to the voice media of an intercepted call. The term "CC Interception Triggering Function" is a generic term used to denote a network function that provides a trigger to intercept the CC. The examples of CC Intercept Function and CC Interception Triggering Function are listed at the beginning of clause 15.2

Figure 15.1 illustrates the CC interception at the CC Intercept Function for a basic call. Figure 15.2 illustrates the CC interception at the CC Intercept Function for a forwarded call.
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Figure 15.1: VoIP CC Interception for basic calls

In figure 15.1, the Target is the target and the Other Party is the called party when the target originates a call; and the Other Party is the calling party when the target receives an incoming call. In both cases, the media passes through the CC Intercept Function present on the side of target's access network.

In figure 15.2 (below), there is no Target (i.e., target) shown because this is the scenario where an incoming call to a target gets forwarded. The figure 15.2 shows the calling party who originated call and the forwarded-to-party who receives the forwarded call. The media passes through the CC Intercept Function associated with the forwarded-to-party.
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Figure 15.2: VoIP CC Interception for forwarded calls

The CC Interception Triggering Function sends the CC intercept trigger to the CC Intercept Function according 15.2.1.1. The CC Intercept Function intercepts media packets for the call (identified based on the Media Identifier information received over the intercept trigger) and delivers the media packets as according to 15.2.1.2.

See Annex E and Annex F for details of Call Forwarding related scenarios and call flows.

15.2.3
Media Information Associated with the CC

When the media description known through the SDP offer and answer at the IRI ICE is different from the media description known to the CC Intercept Function, then CC Intercept Triggering Function may have to send the media description to the DF2 for reporting to the LEMF. See Annex G for illustrative examples.

NOTE:
In case the CC Intercept Triggering Function is included in the P-CSCF this may be achieved by using the
X2 interface between the P-CSCF and DF2/MF.

The media description associated with the CC delivered to the LEMF over HI3 shall also be reported to the LEMF in case it is different from both of the above indicated media descriptions.

15.2.4
CC Interception in HPLMN with IMS Roaming

For roaming targets who are physically not in the legal jurisdiction of the home network, depending on the roaming architecture deployed, media of the target may not enter the HPLMN for certain call scenarios. In such situations, based on the national option, the HPLMN served with the intercept order shall do the following:

-
Perform the interception without the CC and report to the LEMF that the CC is unavailable due to target's roaming situation. Note that the Evolved Serving System message (when EPS is part of the IP-CAN) also indicates to the LEMF that the target is roaming.

See TS 33.108 [11] for the method used to report the CC unavailability indication.

15.2.5
CC Interception with CUPS 
With control and user plane separation of PDN-GW, the LI architecture defined in subclause 12.9 shall be used to provide the CC Intercept Function at the PDN-GW with the following extensions:

-
The PDN Gateway-C shall receive the CC intercept trigger from the CC Intercept Triggering Function.

-
The PDN Gateway-C shall use the target identity and correlation identifier received from the CC Intercept Triggering Function to notify the SX3LIF. 

-
The PDN Gateway-C shall send the packet detection rules (as described in subclause 12.9.2) to intercept the user plane packets from the media bearer to the PDN Gateway-U. 

The PDN Gateway-U shall forward user plane packets to the SX3LIF as described in subclause 12.9. The SX3LIF shall deliver the CC to the DF3 over X3 as described in subclause 12.9 and subclause 15.2.

15.3
Provision of Intercept Related Information for VoIP

See clause 7.A.

15.4
Lawful interception in the VPLMN with IMS roaming

15.4.1
Local breakout with P-CSCF in the VPLMN

LBO (as defined in TS 23.228 [43]) as a roaming architecture used for VoLTE is one of the examples of IMS roaming. Local Breakout architecture has several options (LBO Home Routing, LBO Visited Routing: the interception of IRI and CC in the VPLMN are independent of such options).

When an inbound roaming target originates a call or receives a terminating call, the P-CSCF present in the VPLMN provides IRI interception functions as described in clause 7A. The PDN-GW/GGSN or the IMS-AGW deployed in the VPLMN provides the CC interception as described in clause 15.2. The P-CSCF sends the CC intercept trigger to the PDN-GW/GGSN or to the IMS-AGW as described in clause 15.2.

NOTE:
The extent of the LI capabilities available in the VPLMN is limited to the information available in the VPLMN. In addition, almost all the supplement services are handled in the HPLMN. Hence, where supplementary services are exclusively handled in the HPLMN and information related to that service is not available in the VPLMN, LI for that service might be limited or even not available in the VPLMN. For example, when an incoming call to the inbound roaming target is forwarded (by the HPLMN), the VPLMN is not involved in that call forwarding and therefore, no reporting will be done by the VPLMN. For call forwarding no answer, the initial reporting might be done, however, once the forwarding happens, the VPLMN reports that the call has ended.

Annex E illustrates a few scenarios of lawful interception in the VPLMN for inbound roaming target.
15.5
Constraints for IMS VoIP Roaming Interception
National regulations may limit delivery of communications (CC and communications-associated IRI) of an outbound international roaming target by the HPLMN as described in clause 5.1.4 of TS 33.106 [7].

If roaming interception is allowed, IMS VoIP interception and delivery to the LEMF by the HPLMN shall proceed normally as described elsewhere in this specification when the target is roaming outside the country as well as when the target is within the country.

If roaming interception is not allowed and it is determined that the target is outside the country, the HPLMN shall act as follows:

The HPLMN shall report IRI and CC for IMS VoIP sessions where the target is not participating in the IMS VoIP services which can be the result of the activation, invocation, or operation of any supplemental services that are performed entirely by the HPLMN. This can include invocation before an IMS VoIP session, at the beginning of an IMS VoIP session, mid IMS VoIP session, or at the end of an IMS VoIP session. Examples of such supplemental services include diversion services such as call forwarding (all calls, busy calls, etc.). Services where the target is still participating in the IMS VoIP session would not be reported (e.g., call hold, conferencing).

Clause 20
20
Lawful interception in the VPLMN with S8HR Roaming Architecture

20.1
Architecture

20.1.1
Overview
When S8HR approach is used as the roaming architecture for VoLTE, all of the IMS nodes reside in the HPLMN. National regulations may require the VPLMN to have the capabilities to perform the lawful interception of voice services involving the inbound roaming targets. The LI capabilities provided in the VPLMN with S8HR approach as the roaming architecture shall be to the same extent as the LI capabilities provided in the VPLMN with LBO approach as the roaming architecture.

The IMS signalling messages are exchanged between the UE and the P-CSCF (in HPLMN with S8HR) and the media is exchanged between the UE and the PDN-GW (in HPLMN with S8HR). Within the VPLMN with S8HR, the IMS signalling messages are carried over the GTP tunnel that corresponds to the IMS Signalling Bearer and the media packets are carried over the GTP tunnel that corresponds to the Media Bearer. (i.e. a dedicated EPS Bearer used to carry the media packets). The present document assumes that the EPS Bearer ID of the IMS Signalling Bearer is always linked to the dedicated EPS Bearer used as a Media Bearer.

New LI-specific functions are introduced to examine the packets that flow through the VPLMN packet core network nodes (i.e. S-GW) to generate IRI and CC when the communication involves an inbound roaming target. The LI architecture diagram shown in figure 1j is redrawn below with focus on the new LI specific functions and the reference points.

NOTE:
The overall architecture and functions related to the lawful interception of voice services of inbound roaming targets with S8HR as the roaming architecture is also referred in the present document as S8HR LI.
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Figure 20.1 S8HR LI Architecture

All the functions and reference points shown in figure 20.1 shall adhere to the security requirements specified in clause 8.

A condition required for the operation of S8HR LI is that the IMS signalling messages and the media packets are not encrypted at S-GW/BBIFF. Furthermore, the S8HR LI solution requires that APNs can be identified as being used for S8HR and therefore those APNs can be used to identify the EPS Bearers used for inbound roamers with S8HR.

Refer to Annex J for the detailed illustration of this architecture in reference to S8HR, the process flow steps and the call flows.

20.1.2
LI specific Reference Points

Xia:
Reference point between S-GW/BBIFF and LMISF. This reference point is used to carry the user plane information from the S-GW/BBIFF to the LMISF.

Xib:
Reference point between LMISF and the S-GW/BBIFF. This reference point is used to exchange the control plane information between the LMISF and the S-GW/BBIFF.

20.1.3
LI Specific Functions

20.1.3.1
Void

20.1.3.2
BBIFF: Bearer Binding Intercept and Forward Function
BBIFF is a LI specific function introduced to support the lawful interception of voice services in the VPLMN when S8HR is used as the roaming architecture.

BBIFF shall provide the following functions:

-
Receive a list of S8HR APNs and the packet forwarding rules that apply to all users from the LMISF over the Xib reference point.

-
As per the LMISF instruction, notify the LMISF over Xib reference point whenever the IMS Signalling Bearer or the Media Bearer with S8HR APN is created, modified or deleted. In that notification, the UE location information received from the MME shall be included.

-
As per the packet forwarding rules (i.e. as instructed by the LMISF), deliver the packets of all GTP tunnels used for IMS Signalling Bearer with S8HR APN to the LMISF over the Xia reference point.

-
Receive the intercepted IMS Signalling Bearer information from the LMISF over the Xib reference point along with the packet forwarding rules.

-
Identify the dedicated EPS Bearer used as the Media Bearer linked to the above-indicated intercepted IMS Signalling Bearer.

-
As per the packet forwarding rules (i.e. as instructed by the LMISF), deliver the packets of the GTP tunnel used for Media Bearer associated with the intercepted IMS Signalling Bearer to the LMISF over the Xia reference point.

-
When instructed by the LMISF, stop delivering the packets of the GTP tunnels used for Media Bearers associated with the IMS Signalling Bearer with a deactivated interception.

NOTE:
The present document assumes that BBIFF is closely coupled to S-GW in the VPLMN. Therefore, present document refers to BBIFF as S-GW/BBIFF.

20.1.3.3
LMISF: LI Mirror IMS State Function

LMISF is a LI specific function introduced to support the lawful interception of voice services in the VPLMN when S8HR is used as the roaming architecture.

The LMISF shall provide the following functions:

· Provide S8HR APN information to the S-GW/BBIFF over the Xib reference point.

-
Instruct S-GW/BBIFF over Xib reference point to notify (to LMISF) whenever an IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted.

-
Instruct S-GW/BBIFF over the Xib reference point to start delivering the packets (to LMISF) of all IMS Signalling Bearers with S8HR APN.

-
Receive target identity information from the ADMF over the X1_1 reference point as described in clause 5.1.

-
Receive the notification from S-GW/BBIFF over the Xib reference point whenever an IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted.

-
Store the IMS Signalling Bearer information (e.g. EPS Bearer ID) along with the IMSI associated with the UE to which the IMS Signalling Bearer was created, modified or deleted. Store or update the most recent UE location information received along with the IMS Signalling Bearer or the Media Bearer information.

-
Receive and examine the IMS signalling messages delivered by the S-GW/BBIFF over the Xia reference point.

-
Receive media packets delivered by the S-GW/BBIFF over the Xia reference point. Identify the intercepted IMS session that relates to the media packets.

-
Maintain an IMS signalling state for all inbound roamers with S8HR that are registered to the network or in an IMS session. Part of this function is to track all IMS registrations, re-registrations and de-registrations of inbound roamers with S8HR.

-
After examining and determining that the IMS signalling messages involves a target, establish and maintain a map between the target identity and the IMS Signalling Bearer information or the Media Bearer (e.g. EPS Bearer ID along with the IMSI value of the UE). When the IMS signalling messages do not involve a target, establish and maintain a map between the IMS Signalling Bearer or the Media Bearer information and the potential target identities.

-
Generate and deliver the IRI to the Delivery Function 2 as described in clause 20.3.

-
Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated with an intercepted IMS session that requires CC interception and instruct the S-GW/BBIFF to start delivering the packets of the Media Bearer associated with that IMS Signalling Bearer. 

-
Inform the S-GW/BBIFF over the Xib reference point with the IMS Signalling Bearer information associated with a deactivated interception and instruct the S-GW/BBIFF to stop delivering the packets of the Media Bearer associated with that IMS Signalling Bearer. Generate and deliver the IRI messages to the Delivery Function 2 as described in clause 20.3.

-
Generate and deliver the CC to the Delivery Function 3 as described in clause 20.2.

-
When target identity is received from the ADMF, determine whether any IMS Signalling Bearer is associated to the target identity. If yes, start the interception process as described in clause 20.3.

-
Provide the decompression of IMS signalling messages upon detecting the compression.

20.2
Provision of Content of Communications

20.2.1
Overview

20.2.1.1
General
For interception of content of communications of voice services involving the inbound roamers with S8HR, the following shall occur:

-
For each IMS session that is intercepted, LMISF determines whether a CC interception is required.

-
When the CC is interception required, LMISF provides the IMS Signalling Bearer information to the S-GW/BBIFFF (as described in clause 20.1.3.3) and instructs the S-GW/BBIFF (as described in clause 20.1.3.3) to start delivering the media packets (i.e. packets from the Media Bearer) associated with that IMS Signalling Bearer.

-
S-GW/BBIFF delivers the media packets (i.e. packets from the Media Bearer) associated with the IMS Signalling Bearer (as described in clause 20.1.3.2) to the LMISF.

The S-GW/BBIFF shall provide the LMISF a means to link the intercepted media packets with the associated IMS Signalling Bearer information provided by the LMISF (e.g. the delivered media packets include the EPS Bearer ID of the IMS Signalling Bearer along with the IMSI value of the UE).

The LMISF shall include the Correlation Information (associated with the IMS session) in the CC delivered to the Delivery Function 3 over the X3 reference point. A pictorial view of the CC interception is illustrated in figure 20.2 below:
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Figure 20.2: CC Interception of voice calls involving the inbound roaming target with S8HR

The figure 20.2 shows that LMISF provides the IMS Signalling Bearer Information to the S-GW/BBIFF. The S-GW/BBIFF uses the IMS Signalling Bearer information to find the associated Media Bearer.

When the LMISF identifies that the CC interception is to be stopped, the following shall occur:

-
LMISF stops delivering the CC to Delivery Function 3 over the X3 reference point.

-
LMISF provides the IMS Signalling Bearer information to the S-GW/BBIFF with an instruction (as described in clause 20.1.3.3) to stop the delivery of media packets (i.e. packets from the Media Bearer) associated with the IMS Signalling Bearer.

-
S-GW/BBIFF stops the delivery of the media packets associated with the IMS Signalling Bearer (as described in clause 20.1.3.2) to the LMISF.

20.2.1.2
S-GW/BBIFF Procedures for CC Interception

When instructed by the LMISF, the S-GW/BBIFF shall use the IMS Signalling Bearer information that it received from the LMISF to determine the media packets of which EPS Bearer (i.e. the Media Bearer) has to be delivered to the LMISF (e.g. EPS Bearer ID of IMS Signalling Bearer is linked to the EPS Bearer used as the Media Bearer). Then, the S-GW/BBIFF shall deliver all the octets above the GTP layer of the GTP tunnel used for the Media Bearer to the LMISF.

S-GW/BBIFF shall indicate to the LMISF whether the media packets were travelling to or from the HPLMN (e.g. based on tunnel end point IDs).

When instructed by the LMISF, the S-GW/BBIFF shall stop the delivery of media packets to the LMISF.

20.2.1.3
Void

20.2.1.4
LMISF Procedures for CC Interception

Upon determining that the CC interception is required or is to be stopped for an IMS session, LMISF shall pass the IMS Signalling Bearer information  to the S-GW/BBIFF with an instruction  that indicates to the S-GW/BBIFF whether the packets from the Media Bearer associated with the IMS Signalling Bearer shall be delivered, or not delivered, to the LMISF.

When the media packets are received from the S-GW/BBIFF, the LMISF shall determine whether the interception is active on the IMS session. If active, the LMISF shall determine the Correlation Identifier (or Correlation Number) associated with the IMS session to which the media corresponds. If the interception is not active, the LMISF shall discard the media packets.

The LMISF shall construct the CC and deliver the same to the Delivery Function 3 over X3 reference point (see clause 20.2.2).

20.2.2
X3-Interface

For the delivery of intercepted media packets, the following information shall be passed from the LMISF to the Delivery Function 3 in addition to the intercepted media packets:

-
target identity;

-
Correlation identifier;

-
Time stamp (optional);

-
Direction (indicates media is from or to the target) - optional.

The Delivery Function 3 delivers the information to the LEMF over the HI3 interface based on the national regulations.

20.3
Provision of Intercept Related Information

20.3.1
Overview

20.3.1.1
General

For interception of intercept related information of voice services involving the inbound roaming targets with S8HR, the following shall occur:

-
LMISF provides the S8HR APNs to the S-GW/BBIFF with an indication that all packets from the IMS Signalling Bearer with the S8HR APN are to be delivered to the LMISF.

-
S-GW/BBIFF delivers the IMS signalling packets from the S8HR IMS Signalling Bearers to the LMISF.

-
LMISF examines whether the IMS signalling messages involve a target and if so, it generates and delivers the IRI to the Delivery Function 2.

The LMISF shall generate the IRI from the IMS signalling messages and deliver the same to the Delivery Function 2 over X2 reference point. All SIP messages executed on behalf of a target shall be delivered as IRI.

The S-GW/BBIFF also notifies the LMISF whenever an S8HR IMS Signalling Bearer or a Media Bearer is created, modified, or deleted along with the IMSI value of the target UE and the location of the UE.

A pictorial view of the general overview of IRI interception is illustrated in figure 20.3 below:
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Figure 20.3: IRI Interception of voice calls involving the inbound roamer with S8HR

The figure 20.3 shows that LMISF provides the S8HR APNs to the S-GW/BBIFF. When the IMS signalling messages correspond to a target, the LMISF generates the IRI and deliver the same to the Delivery Function 2 which in turn delivers the IRI to the LEMF.

To support the mid-call interception, the LMISF maintains the IMS call state (including any necessary information from the SIP messages). When the target identity provisioned into the LMISF is involved in an ongoing IMS call, the LMISF shall start the interception as described in clause 20.3.2.

20.3.1.2
Void

20.3.1.3
S-GW/BBIFF Procedures for IRI interception

When instructed by the LMISF, the S-GW/BBIFF shall notify the LMISF whenever the IMS Signalling Bearer or the Media Bearer with S8HR APN is created, modified or deleted.

When instructed by the LMISF, the S-GW/BBIFF shall deliver all the octets above the GTP layer of GTP tunnel used for IMS Signalling Bearer to the LMISF along with the associated with IMS Signalling Bearer information.

20.3.1.4
LMISF Procedures for IRI interception

The LMISF shall receive the notification from S-GW/BBIFF whenever a GTP tunnel for IMS Signalling Bearer or a Media Bearer with S8HR APN is created, modified or deleted. The LMISF shall store the Tunnel information (Tunnel ID) of the GTP tunnel along with the IMSI associated with the UE to which the GTP tunnel was created. If delivered, the LMISF shall also store the UE location information along with the time that it has received the same from S-GW/BBIFF.

The LMISF shall receive and examine the IMS signalling messages delivered by the S-GW/BBIFF. After examining and determining that an IMS signalling message involves a target, LMISF shall deliver the SIP message to the Delivery Function 2 over the X2 reference point (see clause 20.3.2). The up-to-date UE location information stored in the LMISF, as available, shall also be delivered to the Delivery Function 2. LMISF shall maintain an IMS call state for all inbound roaming users (for the target identity or potential target identity). The maintained current IMS call state (along with the stored necessary information from the SIP messages) shall be sufficient to support the mid-call interception.

When the received IMS signalling message involves compression, the LMISF shall perform the decompression of SIP messages (as defined in clause 8 of TS 24.229 [49]) and follow the steps used to process the uncompressed SIP messages.

Refer to clause 20.1.3.3 for a complete list of LMISF functions that also include a few functions that aid the overall interception capabilities of voice services involving the inbound roamers with S8HR as the roaming architecture.
20.3.2
IRI Events

20.3.2.1
General

In general, the IRI events applicable to S8HR LI are similar to the IRI events defined in clause 7A except that the LMISF (instead of CSCF) examines and generates the IRI events. However, since the interception in LMISF is used only for S8HR LI (i.e. roaming case), certain events defined in clause 7A are not applicable:

Any SIP messages sent to, and received from, the target UE as observed at the S-GW/BBIFF shall be delivered as IRI with the additional information as listed in clause 20.3.3. The LMISF shall include the UE location (along with timestamp) received from the Serving Gateway/BBIFF in the appropriate events.

The provisioned target identity can be a SIP URL, a TEL URL or an IMEI. The method used to verify a target identity is dependent on the call direction. S-GW/BBIFF shall indicate to the LMISF whether the IMS signalling packets were travelling to or from the HPLMN (e.g. based tunnel end point IDs).

For calls originating from the inbound roaming target, calling party identity (e.g. SIP headers: P-Preferred-Id, From) is used verify the target identity. For calls terminating to the inbound roaming target, called party identity (e.g. SIP headers: Request URI, P-Called-Party-Id, To) is used to verify the target.

For incoming calls to an inbound roaming user from a Non-Local-Id as the target, calling party identity (P-Asserted-Id, From) or redirecting party identity (History-Info, Diversion) are used to verify the target. For outgoing calls from an inbound roaming user to a Non-Local-Id as the target, the called party identity (Request-URI, To) is used to verify the target. See Annex I for an informative illustration of Non-Local-Id target interception cases. The LMISF will have to provide the functions provided by the P-CSCF (Annex I) in the VPLMN.

20.3.2.2
IMEI-based interception

To support the IMEI-based interception, the LMISF shall provide (if possible) the functions equivalent to functions defined for CSCF in clause 7A.8.

NOTE:
The format of the Instance Id used in clause 7A.8 is under the control of HPLMN.

20.3.2.3
Mid-call Interception

The mid-call interception is performed using the procedures described in clause 7A.3.1 except that LMISF (instead of CSCF as described in clause 7A.3.1) maintains the IMS call state, stores the SIP messages and generates the IRI.

When a lawfully authorized interception is deactivated while the target is on an IMS session, the LMISF shall stop delivering the IRI events to the Delivery Function 2.

20.3.2.4
Signalling Compression

If compression of the IMS signalling traffic is detected (as defined in RFC 3320 [69] and RFC 4896 [70]), then the SIP messages are first decompressed (as defined in clause 8 of TS 24.229 [49]) and processed with the steps used to process the uncompressed SIP messages.
20.3.2.5
Limitations
The limitations described in the NOTE of clause 15.4.1 apply to lawful interception capabilities provided in the VPLMN for voice services involving the inbound roamers with S8HR as the roaming architecture.

20.3.3
X2-Interface

For the delivery of intercepted SIP messages, the following information shall be passed from the LMISF to the Delivery Function 2 on the X2 reference point:

-
Target Identity (SIP URL, TEL URL, IMEI);

-
Correlation Identifier;

-
Event Time and Date;

-
Network Element Identifier;

· UE Location (conditional, as applicable, e.g. IMS session establishment events);

· date/time of Location (if target location provided);
-
SIP Header;

-
SIP payload.

The Delivery Function 2 delivers the IRI to the LEMF over the HI2 interface based on the national regulations.
20.4
Lawful Interception with CUPS architecture  
When Control and User Plane Separated (CUPS) architecture is used for S-GW, the S-GW/BBIFF functions may have to be split as shown in figure 20.4.
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Figure 20.4: CUPS LI architecture for voice services of inbound roamers with S8HR

The S-GW/BBIFF-C receives the S8HR APN information over the Xib reference point from the LMISF. 
The S-GW/BBIFF-C shall notify the LMISF over the Xib reference point whenever an IMS Signalling Bearer for S8HR APN is created, modified or deleted along with the IMSI value of the UE. In that notification, the UE location information received from the MME shall be included.
The S-GW/BBIFF-C shall provide packet detection rules with the GTP tunnel Id of the IMS Signalling Bearer (associated with S8HR APN) to the S-GW/BBIFF-U with an indication to instruct the S-GW/BBIFF-U to send the IMS signalling packets to the LMISF. Accordingly, the S-GW/BBIFF-U shall send the IMS signalling packets to the LMISF over the Xia reference point. 

When the CC interception is required, the LMISF would have passed on the IMS Signalling Bearer Id of the intercepted IMS session to the S-GW/BBIFF-C. The S-GW/BBIFF-C shall determine the GTP tunnel of the Media Bearer linked to that IMS Signalling Bearer and pass the packet detection rules with the GTP tunnel Id of the Media Bearer to the S-GW/BBIFF-U. The S-GW/BBIFF-U shall send the packets of that GTP tunnel (i.e. of Media Bearer) to the LMISF over the Xia reference point.  

The method used to transfer the GTP tunnel Id along with the packet delivery indication from S-GW/BBIFF-C to S-GW/BBIFF-U shall be done as described in subclause 12.9. 

NOTE:
The X3c, X3u reference points and the Split X3 LI Interworking Function (SX3LIF) described in subclause 12.9 are not used for S8HR LI when a Serving Gateway is deployed with CUPS architecture.   

20.5
S8HR LI and Target UE Mobility 

20.5.1
Overview

During a session (packet data or voice) that involves the target UE, the S-GW/BBIFF that provides the IMS Signalling packets and Media packets to the LMISF can change (i.e. S-GW/BBIFF relocation).

The lawful interception of voice calls involving the target shall continue when the S-GW/BBIFF relocation happens.  The IRI events and the CC delivered before and after the relocation shall be correlated. 

20.5.2
S-GW Relocation
As described in sub-clause 20.1.3.3, the LMISF provides the S8HR APNs to the S-GW/BBIFF and the S-GW/BBIFF notifies the LMISF whenever an IMS Signalling Bearer for the S8HR APN is created, modified or deleted along with the IMSI value of the UE and the UE location. This happens independently of S-GW relocation. When the IMS signalling packets are received from the S-GW/BBIFF, the LMISF delivers the IRI events to the DF2 if the IMS signalling packets are associated with an intercepted IMS session, This, also happens independent of S-GW relocation. 

When a target UE is on an IMS session and if the S-GW that has the associated IMS Signalling Bearer changes, the IMS Signalling Bearer is created at the new S-GW/BBIFF as well. The new S-GW/BBIFF that notifies the LMISF about the IMS Signalling Bearer shall include an indication in the notification to inform the LMISF that a S-GW relocation has occurred. 

The LMISF shall provide the following functions to support the continued and correlated interception for the CC:  

-
When a notification is received from the S-GW/BBIFF (over the Xib reference point) indicating that an IMS Signalling Bearer is created due to S-GW relocation, examine to see whether the IMS Signalling Bearer is associated with an IMS session that is being intercepted. 

-
If the IMS Signalling Bearer is associated with an intercepted IMS session, examine to see whether the intercepted IMS session requires the CC interception. 

-
If the intercepted IMS session requires CC interception, inform the S-GW/BBIFF (over the Xib reference point) with the IMS Signalling Bearer information (e.g. IMS Signalling Bearer ID, IMSI value) with an instruction to deliver (to LMISF) the packets from the Media Bearer associated with the IMS Signalling Bearer. 

The new S-GW/BBIFF delivers the packets from the Media Bearer associated with the IMS Signalling Bearer to the LMISF as described in sub-clause to 20.2.1.2. The LMISF delivers the received media packets to the DF3 as CC along with the correlation information as described in clause 20.2.1.4.

The LMISF shall not disrupt the ongoing interception of IRI and CC, if a IMS Signalling Bearer deletion notification is received from the old S-GW/BBIFF. 
***** End of Background – a cut and paste ***
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